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e are proud of our final edition
of Software Test & Quality
Assurance magazine for 2010.
We have two compelling case
studies: The Resource Ordering
and Status System Project (ROSS) written by
Jamie Evans, and Advanced Risk Based Test
Results Reporting: Putting Residual Quality
Risk Measurement in Motion by Rex Black
and Nagata Atsushi. Vladimir Belorusets
and Dennis Aaron co author, You’re a New
QA Manager! What’s Next?, which is a great
resource for the newly promoted manager.
The CEO of U-Test Doron Reuveni shares
some great advice for web application testing
in Six Strategies From Leading E-Tailers To
Optimize Your Web App. Bernie Berger takes
a creative approach in the first of a three
part series, A Day in the Life of a Tester. And
a new author to ST&QA, Colin Mason, has
written a great piece on Being a Good Tester
in an Evolving Web World. Matt Heusser is
back in Ask the Tester to interview Scott
Barber, CEO of PerfTest, and a clever cartoon
by Torsten Zelger rounds out the November
December edition.
Big news for ST&QA magazine!
In order to receive the print edition of
the magazine in 2011, readers will need
to purchase a subscription or become a
Pro Member of Software Test Professionals.
We believe there is a value to the printed
edition but the economic reality is that
printed copies are an expense. The printed
edition will include additional print only
content to add even more value when you
subscribe or become a Pro Member of STP.
In today’s digital world, many people have
chosen different methods to consume content.
So we are going to offer alternatives for our
audience. We will be adding the ability for
readers who use digital devices like Kindles
and iPads, to download the magazine for a
fee. Complimentary members will continue to
receive a digital version of the magazine that
will be a subset of the printed edition.

“ We believe if we offer more content
choices, we will continue our goal
to serve the best interests of the
ST&QA professional.” RichHAND
Much of the content on the web is free,
and it is having an impact on the production
of traditional sources of content. We are
making these changes to serve the needs of
our community. We believe if we offer more
content choices both complimentary and
for a fee, we will continue our goal to serve
the best interests of the Software Test and
Quality Assurance professional.

Editor-in Chief: Rich Hand
rhand@softwaretestpro.com
Editor: Yvonne Hamilton
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Creative Director: Scott Hanson
shanson@softwaretestpro.com
Media Sales: Cheri Bruno
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724 S Tejon Suite C • Colorado Springs
Colorado, 80903 • 719.476.0301
About ST&QA
ST&QA is published bi-monthly by
STP (Jan, Mar, May, July, Sept, Nov).
It is a printed magazine geared towards
the software test and quality assurance
professional. Subscription to ST&QA is
an STP Pro Membership benefit. If you
would like to subscribe to ST&QA, visit
softwaretestpro.com and join the
Pro Membership.

The STP community has been very
supportive of all of our efforts to bring
together great people, content, and events.
We thank all of you! In 2011 we will be
adding the ability to submit articles on
the website to all complimentary members,
and open up access to our crews to help
increase the collaboration on the website.
We have also added a discussion forum
that has made it easier to discuss
topics without having to join a crew.
I encourage you to give it a try:
www.softwaretestpro.com/forum).
In the spirit of the season we wish everyone
a safe holiday and a prosperous New Year.
We look forward to your continued support
and greater accomplishments for all in 2011!

Greetings!
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Pro Members may access electronic
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Case study of the

Resource Ordering & Status System
			

By Jamieevans

(ROSS ) Project

started on the Resource Ordering and Status
System (ROSS) project in August, 2005 at one of the
largest government contractors in the United States.
The U.S. government uses ROSS to order and
status resources for numerous types of incidents,
mainly wildfires. When I interviewed for the position
of QC Test Lead, the program manager made me aware
that there were issues with the QC Test Team and
the lead position would be expected to identify and
solve the issues in order to turn the group into a more
productive, efficient team. Even the most structured
companies, including government contractors, continue
to have issues with information technology (IT) projects.
A sucker for a challenge, I accepted the position. Within
the first month I identified several issues under my
control I could fix in the short run. In no particular
order, these included:
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1. N
 o testing was being done by the internal QC Test
Team. All testing was executed by the government
subject matter experts (SMEs) during User Acceptance
Test (UAT) with the internal QC Test Team playing
more of a project manager role, managing the UAT.
2. T
 he regression test bed consisted of one huge test
with over 100 test steps and 10 to 15 steps within
each step. Each step was dependent on another.
Consequently, if the first test step (which really
consisted of 10 steps within one test and represented
many different test cases) failed, there was no easy
way to get through the rest of the regression test.
3. D
 efect tracking included over 25 statuses with
defects being moved from one test tool repository to
another and no way to make any sense of the data,
with even the most simple metrics.

ross | project

Looking at the first two issues, I realized the complexity
of the product in terms of business rules. I needed
testers that could analyze and I needed testers who
could take requirements and dissect them down to
the detail level without losing sight of the big picture
– in short, I needed a whole new test team. It took two
months to hire my first team member. The two of us
single handedly tested one release (2.4), learning the
product, breaking down the regression test beds, and
fixing test processes at the same time. We took some
burden off of the SMEs during UAT, but we were a
long way from really making a difference.
A month later I hired another tester. This tester focused
on the reports side of the product. ROSS Reports had
never followed any type of process and was never
tested by the internal team, only by the lead reports
SME. I tasked this tester with bringing the rest of the
reports team into the process, following the software
development lifecycle (SDLC) that had been defined, and
establishing a testing process for it. With the product
completely covered, it was time to start building the
‘safety net’ – having significantly greater test coverage
while moving the brunt of the testing from UAT to
System Test by the internal QC Test Team.
I organized System Test into smoke test, functional
test, and regression test. As soon as release 2.4
was deployed, we took the regression test beds and
restructured them. The 100+ step test case was broken
down into single test cases, with each test case focused
on one function point. At the same time, I solicited help
from one of the reports developers to help expand the
canned standard test data. The canned data was already
started, but we needed more so the testers wouldn’t
‘step’ on each other during testing. We preferred to use
canned data instead of production data for three main
reasons. First, any test case is easier to write if you
know what data to use and second, you don’t have to
go searching in production data to support your test
case during execution, resulting in faster test case
development and test case execution. Using the same
canned data for regression test beds allows for complete
repeatability. Having canned data will allow one tester
to execute a test exactly the same way as another tester
executed it on a previous build. And last but not least,
in the world of software testing (just like any other type
of testing), the more static the environment, the easier to
figure out what is causing a defect. Although production
data was used for some testing, we used canned data for
the bulk of the testing.
By release 2.5, we had a solid regression test bed with
test data built for the core product, and reports started

to have some structure around it. The three of us on
the QC Test Team focused on learning the product,
which was critical to our success. A product can’t be
properly tested unless you know both the business
and software requirements. The best test teams are
those that know the products as well as anyone else
or better, including the SMEs. We focused on writing
our functional test cases for new enhancements, and
we conducted test case reviews between us. Instead of
assigning an enhancement to each tester, I broke each
one down and we all took a part of an enhancement. In
this way we learned about all enhancements going into
the product and we could use each other to get a better
understanding of the requirements. We also were not
afraid to look to the SMEs to explain functionality to us
that we didn’t understand and reviewed their UAT test
cases to make sure we had all functionality covered for
testing. We had a weekly UAT call where we discussed
defects, requirements, and functionality in general.
The regression test was executed on both canned test
data and a snapshot of production data. We worked
at getting all the system testing processes repeatable
so we could expand into automation. I was able to
hire more test personnel for the QC Test Team since we
introduced a services-oriented architecture (SOA) on the
ROSS project. At that time we took the opportunity to
build automation for the SOA using Parasoft SOATest.
The SOA architecture accessed the business layer of
the system, so we actually automated a fair number of
business rules through the SOA architecture instead of
having to go through the GUI. The QC Test Team also
took on performance testing using a tool called iTKO
LISA. The testing grew with each release and we were
able to perform more regression testing, both manual
and automated, with each release since it
was repeatable.
Building on this framework, we accomplished our goal,
and on the last release (2.11) tested, we had moved the
bell curve to the left, taking the burden of testing off of
the SMEs during UAT. This approach made UAT have
more of a demonstrative focus with development and
QC Test Team handing over a quality product so the
SMEs could focus on the requirements and whether
or not the product would work in field.
The graphs below represent defects found by phase
beginning with release 2.4 and ending with 2.11. Unit
and Integration test was performed by the development
team and system test was performed by the QC Test
Team. The defect bell curve for 2.4 is clearly in UAT,
but by 2.11 it is in system test. The ‘safety net’ I set
out to create with the QC Test Team was in place.

I needed testers that could analyze and I needed testers
who could take requirements and dissect them down to the
detail level without losing sight of the big picture – in short,
I needed a whole new test team.
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In addition to moving the defect bell curve to the left, the QC Test Team also built upon the regression test beds and
performed more and more testing for the product releases. The table displays the growth of the QC Test Team’s test beds.

Number of Regression Test Cases
Regression Test Bed

2.4

2.5

2.6

2.7

2.8

2.9

2.10

2.11

ROSS GUI SMK TEST

10

10

11

11

12

12

12

12

ROSS GUI SVT

41

47

65

94

126

134

139

139

SOA SMOKE

N/A

N/A

N/A

11

30

32

42

42

SOA SVT

N/A

N/A

N/A

232

438

483

1010

1010

- Main Performance Load

N/A

N/A

N/A

N/A

1442

1487

1487

1487

- IQCS (Serial - Batch)

N/A

N/A

N/A

N/A

2500

2500

2500

2500

- IQCS (Concur/Ind - Batch)

N/A

N/A

N/A

N/A

N/A

2502

2502

2502

- IQCS (Concur/All Batches)

N/A

N/A

N/A

N/A

N/A

15012

15012

15012

PERFORMANCE TEST
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SVT stands for System Verification Test and was our
regression test bed. By the time 2.11 rolled around,
the QC Test Team was executing a regression test of
functional, performance, manual and automated tests that
equaled over 20,000 test cases.
The use of the metrics above showed what seemed to be
simple improvements but represented huge gains in the
process itself. Of my three identified areas of short term
improvement, I now focused on issue #3, defect tracking.
Along with test case metrics, I improved the defect metrics.
As stated earlier, we had over 25 statuses. The unresolved
defects were being moved from Mercury TestDirector (we
eventually upgraded to HP Quality Center) to Borland
StarTeam after each release. The reasoning was to have the
defects and enhancements in one tool. Not only were the
defects being moved, but the defects were kept in a certain
status in TestDirector until they were resolved in Borland
StarTeam and then both artifacts in the different tools for
the same defect had to be updated and kept in sync. As
most of us know, it is challenging enough to keep one tool
up to date; two was next to impossible. There was no rhyme
or reason to the process in place, it was complex and not
documented, the statuses were not kept up to date, and
there was no way to get any sort of metric out of it.
First, I stopped the practice of moving the defects into a
second tool as defects and enhancements have different
life cycles within the SDLC, so it made sense to keep the
defects in one tool. Second, I simplified the defect life cycle
so people could follow it and at any one point in time,
know how many defects existed and the status of each.
I reduced the number of statuses from 25+ down to 4.
Finally, I defined what I eventually wanted to get out of my
metrics through the meta-data. The simplest metrics are:
severity, defect type, defect phase (my bell curve as shown
above), resolved reason, and defect by module.
Consider the defect life cycle where I took 25 statuses
down to 4. I have, for the most part, used this workflow
with most of my projects with maybe one or 2 more
statuses when necessary.

The statuses are defined within the squares, and the actions taken to move them to the next status are defined with the
arrows going from one status to the next. Here is a breakdown of what each status means.

State

Definition

New:

Defect has been submitted and needs to be analyzed.

Open:

Defect is ready to be worked for resolution, the defect resolution failed verification or the defect has been reopened.

Resolved:
Closed:

Defect has been resolved with a Reason of Fixed, As Designed, Cannot Reproduce, Duplicate.
Defect resolution has been verified.

Defect status can show when the product is getting close to being ready for release. For example, you want the trend to
decrease for New and increase for Closed. Below is a trend analysis I created for one of the ROSS releases. It shows the
downward trend on defects and the upward trend on resolving and closing defects over time.
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Along with status, what build the defect was found in should show a favorable trend as well. The defect by build number
should decrease the closer you get to the release of a new version. Here is a Detected In/Fixed In build trend graph for
the same time period as the status trend graph above.

I was able to take either graph to the product manager at various points in the release, and state we were not ready to
deploy yet. Until the trend started to drop for either of them, I could safely support my case that the software wasn’t
ready to ship yet.

I was able to show after so many releases, that the
efforts of the QC Test Team were making the SMEs’ role
much easier during UAT. It was also a great statistic for
my program manager to show the government program
manager about the improvements we were making.
Another metric I try to capture is the Resolved By
“reason” (e.g., a defect is resolved by a code fix, it’s a
duplicate of another defect, it’s working as designed,
or it cannot be reproduced). This metric not only makes
the defect count fair, but gives insight as to issues in
other parts of the SDLC. The reasons not only expose
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problems in building the product and the count of
defects that need a code fix, but also problems in the
submission of defects. Testers (and anyone else submitting
defects) should submit a defect with the exact steps
and the least amount of steps to reproduce a defect and
should also perform due diligence to ensure the defect
has not already been reported. These standards not only
make life easier on the developer who has to fix the defect,
but also save time in the long run. The rule should be:
No one submits a defect unless it is repeatable. Let’s look
at some metrics from resolved reason:

ross | project

Total Defects of Type = Code, Performance, Consistency, Deployment
Reason

2.4

2.5

2.6

As Designed
Cannot Reproduce

131

36

44

62

68

110

27

54

52

45

Duplicate

67

18

41

29

16

Fixed

575

166

492

573
3

Not Resolved

2.7

4

Notice how the ‘As Designed’, ‘Cannot Reproduce’ and
‘Duplicate’ numbers declined through the releases over
time. ‘Duplicates’ were avoided by simplifying the defect
tracking. ‘As Designed’ declined by learning the product
and improving requirements. ‘Cannot Reproduce’ was also
a direct result from learning the product, having the bulk
of the testing disciplined and accomplished on canned
data. Disciplined testing means that the testing became
repeatable by use of defined regression test beds with
canned data and no adhoc/inspirational testing. Also,
notice how the ‘Not Resolved’ number is zero for earlier
versions. As our processes became more stable, we were
able to go back and clean up defects from earlier releases.

2.8

2.9

2.10

2.11

52

7

8

58

10

5

42

9

3

508

358

57

58

54

69

38

39

We started working on the defect backlog and cleaning
up the product as a whole.
Defect Type for any defect tracking system should be
a given. Defect type indicates whether the defect arose
from a problem in the code, a problem in the environment,
a problem in the deployment (build process, database
restore, etc), a problem with a test case, a problem with
a requirement, etc. Too many times when there are no
defect classifications, the code takes the hit for defect
counts that are off the chart. Again, the metrics can point
to other problems in the process and not just the code
itself. Here are the metrics by Defect Type.

Total Defects by Type
Type

2.4

2.41

2.5

2.6

2.7

2.8

2.9

2.10

2.11

Code

840

263

200

568

561

520

428

149

133

2

42

18

90

111

84

8

21

Data

14

28

6

25

106

175

9

25

8

Deployment

38

47

20

59

84

64

77

28

7

3

3

2

3

14

18

10

16

8

Consistency

Usability
Performance

7

9

4

16

Test Case

56

6

10

8

2

10

13

8

2

User Requirement

61

6

2

16

12

26

35

30

35

2

16

7

30

Software Requirement
What did these metrics tell us? As the process across
the board became more stable, our code fixes declined.
We started to focus on getting the requirements right
from the beginning, which in turn decreased our
problems with test cases and code. We didn’t track
defects in the requirements consistently at first.
The number of defects (61) for user requirements
in release 2.4 was at least double that number for
the actual problems in the requirements. Once we got
the requirements, test cases, and code stabilized we
had the opportunity to start focusing on performance,
usability, and consistency product issues. In the beginning
we didn’t even track these types of defects since we were
inundated with requirement, code and test case defects.

Volume 7

Tracking defects by module gives insight as to where
the code is the most fragile or the most complicated.
It allows for an IT project to prioritize which module
needs the most attention now or gets the most attention
in production, which module should be first in line for
a reengineering effort, and/or which module should be
changed/fixed with the most caution. This is a metric
that needs to be gathered over time. Below is an example
of the ROSS project module defect metric table. Notice
the defects center around the modules most used in
dispatching, any module that has to do with requests
(i.e. the most fragile and complex code).
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Total Defects by Component

“Quality improvement is

COUNT(*)

AutoDoc/Notification

1

Catalog

7

Contract

2

can have a significant

Edit Request

46

impact over time and

Financial Codes

2

Global

1

Import

2

be reminded of this impact

Incident

29

through the use of metrics.”

Incident Resources

32

Location

6

Manifest

2

Multi Place

22

New Initial Report or Incident

7

New Request

38

Notification

3

Organization

14

Pending Request

64

Personal Settings

2

Pre-Orders

1

Quick Fill

2

ROSS Installation

1

ROSS Online Help

1

Release Resource (Non-Local)

2

Reminders

1

Reports

24

Request Status

66

Resource Item

11

Resource Status

6

Roster

8

Selection Area

1

Tactial Aviation

35

Travel

39

Travel Plan

1

User Account

3

Views

12

Web Status

24

about persistence — even
the smallest improvement

management will need to

12
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Last but not least, let’s address defect Severity. Not only did I define severity by the affect it had on the user but also
the timeframe in which it must be fixed. Examples of severity definitions include:

Severity
Critical

Functionality is broken that prevents dispatching and no workaround exists – prevents QC testing to continue.
Must be fixed in the current build or next build. Prevents deploying build to Preproduction and/or Production

High

Major functionality is broken and workaround exists. Missed requirement in new functionality. Must be fixed
before release is deployed for UAT and/or Production

Medium

Functionality is broken and a workaround exists. Must be fixed for new released functionality if time permits.

Low

Cosmetic defects, consistency issues. Must be fixed for new released functionality if time permits.

Note that we attempted to fix all defects against new
functionality. Just because a defect was submitted
as a low or medium, it wasn’t automatically ignored.
Development was required to get all defects submitted
against a new enhancement or change to existing
functionality. Nothing is more embarrassing than

to release new software with known issues, even if it’s
cosmetic issues. Not only was I trying to move the defect
bell curve from UAT to System Test as described above,
but a primary goal for the QC Test Team was for the SMEs
to never find a critical defect.

UAT Defects by Severity
Severity

2.4

2.41

2.5

2.6

2.7

2.8

2.9

2.10

2.11

Critical

26

17

8

18

56

11

4

4

1

High

71

10

13

15

30

28

Medium

72

8

18

11

27

21

16

9

1

17

13

9

Low

67

5

31

7

16

18

16

7

6

While we didn’t quite get to our goal of no critical severities from UAT, we came very close. It was an accomplishment
for the QC Test Team to go from counts of 26, 17, 18 and 56 criticals down to 1 critical for the last release.

The changes I had control over on the ROSS project I
made immediately and they showed major improvement
over time. It’s critical to keep reminding management that
these improvements won’t magically happen overnight.
Quality improvement is about persistence – even the
smallest improvement can have a significant impact over
time and management will need to be reminded of this
impact through the use of metrics. Every once in awhile
you can make a huge change and have huge gains, but
for the most part, process improvement is baby steps: a
tweak here, a tweak there. You may need to keep telling
management (and yourself) that sometimes you might
take two steps forward and then one step back, but the
net result is one step forward – a step in the right direction.
Management, as well as the team, needs to remember that
“Not all change is progress, but all progress is change”.
At this point, I had created my safety net – now what?
Part II will focus on how I was empowered to move outside
of the testing area to other areas of the assembly line to
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drive change in areas prior to system test and UAT.
Let’s face it – every problem we find in testing is caused
by an area further up the assembly line.

About The Author

		

Jamie Evans, a Colorado native, has a bachelors of science
in mathematics from the Colorado School of Mines. She started
her career in software testing and has been in the same discipline
ever since with over 17 years of software testing and quality
assurance. She is currently the QC Test Manager at a company
in Denver, Colorado.
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Matt contributes to the STP community
blog at http://www.softwaretestpro.com/blog
or follow him on Twitter @mheusser

ScottBarber

A

U.S. Army Officer turned performance tester, Scott Barber is
probably best known as the co-author of Performance Testing
Guidance for Web Applications by Microsoft Press. In the 11 years
since Scott became a self-proclaimed “career tester of software
systems” following a circuitous professional journey that began
when we started college as a want-to-be Civil Engineer, Scott has written over
a hundred articles and papers on testing, given nearly as many conference
presentations, co-founded the Workshop on Performance and Reliability,
been a keynote speaker at testing conferences on four continents, instructed
thousands of students on dozens of testing topics, incorporated his company
PerfTestPlus, and spent more than half of his working hours for four plus
years as a Vice President and Executive Director of the Association for Software
Testing. Well known for his passion and conviction, Scott can often be found
sharing thought provoking ideas about testing controversies of the day.

Scott Barber will now answer your questions.

To read the full interview with
Scott: www.softwaretestpro.com
www.perftestplus.com/scott_blog.php
to read Scott’s blog, or check out
the website for his company
www.perftestplus.com
Next issue we’ll interview Pradeep
Soundarajan, an internationally
recognized test consultant based in
Bangalore, India. If you’d like to ask
Pradeep a question, please email
your questions, name and location
with ‘Ask the tester’ as subject line
to matt.heusser@gmail.com, or
ask direct on the “ask a tester” crew
at www.softwaretestpro.com.

Question: How is performance
testing different in different contexts,
e.g. real-time, real-time embedded
systems, net internal (to a company),
web general, etc?
– Jon Hagar
Hot Sulphur Springs, Colorado

Barber: There are really 2

pieces to this question. First is,
what is performance testing and
second, how does it differ by
environmental context.
I think of performance testing as
system testing at the intersection
of testing related to speed,
scalability, and stability with the
goal of the testing to determine
whether or not a system is fast
enough, and consistent enough,
with a large enough capacity for
the desired volume of use and the
ability to grow as volume grows
(i.e. “performant enough”; and when
the system is determined to be not
performant enough, collaboratively
assisting in both determining why
and helping to achieve adequate
performance through information
gathering and analysis.
For real-time systems, fast enough
and consistent enough equates to
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“effectively no part of the system
waiting on any other part of the
system regardless of volume”.
For embedded systems, volume
is typically quite limited, as is
scalability. For instance, how
many people can use a single
PDA at a time?
Regardless of platform, when
volume is well known and defined,
such as systems built for internal
company usage, the scalability
aspect takes a back seat.
For the “typical” web application,
the real trick is balancing
consistency with the other aspects.
Human users prefer slightly slower,
consistent performance over
sometimes fast, sometimes slow,
and sometimes broken performance
although they are unlikely to
articulate it that way.
The key is to take the time to
determine which aspects of
performance matter to what degree,
then to design your tests to collect
relevant information about the
aspects of performance that matter
most first. While there are certainly
similarities and differences based on
environmental context, that is also >>
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Software Test Professionals Conference 2011

is the leading event for the software test and quality assurance industry.
This conference brings together software testers, test and QA managers and senior test
professionals to set the stage for advanced learning, networking and career growth.
Don’t miss this event featuring intriguing keynotes, high-quality sessions,
and vital networking opportunities designed to conquer the challenges
facing the software test and quality professional.

Register Now to Save $400!

Register by February 4th & Receive $400 off Your STP 2011 Conference Package

March 22-24, 2011

www.STPCon.com

Gaylord Opryland Resort

Nashville, Tennessee
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www.STPCon.com

March 22-24, 2011

Test Strategy and Design

Before you begin testing on a project, you should have a formal or informal test strategy. There are key elements
you need to consider when formulating your test strategy. If not, you may be wasting valuable time, money and
resources. In this track you will learn the strategic and practical approaches to software testing, regardless of the underlying
software development methodology. This track includes topics related to developing a test strategy, test estimation, risk
management and data management.
101
The Strategy Part of the Test Strategy..........................................................................................................Advanced
301	Data Management Strategy for Testing................................................................................................ New Approach
404
Building a Culture of Quality at DaVita.....................................................................................................Intermediate
501
DForce Testing: Rapidly Testing Applications Using Unconventional Strategies and Techniques................ Intermediate
701
Testing Untestable Code..........................................................................................................................Intermediate
804
Test Effort Estimation: WAG or SWAG?.......................................................................................................Advanced
901	Stop Thinking About Risks, Manage Them...............................................................................................Intermediate

Test Automation

Which tests can be automated? What tools and methodology can be used for automating functionality verification?
Chances are these are some of the questions you are currently facing from your project manager. In this track
you will learn how to implement an automation framework and how to organize test scripts for maintenance and reusability,
as well as take away tips on how to make your automation framework more efficient. This track includes topics related to test
automation architecture, continuous integration, agile automation, and what other tasks you need to perform after you have
designed your framework and scripted your test cases.
102
302
502
702
902

Automating the Automation..........................................................................................................................Advanced
Test Automation with Cucumber........................................................................................................... New Approach
Think You’re Done Yet? Automation Tasks After Scripting is Done...........................................................Intermediate
Turbocharge Your Automated Tests with CI..................................................................................................Advanced
Agile Test Automation...............................................................................................................................Intermediate

Management Perspectives for Testers

Understanding the business side of testing is as important as amplifying our approaches and techniques. In this
track you will learn how to effectively lead diverse test teams, communicate with stakeholders, and advocate for
testing. This track includes topics related to building test teams, leading business testers, handling the challenges of remote
teams, communicating the value of testing, and using metrics in the decision making process.
103
Becoming, Being and Building a Leader..................................................................................................Intermediate
303	Leading Business Testers.............................................................................................................................Advanced
503	Deception Dangers of the Numbers Game..................................................................................................Advanced
703
No Box Mixes: Building a Test Group from Scratch.............................................................................. New Approach
903	Showing the Value of Testing....................................................................................................................Intermediate
1004 A Remote Tester’s Perspective: Challenges and Solutions......................................................................Intermediate

Performance Testing

Performance Testing is about collecting data on how applications perform to assist the development team and
the stakeholders in making technical and business decisions related to performance risks. In this track you will
learn practical skills, tools, and techniques for planning and executing effective performance tests. This track will include topics
such as: performance testing virtualized systems, performance anti-patterns, and how to quantify performance testing risk.
Sessions are all illustrated with practitioners’ actual experiences doing performance testing.
104
A Performance Testing Life Story: Conception to Headstone...................................................................Intermediate
203
Performance Testing Virtualized Systems....................................................................................................Advanced
403
Where’s Waldo? Uncovering Hard to Find Application Killers.............................................................. New Approach
603
Wishful Thinking and Poor Planning: Load Testing in the Real World..........................................................Advanced
803
Bean Counting for Propeller Heads: A Lesson on Risk-Based Performance Testing............................... Intermediate
1003	Did HomeAway Survive a Second Super Bowl Advertisement?...............................................................Intermediate
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Test Process

Test teams are constantly challenged to adjust by evolving project constraints. The ability to continually
adapt testing processes to meet the changing needs of the project and the organization sets high performing
teams apart. Presentations in this track will share methods for enabling teams to more effectively handle project challenges.
This track includes real-world approaches to responding to change, leveraging testlists, testing in production, process
improvement, and transforming organizations using metrics.
201
Test Process Improvement: Lessons Learned from the Trenches...............................................................Advanced
401	My Crazy Plan for Responding to Change........................................................................................... New Approach
601	Using Metrics to Change the Testing Organization...................................................................................Intermediate
801
Testing in Production: Your Key to Engaging Customers.........................................................................Intermediate
1001 Guided Exploratory Testing with Checklists and Testlists.........................................................................Intermediate

Test Environments

Gone are the days of a cookie cutter piece of software. Software runs in more places and is a cornerstone of
more industries than ever before. Mobile devices, cloud computing, and specialty medical devices – such nontraditional environments pose their own testing challenges. Testing also has to accommodate specialty needs for different
industries. This expansion is altering the way we exchange information and do business. In this track participants will learn
testing techniques from real-world experiences in these different environments. Topics in this track will include cloud-based
testing, testing in regulated industries, testing embedded software and testing mobile applications.
202
The Mobile Testing Challenges: Why Mobile Apps Need Real World Testing.......................................... Intermediate
402
Performance Testing: Putting Cloud Customers Back in the Driver’s Seat..................................................Advanced
602	Functional Mobile Testing.........................................................................................................................Intermediate
802
Adventures in Medical Device Testing......................................................................................................Intermediate
904
Testing for Healthcare: QA Challenges................................................................................................. New Approach
1002 Better Search Engine Testing...................................................................................................................Intermediate

Agile Testing

More and more software development organizations are “going Agile”. This track will help participants
understand how they can fit traditional test practices into an Agile environment as well as explore real-world
examples of testing projects and teams in varying degrees of Agile adoption. This track will include topics related to
challenges in Agile testing, utilizing Agile testing techniques, coaching an Agile test team, and using games to internalize
Agile principles and practices.
204
304
504
604
704

Agile Testing: Facing the Challenges Beyond the Easy Contexts............................................................Intermediate
Adapting Conventional Testing Strategies for an Agile Environment........................................................Intermediate
Agile Games and Thinking Differently to Support Agile Testing............................................................ New Approach
Thriving as an Agile Test Manager................................................................................................................Advanced
Agile in a Waterfall World.............................................................................................................................Advanced

Key for Session Levels
New Approach – These sessions introduce the participant to the concept, application or theory of the subject being
presented. Sessions will be appropriate for either new testers or testers who are unfamiliar with the subject matter.
Intermediate – These sessions are geared towards a mid-level tester with a working knowledge of the subject
matter and will include an expanded presentation of the concept, application or theory.
Advanced – These sessions are for the experienced tester with a mature knowledge of the subject and will include
an in-depth presentation of the concept, application or theory.
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true about systems with the “same”
environmental context, but different
functions or priorities. It’s really all
about value-driven test design.

Question: As testers, do you have

any advice for testing and improving
performance beyond easily measurable
benchmarks? Where is the scope of
performance testing expanding?
Is it expanding? Is it shrinking?
– Lanette Creamer
Seattle WA

Barber: The scope of performance
testing, in theory, is no different than
it ever was. In practice, however, it
seems to be re-expanding. By that, I
mean that before internet/web access
became the “norm”, performance and
performance testing was simply part of
everyone’s job. In the late 1990’s, good
performance was really simple (for a
short period of time)… all one needed
was more web servers and more
bandwidth. Unfortunately, that belief
lasted far longer than it was true.
Today, most organizations have
realized that a more comprehensive
approach to performance testing is
needed and are trying to devise ways to
make that happen. Also unfortunately,
most organizations fail to realize
that previous generations of system
developers fundamentally figured
out how to do this and are therefore
“reinventing the wheel” so to speak.
I recently gave a joint webcast
with Gomez – I am working on a paper
for them – and will be presenting at
the Computer Measurement Group
(CMG) Conference in December on
this topic. Keep your eyes on http://
www.perftestplus.com in the
publications and presentations section
for more resources on the scope and
responsibilities related to whole system
performance testing. The titles of
the resources will be some variant of
“Performance Testing: A Life Story”.

Question: Have you ever

recommended that someone skip
pre-live testing and simply go live with
their system? Under these circumstances
what monitoring would you recommend
they do in the live environment to assess
load/performance/stress risk?

Barber: Assuming you are referring

to skipping load simulations, then
I have absolutely recommended
“skipping” pre-live performance
testing. Usually because the cost/
effort of doing so was far greater than
the risks associated with not doing so
(which isn’t to say there aren’t risks,
rather the consequences of those
risks are acceptable to the business).
In these cases, what I recommend is
implementing risk mitigation measures.
As your question suggests, many of
these risk mitigation measures include
an element of production monitoring.
Given no additional information, I
default to recommending the following
be monitored:
• CPU of all servers involved, physical
or virtual, with alerts set for
consecutive measurements above
a certain threshold… typically
between 60% and 80% utilization.
• Memory (RAM) utilization of all
servers involved with alerts set for
sustained utilization over a certain
threshold… 75% if I have nothing
else to go on.
• Internal and External Network
Bandwidth utilization. Same idea.
Best to start monitoring before
promoting the new application to
production to establish a basis for
comparison.
• Usage Statistics There are a
ton of possibilities here. Google
Analytics or similar is simple and
good enough if there are no internal
collection methods available.
Depending on what I know about
the application, other common areas
of monitoring I recommend include:
• Disk I/O Particularly if there’s a lot
of file uploading and saving
• Session Management if users log in
and are uniquely identified during
their time on the system
There is always more that can be
monitored, but those are my top
seven to track until I collect enough
information to make better choices.

Question: What would be your top
5 performance testing heuristics when
testing a site like softwaretestpro.com?

– Alan Richardson
Hertfordshire, UK
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– Basim Baassiri
Ottawa, Canada

Barber: Lol, that sounds like an
interview question! Hey STP folks,
are you reading this? <grin>

1. C
 onsistency This is my default top
performance testing heuristic for
systems that aren’t safety critical
and don’t have severe (from the
perspective of the company that is
responsible for the system) legal
risks. No matter what anyone may
try to tell you, both human beings
and computers prefer consistent
performance to usually fast,
sometimes sluggish, and occasionally
down. If you want return visitors,
get your performance stable.
2. S
 calability Because I happen
to know that the folks at STP are
actively and aggressively trying
to grow an online community
and increase traffic on the site.
3. I nterfaces/Integrations I don’t
know the architecture of the
system, but I’m guessing that not
all of the features/functionality/
content on the site is designed,
developed, configured and
maintained by STP. Whenever
there is a component that is out
of your control, I want to test it
(or at least monitor it to ensure that
SLAs are being met) Personally, few
things make me giggle as quickly as
assessing financial penalties and/or
suing 3rd parties for failing to meet
their performance related SLAs.
4. R
 eliability/Robustness All those
“what happens if” cases. For
instance, what happens if everyone
who is attending that webcast goes
directly to the site when it’s over,
registers and downloads parts 1-8
in the series? In my experience,
Murphy’s Law rules – along with
several of it’s corollaries (i.e. …
and it will go wrong at the most
inopportune time and, if more
than one thing can go wrong, the
worst one will), so I figure, if I don’t
“break” the system while I’m doing
performance testing, Murphy has
already won.
5. S
 peed Yes, that’s right, speed
is 5th. Even if it’s not 5th most
important, what’s the point of
fast if it’s inconsistent, doesn’t
scale, has broken interfaces,
and falls over every time
someone sneezes.

askthe | tester
Question: Back at the TISQA 2006 conference, I asked

you why I don’t see you at agile conferences. You said it was
because nobody talks about performance testing (and I think
you also included other types of ‘extra-functional’ testing or
whatever the correct term is, such as security testing) at Agile
conferences. I was a bit gobsmacked as this was true at the
time. I also realized my own Agile team wasn’t doing those
types of tests. That was a serious hole that was sure to bite
us. I went home and got with my team to start fixing that.

In the years since, my team has gotten up to scratch with
performance and security testing (and I am grateful to you
for the wakeup call), and I see lots of sessions on these
types of testing now at agile conferences. My question then
is: will we see you at any Agile conferences in the future?
– Lisa Crispin
Denver, Colorado

Barber: Quite potentially. I think I’ve got some good,

relevant and educational stories to tell. What I am finally
coming to accept is that talking about this stuff at
development and testing conferences is typically some
odd combination of preaching to the choir and talking
to a wall. To really get some energy and movement behind
things like life-cycle performance testing, we need to get
in the ears of project managers and above. I’ve yet to
figure out how to do that (outside of one-on-one, of
course), but as soon as I figure out where those
people hang out, that’s where I’m going to try to be.

Question: As a wireless testing engineering, we know
the testing environment in the lab and on site is usually far
different. How do you know or ensure your performance
testing environment in lab is close to the real world
environment? If you cannot ensure your testing data
is close to data on site, what do you do?
– Lei Fu
Ottawa, Canada

Barber: Matching production in your performance

testing environment is a luxury that few teams enjoy,
wireless or otherwise. The fact is that few organizations
are willing to spend the money to build and maintain a
production replica for performance (or any other kind)
of testing, independent of whether or not it’s actually
feasible (which, in your case, it probably isn’t).

So what do we do? There are several options. If you test
over multiple production releases, you can build a pretty
accurate “translation table” from your test environment to
your production environment if you monitor production
carefully, then build load simulations that match a
variety of time slides in production, execute those tests
against the production build in the test environments and
compare results. After a couple of iterations, you should
start seeing patterns that you can reverse engineer into
a simple translation table that achieves good enough.
If that’s not quite good enough, you can enhance
the concept with SPE-style, or capacity planning type
models. I shy away from exclusively using these models,
they tend to be wickedly accurate when they are correct,
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but wildly misleading with even the smallest of errors.
Typically validating those models with a combination of
load simulations and monitoring will alleviate those errors.
If you don’t have multiple iterations, you can try to get
a small window of time between deployment and live to
execute some performance tests in production to at least
generally validate predictions and assumptions.
Absent those options, you’re simply not going to make
consistently accurate predictions. The best you can do
is test the components you control, stub out 3rd party
components (in your case, probably the “over air” portion),
substitute in the max response time allowable according
to your SLA, tune the daylights out of what’s left, then find
all the ways that you can make performance go bad. Once
you’ve found those ways it can go bad, figure out what
the early indicator of that “bad thing” is, and put an alert
in production to notify folks when the boundary of any of
those early indicators are crossed. It’s not predictive, but
at least it enables you to do some risk mitigation planning
and some warning before it all goes bad.

Question: How do you see virtualization influencing
performance testing in the next few years to come?
– Shmuel Gershon
Israel

Barber: I see it generating a lot of questions. I hope the
questions lead to more/better performance testing than
the “average” organization is currently doing (as opposed
to what they probably ought to be doing, but have chosen
to accept the risk of doing less… even they don’t realize
that’s the decision they’ve made).
I don’t think the propagation or popularization of
virtualization fundamentally changes good performance
testing (see cloud question above).
However, as folks move to real-time, dynamic, intelligent
resource allocation, that’s going to change some things.
Production won’t be a static environment anymore, so
QoS predictions go out the window and instead QoS
measures become triggers for resource reallocation.
If this sounds like a nightmare, don’t worry, it will be, but
probably not the nightmare you’d expect it to be. It’s the
same nightmare we’ve been facing for the last decade with
Java garbage collection. It’s exactly the same principle
applied to a variety of physical resources. If we, as an
industry, are smart enough to remember our lessons
learned, it will be a very short nightmare. If history repeats
itself though, the industry as a whole either won’t make
the connection, won’t remember the lessons, or won’t
know how to abstract and apply those lessons. That is the
nightmare I’m already having nightmares about.
Ok, that’s an exaggeration. It’s more like I’m shaking my head
disappointedly while watching the preview of the sequel to a
movie I didn’t like very much the first time, but felt the need
to watch for the pop culture references. <smile>
To continue reading Ask the Expert,
go to www.SoftwareTestPro.com/asktheexpert.
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“ I never understood what the big
fascination is about what other
people did on their weekends.” BernieBerger

DAY

A
in the Life
of a Software Tester

Part 1
By BernieBerger

Monday
am

I

8:20

get in to the office a little early, before everyone else. I will have some
time to settle in before things get crazy. I’ll have some quiet time to plan
and organize my schedule for the day before the mad rush at the coffee
machine. The masses start shuffling in at 9am. By 9 or 10am everyone
is in the office.

There is at least one cluster of people in each aisle asking each other
“How was your weekend?”
I never understood what the big fascination is about what other people
did on their weekends, but I play along.

9:25
The 9:15 team meeting starts. The project manager lets us know what’s
coming up this week.
“We’re getting a new release into QA today. This is a minor release, but
it has a feature that the business was asking for a long time and it’s our
highest priority now because Compliance is requiring it. It needs to get
out there by next week.”
OK, no big deal, I say to myself. We have been testing previous versions of
this application for awhile, and we have the testing process down to a science.
First we do the smoke tests, and then check the new features. When we’re
done doing the functionality testing we move on to regression and performance
tests. On a major build it usually takes 2 or 3 weeks, but this is just a minor
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release, only one change. We can
probably knock it out in a few days.
No problem, we’ll make the deadline
for sure.
Meeting over, I go have a chat with
Kathy, the build manager. She is
in charge of the test environments,
maintaining the change control
system and compiling and integrating
new builds.
Kathy says, “Oh, it’s just a minor
release? OK. We don’t have to rebuild
everything, just overwrite a few files
with the new versions and reboot. It
should be ready in about half an hour
or so.”
My response, “OK great, just let us
know when it’s ready in QA and we’ll
get right on it.”

9:45
I go back to my desk. I take a closer
look at this new feature that they’re
adding. Any documentation? Release
notes? I find an email that I didn’t
have time to read before, that looks
like it has some relevant feature
information. Looking at it, however, it
doesn’t make much sense to me at all.
I need to have a conversation with the
developer. I walk over to his cube.
Me: “Hey Eric, you got a few minutes
to explain this new feature to me?”
Eric: “Uh, yeah, sure.”
Me: “OK, hang on a second.” (I take
out my Blackberry, and turn on built
in audio recorder.) “You don’t mind
if I record this? Just in case I miss
something I can refer back to it,
without needing to disturb you again.”
Eric: “Oh, good idea. Sure.
Anyway, see here, this is what the
business wanted, so I implemented
it like this....”

A dayin | the life

10:20
Eric’s explanation was very helpful.
Now I have a good understanding
of what the feature is supposed to
do and how it works. And I have a
whole bunch of test ideas scribbled
on my pad that I can’t wait to try out.
I already have a good idea of how
I can attack this. Feeling jazzed,
I walk back to my desk.
It’s been about half an hour but no
email from Kathy yet. It’s probably
taking a bit longer than she thought.
I’ll cut her some slack before I nudge
her – she’s generally reliable and she’ll
probably sort it all out soon. There’s
no sense in pressuring her for no
reason. I go to the other testers in
the QA lab to share what I learned
about the feature from Eric.
“Hey guys, did you see that email
from last week with the product
information? It really didn’t make
any sense to me but I just got this
from Eric. This is what the business
wants, and this is how it’s going to
work. I bet we can break it if we do it
like this.” I explain to them my testing
ideas and ask them what else they
think would be powerful tests that
we could try.

opinion about what requires more
or less investigation, but that phrase
makes it sound as if we only should
test things that shouldn’t work. But
how could we tell if it works or not if
we don’t test it?

10:55

“Hey guys, what’s up?”
“There’s a problem; the build is
throwing an error. I asked Eric to
take a look at it”, says Kathy.

11:05

“Come on, whatever problems you
have — fix it”, he continues. “And if
you need help, I’ll pull everyone else
off of what they are working on to
help. I told you already, this is a top
priority for us.” And he storms out.

I look at my watch. He’s nuts. It’s
been only two hours, at most.

“Did you run the script?” he asks.
“You need to run the database script
that adds the new fields in the
database for these records.” he says.
“I’ll email it to you.”
“Oh, I didn’t know about that. Um,
actually, don’t email it. I’d prefer if
you uploaded it to the shared drive,
this way it will be documented and
everyone will know about it,” I tell him.
“You know, I’m busy with this other
project right now. I’ll upload it soon,
but in the meantime you can just run
the script. Here, I already sent it.”
“Well, alright, just make sure that
the version you upload is the same
version you just emailed me.”

11:07

“Thanks, Bye.”

Kathy walks in, apologizing.
“Sorry guys, this was trickier than
I thought, but it’s all OK now. We
needed to reboot the server because
a maintenance process that runs over
the weekend didn’t complete in time.
You’ll have the new build in QA in
about 5 minutes.”

|

“Hey Vlad, I’m testing the new version
and I’m getting this error message
when I’m trying to add a record from
the GUI. Can you take a look?”
“What script?”

“What?! You didn’t start testing yet?
I told you how important this feature
is to the business. It’s our top priority.
And you already wasted half a day!”
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11:30
I have a hunch there’s a
mis-configuration in the database.
I call Vlad, the database programmer,
on the phone.

The project manager walks into the
QA Lab. “So, how’s the testing going?”

Raj pipes up, “Remember the last
build? When we discovered late in
the project that we needed to test it
with user logins with the different
permissions settings? Do we have
to do that this time too?”

We have a few automated smoke test
scripts. One that is GUI based, and
drives the front end. The other is a
series of back end scripts that check
basic message flow between serverside components. We kick both of
them off, and start playing around
with the new feature.

“Hey, I think there’s a problem.
I’m getting this strange error message
pop up whenever I try to enter a new
record. And the logfiles are showing
the same thing.”

They are investigating the problem,
they know their stuff, and I have
confidence that between them
whatever is broken will get fixed
because they are the right people
to be working on it. So I go back to
the team in the QA Lab.

“Well, we’re still waiting for the
build, but we already talked with
development and we brainstormed
on the test ideas we’re going to try.”

Whenever a developer says you don’t
have to test it because it should work,
I chuckle to myself. I’ll take their

...and five minutes later, the new
build appears in the lab. We start
with our smoke tests.

Still no word from Kathy. I walk
over to her desk. Eric and Kathy are
hunched over her keyboard. Eric is
muttering. I think he just dropped the
F-bomb. Oh boy, it’s a little early for
cursing, even for Eric.

Just because they are consultants,
it doesn’t mean that their input isn’t
useful. I can’t understand why other
leads treat the consultants on their
team like robots, just because they
get paid differently than full time
employees. It boggles my mind. One
of the hallmarks of our test team is
the informal group brainstorming
we do to generate test ideas during
the test cycle.

“Thanks for reminding me. Yes, I
asked Eric that straight out and he
told me we didn’t need to. His exact
words were – you don’t need to test
the permissions because it should
work. But if we have extra time, let’s
take a look at that anyway”, I say
with a smirk.

11:12
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11:50
I run the script. Checking the
database logfile, I’m actually surprised
not to find any erorrs. So we bounce
the database reader process and the
GUIs, and start testing again.
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12:15
Everything that needed to bounce
is now up again. It is always a pain
to bounce the processes because
the reconnection takes so long to
initialize. But there’s nothing we can
do about that. That is just how it is,
until management approves our
order for new faster machines.
I navigate back to the record entry
form on the GUI and try to enter a
simple record. Nothing fancy, just
the “plain vanilla” record. And again,
I get the error message. I need Vlad.

12:30
I dial his extension again but get his
voice mail, so I walk over to his cube.
He’s not there, probably went
to lunch. Great.
So I go back to my desk and open up
the database script, and try to trace
through exactly what it is supposed
to do, and at the same time, checking
the error messages that I got and to
see if I can decipher any of it.

1:15
I think I’m beginning to understand
what the database script is doing,
when I see Vlad and Eric coming in
from the elevator. I go to greet them.
“Hey guys, I’m still getting that
error message.”
Eric says, “What error message?”
Vlad fills him in– “He didn’t run the
script.”
“But then I did run the script, and
I’m still getting the error”, I say.
“Which script did you run?”
“Which script did I run? What kind
of question is that? The one you
e-mailed to me.”
“OK, let me take a look.”
He goes to sit at his desk, and I follow.
Vlad brings up the database editor,
selects the QA environment schema,
opens a few tables, and mutters.
“Your database was out of date.
See? I gave you this script for this
version, 5.4. But the 5.4 script had
a dependency that the database
was up to date. You didn’t update
the database since 4.9. See?
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You have to run all the database
script packages in order. First 5.0,
then 5.1, 5.2, 5.3, and then 5.4. You
can’t skip any of them, because there
are dependencies. Here, let me do it
for you. I have it all open right here.”
“What? Wow. OK thanks. But that
doesn’t make sense. How can we have
had such an outdated database for so
long? It’s nearly impossible.”
“I don’t know, but that’s what it is.
Give me 10-15 minutes and you’ll
be all ready to go.”
“OK, thanks a lot, Vlad.”

1:50
Vlad calls me. “You’re A-OK now.
All set. And by the way, I uploaded
all the scripts to the shared drive,
like you asked.”
I’m beginning to think that the reason
we didn’t run those scripts for the
previous releases, was because he
never uploaded it to the shared drive
before. We didn’t run them because
we never knew about them. Or maybe
everyone assumed that someone else
ran them. But if that’s true, that
raises an interesting question – how
did we pass those other releases, if in
fact we weren’t testing in the correct
database environment? I keep all
these thoughts to myself, for now.
I need to focus on this release now,
before the project manager comes
waltzing by spreading his special
brand of cheer again. I want to jump
in with those amazing tests from this
morning’s session with Eric.
Again, we bounce the database reader
process and the GUIs, and again
navigate to the record entry form.
“Whoa! Double entries!” I can’t help
but yell out. “Hey Raj, check this out.
Click on this dropdown list, you see?
It has everything listed twice! Oh,
wait, it’s not just this dropdown...it’s
everything! All the dropdowns have
double entries. It’s as if the database
script was run twice.”
“TWICE?” asks Raj, “It WAS run twice.
Once when you ran it in the morning,
and again now, when Vlad took care
of the scripts.”
But that shouldn’t really matter
too much, it’s just extra data in the
database, and it’s just appearing in
the front end, like you would expect
it to. If I just select one of them,

www.softwaretestpro.com

I should be able to just submit
this record.
But no. Now I’m getting a different
error message when I hit OK. It says
that there’s a destination out of
bounds exception.

2:15
I walk straight back to Vlad’s desk.
He sees me coming. “Now what?”
“Hey, listen to this. I think we ran
that script twice. We’re getting
duplicate entries in the dropdowns,
and I checked the database tables,
the rows are there twice. And we’re
getting a destination out of bounds
error when we try to submit.”
He tries it on his desk, and things
look exactly normal.
“Do you mind coming to the
QA Lab? I can show it to you,
it’s 100% reproducible.”
Vlad and I walk to the QA Lab,
and Raj shows him the problem,
and the new error message.
“Oh. You’re getting that error because
it doesn’t know where to submit the
record to; because there’s two possible
places it could go. Congratulations,
the database is corrupt.”
“OK, well, I guess we all need to
rollback to the 5.4 script because
it was run twice.” I suggest.
“I didn’t write a rollback script.”
He says.
We all look at each other. “Oh, man.
Now what do we do?”

2:30
“Let’s get everyone in here,
we have a situation.” I say.
In just a few minutes we’re all
standing around in the QA Lab.
The project manager looks
particularly agitated.
“How long will it take to write the
rollback script?” he inquires.
“An hour or two, but I need to do
this other project.” answers Vlad.
I’m just waiting for the project
manager to flip out one more time
and say that this is our top priority.
I’m not disappointed. I try to hide
my grin.

A dayin | the life
Anyway, I’m not very comfortable doing the test on this
database, even if the script gets rolled back, because it’s
already too messed up. It’s already in an altered state,
and if we found anything, it would be hard to figure out
if it was because of the database environment, or if it was
a bug. Or worse, the altered database might mask true
bugs. It just doesn’t sit well with me, and I would prefer
that we test on a newly refreshed database. I explain all
this to the team.
After some more discussion, we decide that Vlad will
start working on the rollback script (the other project
can wait...you know, this is a top priority, after all...)
because just in case we’re going to need that when we
roll out to production, we need to cover all our bases.
In the meantime, we’ll ask Maria to refresh our database
with the latest production copy. Maria is our DBA.
Refreshing the database doesn’t just mean copying
over the tables. We aren’t allowed to have access to
production data.

6:35
On the train ride home, I’m thinking about the day,
and how we got nothing accomplished all day. It was
a total waste.
Or was it?

n We found a build error, and now they should know
how to avoid that again in the future.

n We found a database error.
n We found a hole in the process, where the database
scripts were not being enforced to be put up on the
shared drive.

n We learned about the feature, and why the business
wants it.

n We came up with a list of good test ideas, ready to

We call her.
Maria’s response,“Yeah, sure, I can do it. It normally
takes about 2 hours to refresh all the tables. You know,
it’s not just copying over the tables. Only the business
is allowed to have access to production data. There’s
sensitive information there that needs to be dummied
out, otherwise Compliance will have us all fired. I can
do it all, don’t worry, but listen, I need to leave early
today, I have a dentists appointment. I’ll kick it off now
and I’ll let you know.”

try out, in addition to the standard regression tests
that we run.

n We had a great brainstorming session with the test
team, which strengthened our attitude of teamwork.

n We reviewed our test documentation, and it’s ready
for internal audit by Compliance, if they decide to
audit our practice.

n We discovered two different showstopper errors.
n I did some deep digging into the logfiles, learning
what the processes are doing on a more granular
level than from the GUI perspective.

3:15
I go back to my desk. I’m starving, and realize I didn’t
have lunch yet. I can’t believe it’s so late already. The
cafeteria is closed already, so I go pick up a sandwich
from the deli downstairs.
Back at my desk, eating, I catch up on some outstanding
administration work i.e. checking emails, getting back
to people.
Things have slowed down since the morning. I feel like
we’re ready for the build, whenever it gets to us.
I start browsing some of my favorite blogs on the web.
I see that James and Jon Bach are working on something
new called thread-based test management. I wonder what
that is. Is it like exploratory testing? I read on, continuing
to learn.

n All things considered, the working relationship
between the teams is pretty good. Between Eric,
Vlad, Kathy, Maria, and yes, even the project manager,
we all worked well together under pressure.

n I “managed up”, explaining testing ideas to management.
n I even had some time for professional development,
read those blogs, and keeping up to date with the
industry trends.
Not too bad for a wasted day.
To be continued in the next magazine issue...

4:40
My phone rings. It’s Maria, the DBA, calling from her
cell phone. She already left for the day, but she wanted
to let me know that the database refresh is complete.
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I tell Raj, and together we go to the QA Lab, once again,
bouncing all the components in the system. The GUIs
come up, and we check the dropdowns. No double entries.
It looks like finally, the test environment is ready for
testing. Again, we kick off the smoke tests, but at this
point, we’re not going to get to try our test ideas
until tomorrow.
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By VladimirBelorusets
& DennisAaron

You’re a
New QA Manager!
What’s next?
Congratulations! You’ve just joined a company as the new
QA Manager and you’re eager to dive right in and be successful.
What will be your first steps besides familiarizing yourself with the
applications under test? Our recommendation is to thoroughly review
the processes and policies within the company as well as those internal to QA.
Your success significantly depends on close collaboration with each of the touch points
QA has. Therefore, your first task is to assess these relationships and improve them as
necessary. This article will arm you with a “checklist” that will help you with this endeavor.

I

n a typical organization, QA interacts with the
following departments: Product Management
(PM), Development including Build Management,
Customer Support (CS), the Program Management
Office (PMO) and sometimes Sales that provides
deployment solutions to the prospects. Below are
the questions that you should ask each respective
department that will guide you to developing a viable
test strategy and keep your department and your
relationships running smoothly. We do not pretend to
provide an all encompassing questionnaire. It is however,
based on our view and practice. We’ve also added
comments to the questions to describe our position.

n Product Management
Does the company use documented requirements?
Are they written in testable and measurable terms?
Comments: In many organizations the requirements
specifications are written very generically. It is hard to
design test cases based only on PM documentation without
referring to the functional design spec. This obstacle defers
test case development until the programmers produce the
code and extends testing cycle. Helping the PM to produce
unambiguous testable requirements will help QA to solidify
their testing strategy.
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Are the requirements documented as static requirements
where each requirement isolates a thing the system
must do?

Content, Software Test & Performance, Volume 6, Issue 9)
will make this task automatic and reliable.

Comments: This is the traditional way of documenting
requirements as features that still takes place in many
organizations. A feature is a set of logically related
functional requirements that provides a capability to
the user that satisfies a business objective (Wiegers,
Karl E. 2003, Software Requirements. Microsoft Press).

n Development

The problem with static requirements is that they do
not describe how the requirements interact. This can
lead to testing requirements that work, but do not work
together (Fournier, Greg. 2009, Essential Software
Testing. CRC Press)

Are requirements documented as use cases (Rational
Unified Process) or user stories (Agile methodology)?
Comments: These define dynamic requirements that help
to connect individual features and improve test coverage

Does your organization use a requirements
management system to track the requirements?
Comments: We observed that in many companies
requirements are still documented using MS Word
or Excel. Since there is no attachment capability, the
requirements and supporting documents are spread
among numerous files connected by hyperlinks.
When the number of requirements grows, it is hard to
search, extract, and group the requirements based on
a given criteria. Only a fully functional requirements
management system will give the ability to flexibly
manipulate requirements.

Does PM produce non-functional requirements for the
products performance and reliability?
Comments: In many companies we ran into a
situation where the PMs had no real experience in
how to specify performance criteria: transaction
response times and throughput, etc. Very often that
task was delegated to QA to determine the application
boundaries. However, performance can only be
discussed with respect to specific platforms, which can
be different than an operational QA test environment.

How does the PM notify Development and QA about
requirement changes?
Comments: If it is done manually through the
emails, this can be error prone. Only using either
a requirements management system or a content
managing system (Belorusets, Vladimir. 2009, Managing
Volume 7

What software development methodology does the
company follow (Test-Driven Development, Agile,
Unified Process, etc)?
Comments: The answer to this question gives you
immediate clues how the work is allocated between
different departments and what the QA role is in the
software development life cycle.

Does Development produce the relevant technical
specifications that will help QA to understand how
the requirements are implemented in the product?
Comments: These technical specifications,
external if performing black box testing, and internal
if performing white box testing, will provide QA an
enormous insight as to what is being developed.
Without these documents QA will not be able to
provide detailed schedules, define their test strategies
and methodologies or begin to understand the
workload ahead. This will impact resource allocations,
scheduling and budgeting.

What are the prerequisites to accept the build in QA? Is
unit test formal and consistent within the development
department? How is the build functionality validated
before the build comes to QA?
Comments: It has been our experience that
Development rarely formalizes unit testing, has not
integrated the test function, and essentially delivers
the product to QA for testing to have them tell the
developers where the issues are. In order to maintain
the overall schedule and in particular QA’s schedule,
a working build is a must. Nowadays one of the
best practices to validate the build is continuous
integration. Under continuous integration once the
build is created, all automated tests should run to
confirm that it behaves as expected.

What are the relationships between developers and
QA? Are testers considered as “friends” helping to
improve quality of the code or “adversaries” humiliating
developers by revealing their blunders?
Comments: One cannot overly stress the importance
of a close knit working relationship with Development.
The relationship should be based on mutual respect
for each group responsibilities. After all they both have
the same goal of delivering a quality product on time.
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How often does Development release patches
and hot-fixes?
Comments: Testing of unplanned patches will
affect the project schedule. With the exception of
hot fixes, hopefully all patch bundles are scheduled
in advance to allow for a proper resource allocation.
All these deliveries should be a part of the PMO
project plan.

n QA
Are the test plan and test cases reviewed by PM and
Development for completeness?
Comments: It is important that each group who are
defining, developing implementation and testing the
requirements is on the same page. For QA, this will
ensure that the testing being planned will provide
the correct amount of coverage in the significantly
changed areas of the product while also ensuring
that testing is not wasted on areas that have had
no meaningful updates.

Comments: If you link the failed test case with
the related defect, then as soon as the defect status
changes to fixed, you can see it in the test case
management system. This way you immediately
know that you need to rerun the test case. Integration
with the requirements management system will help
you to track proper requirements coverage.

How does QA track the progress in test case execution?
How are quality reports with the test results generated?
Comments: The progress reports should be generated
by the test case management/execution system and
not by the QA Manager manually. We use reports to
track new feature coverage progress and overall project
progress by monitoring the percentage of execution of
the test cases assigned to every tester.

How does QA know about code changes in the
upcoming build?

Does QA do white box testing, for example for testing
an API?

Comments: We highly recommend that each build
be accompanied with the Build Notes briefly describing
the changes introduced along with the unit and initial
integration test results. This will help QA to focus on
the most risky areas affected by the code change first.

Comments: White box testing requires a different
skill set from both the testers and the QA Manager.
In some companies, the white box testers are
called software engineers in test to emphasize the
development component for the position.

How often does the build come to QA? Does QA have
enough time to verify resolved defects and conduct the
regression tests?

Do they have Open Source or commercial test
automation tools?

Comments: The scheduling of individual builds
will be necessary to ensure that each build be given
its proper scrutiny. Testing of a given build must be
completed based on the changes annotated in the
Build Notes and must allow enough time for new
functional testing as well as regression. Each of these
builds should be planned according to their content.

Does QA use any test case management system?
How does QA share test cases if the teams are
distributed in the distant geographical locations
(off-shore teams)? How easy is it to find a test case
among thousands of other test cases? How does QA
select and assemble test cases into the test sets?
Comments: Unfortunately test cases, as requirements,
very often are documented using MS Word or Excel.
Since it is not web based, everyone should have his
own copy, and version control must be imposed on
merging the joint document.
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Is the test case management system integrated with
the defect tracking system and requirements
management system?
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Comments: The main advantage of Open Source
tools is that they are free. However, although many
Open Source projects use forums where everyone
can ask a question, there is no guarantee that your
problem will be solved.

What is a test automation methodology? Is every
script created from scratch? Where do you organize
script data?
Comments: We support keyword-driven test
automation methodology where test scripts are
assembled by using the special keywords from the
pre-defined vocabulary. The vocabulary can be
expressed in the low level GUI actions or in the
business terms. One of the approaches on how
to organize test data can be found in the article:
Belorusets, Vladimir. 2008, Construct a Data
Framework for Seamless Testing, Software Test
& Performance, Volume 5, Issue 9.

NEWQA | manager
How does QA handle the reusable test environments
and test data?
Comments: With advent of virtualization, QA
saves a lot of time for recreating test environments
by simply saving them as images. Test automation
supports populating test environments with the known
repeatable data that drive the product to a predefined
initial stage.

What is the release criterion?
Comments: We noticed that in many companies
the release criterion is based only on the defect
matrix. The comprehensive release criterion should be
also based on the product performance, operational
reliability, configuration coverage, and successful
upgrade testing.

n Program Management Office
How does QA interact with the PMO regarding test
planning and ongoing project changes?
Comments: QA sometimes underestimates its
relationship with the PMO. The PMO stands above all
departments participating in the product release and
its goal is to coordinate their activities. QA testing
schedules, resources and budgets will need to be
factored into the PMO’s initial program schedule. In
the event that the testing schedule should need to
be revised (often compressed) , QA will need to work
with the PMO to discuss various options having to do
with increasing resources or reducing functionality,
reducing the test matrix or asking for specific wavers
from the original PMO release plan.

n Sales
Does Sales inform QA about the configurations of
deployed customer environments?

Does the organization support beta testing?
Comments: Beta customers are the great source
of product validation with real environments,
scenarios, and data. We observed that many
companies do not formalize this process with their
beta customers and therefore do not gain any real
feedback. We recommend that QA help Beta customers
to develop the acceptance test plan. Acceptance test
plan will identify the requirements and scenarios that
are the most important to the customers for successful
business. The feedback from beta customers may be
later incorporated into the release either in the current
version or versions to come. Beta testing is basically
a dress rehearsal for the release.

n Customer Support
How does the CS notify QA and Development about
customer problems?
Comments: In some companies, the customer
problems are recorded in a separate issue tracking
system and then duplicated in the QA defect tracking
system. In our view, it is inefficient to have two systems
and synchronize test results between them. One of the
solutions to let QA know that a defect came from the
customers is to define a special field ‘Customer’ in the
defect tracking system.

Comments: This information will tremendously help
QA to plan and prioritize the configuration testing.

When Sales presents the product to the prospective
customers, do they use a “scripted scenario”?
Comments: In this case the Sales scenario must
be thoroughly tested by QA to avoid the possible
embarrassment in front of the customers.
Finally, it is important to note that in a mature
organization the responsibility for the overall quality
of the release is not just the responsibility of the QA
organization but of each department that has a hand
in creating the product. We would like to remind you
that quality is embedded in the code not by QA but by
developers based on the business requirements. We
hope that the questions raised in this article will help
the new QA Manager to make a roadmap for quality
improvements in their new company.
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Does the CS publish any analysis data for the
customer issues?
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By R
 exBlack
& NagataAtsushi

Advanced

Risk Based Test
Results Reporting:
Putting Residual Quality
Risk Measurement in Motion
Analytical risk based testing offers
a number of benefits to test teams and
organizations that use this strategy.
One of those benefits is the opportunity
to make risk-aware release decisions.
However, this benefit requires risk
based test results reporting, which many
organizations have found particularly
challenging. This article describes the
basics of risk based testing results
reporting, then shows how Rex Black
(of RBCS) and Nagata Atsushi (of Sony)
developed and implemented new and
ground-breaking ways to report test
results based on risk.
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Risk Basedtest | Results
Analytical Risk Based Testing
Testing can be thought of as (one) way
to reduce the risks to system quality
prior to release. Quality risks typically
include possible situations like slow
system response to use input, incorrect
calculations, corruption of customer
data, and difficulty in understanding
system interfaces. All testing strategies,
competently executed, will reduce
quality risks. However, analytical risk
based testing, a strategy that allocates
testing effort and sequences test
execution based on risk, minimizes
the level of residual quality risk for
any given amount of testing effort.
There are various techniques for
risk based testing, including highly
formal techniques like Failure Mode
and Effect Analysis (FMEA). Most
organizations find this technique
too difficult to implement, so RBCS
typically recommends—and helps
clients to implement—a technique
called Pragmatic Risk Analysis and
Management (PRAM). You can find a
case study of PRAM implementation
at another large company, CA, at
http://www.rbcs-us.com/images/
documents/A-Case-Study-in-RiskBased-Testing.pdf. While this article
describes the implementation of the
technique for projects following a
sequential lifecycle, a similar
approach has been implemented
by organizations using Agile and
iterative lifecycle models.
In analytical risk based testing,
stakeholder interviews, requirements
specifications, past defect history, and
other sources of information are used
to develop a categorized list of quality
risk items, which are then assessed
to determine, for each risk item, the
likelihood of bugs related to the risk
item and the impact of such bugs should
they exist in the system after release.
Impact is typically determined from a
business perspective, while likelihood
involves consideration of technical
issues. Likelihood and impact are then
combined to determine an overall rating
of risk for each risk item (see Rex Black’s
book Managing the Testing Process, 3e,
for a detailed description of the process
of quality risk analysis).
This catalog of prioritized risk items
is then used to develop and execute
tests. Tests are developed for each risk
item, with the precise number of tests
covering each risk item based on the
level of risk. As tests are developed,
they are given a priority based on the
priority of the risk item they cover.

Then, during test execution, tests are run in risk priority order. This provides
three immediate benefits:
n Tests effort is tightly calibrated to the level of risk reduction that
any given functional or non-functional attribute requires.
n Tests are run in an order that maximizes the chances of discovering
the most important bugs early in test execution.
n If necessary due to schedule pressures, less important tests (which
are sequenced towards the end of test execution) can be eliminated.
However, if, during test development and execution, the test team uses a
test management tool, a database, or even a simple spreadsheet to maintain
traceability between risk items, the tests that cover them, the results of those
tests, and bugs found during testing, the organization gains a fourth benefit:
the ability to make fully-informed, risk-aware decisions about whether to
release software based on the residual level of quality risk.
This benefit is of great importance, because a large number of project
teams make release decisions without a full understanding of the current
quality status of the system under test. This is because the standard test
management reporting dashboards, based on charts and tables showing bug
status and test pass/fail status, are at best indirect and imperfect measures
of quality and quality risk. Like a shadow thrown by a candle in a dark
room, the picture given by such charts and graphs is flickering, unclear in
the details, and distorted. Risk based results reporting, when done properly,
allows everyone, testers and non-testers alike, to see a clear, direct, steady
picture of quality risk.

Basic Risk Based Test Results Reporting
How does risk based test results reporting work? There are three
basic approaches.
The first approach, and simplest, approach relies on reorganizing
the traditional metrics of testing, bug status and test pass/fail status,
based on their relationship to risks. An example of this kind of reporting
is shown in Table 1, using a hypothetical e-commerce application.

Tests

Bugs

Total

Pass

Fail

Not Run

Total

Browsing

72

52

0

20

Catalog

81

43

7

31

Shopping Cart

57

47

1

Checkout

66

17

Performance

91

Reliability
Usability

Risk Category

Open

Resolved

23

5

18

46

17

29

9

41

1

40

2

47

40

12

28

26

6

59

28

27

1

69

33

1

35

22

16

6

75

34

3

38

21

14

7

Table 1: Simple Risk Categorized Results Report
Based on this table, we can see that risk is relatively high in the nonfunctional categories of performance, reliability, and usability given the
large number of open bugs and tests remaining to run. This situation with
non-functional categories also illustrates an advantage of risk based results
reporting. The low number of failed tests in these three categories might lead
us to conclude—based on test pass/fail status alone—that quality risk is low
in these areas, but the juxtaposition of the large number of open bugs in each
area shows that the risk is in fact high.
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You can also see, in this table, that the risk situation is serious in the
functional catalog area. Browsing and shopping cart areas look much
better. Checkout, while in better shape than the catalog, still has a
significant number of open bugs and unrun tests.
This kind of tabular approach is simple to implement—given the traceability
discussed above—but it does suffer from some disadvantages. For one
thing, we still have a distorted picture of the quality risk, because there
is no indication of the risk level of the failed tests, the unrun tests, or the
open bugs. For example, suppose that the risk items related to the open bugs,
failed tests, and unrun tests for catalog are rated very low risk in terms of
likelihood and impact? In that case, the residual level of risk is lower for
the catalog than this table makes it appear.
To resolve the distortion issue, we can introduce the concept of risk weighting,
which is the second basic approach to risk based results reporting. For
example, suppose we use a scale from 1 to 5 for both likelihood and impact,
where 5 represents the very highest level of risk and 1 the very lowest. (This
is an ascending scale; we can also use a descending scale where the smaller
numbers represent the higher level of risk.) Multiplying likelihood and impact
together gives us a risk score for each risk item, and this risk score can be
inherited by each test case and bug report associated (through traceability)
with each risk item. This allows us to weight the numbers in the table by risk.
To keep the numbers reasonable, we can normalize (divide) the scores by 25,
the maximum risk score.
The result might look something like Table 2. In this table, the risk scores
are calculated by adding the risk scores for each test associated with the risk
category and for each bug associated with the risk category, and dividing those
scores by 25 to keep the numbers from being enormous. Thus the highest risk
test or bug report has a score of 1, while the lowest risk test or bug report has a
score of 1/25 or 0.04. Thus we show two decimal places of precision in the table.
Tests Risk Scores

Bug Risk Scores

Total

Pass

Fail

Not Run

Total

Open

Resolved

Browsing

16.20

15.91

0.28

0.01

3.82

0.65

3.17

Catalog

3.75

1.05

0.27

2.43

3.07

1.41

1.66

Shopping Cart

4.32

1.86

0.02

2.44

22.50

0.90

21.60

Checkout

19.20

3.30

1.11

14.79

3.00

0.48

2.52

Performance

3.67

2.82

0.31

0.54

1.32

0.21

1.11

Reliability

95.00

79.20

3.61

12.19

0.88

0.04

0.84

Usability

25.00

9.66

0.89

14.45

0.79

0.17

0.62

Risk Category

Table 2: Weighted Risk Score Results Report
This report tells us a somewhat different story than the previous one. Catalog
still looks risky, with a relatively high score for failed and unrun tests as
well as open bugs. Browsing still looks much less risky, but notice that the
shopping cart now tells a rather concerning story. We have found very serious
bugs in this area. While most of those bugs are resolved, in terms of risk
scores, more than half of the risk coverage planned for the shopping cart
remains to be run. The testing principle of bug clustering tells us that we can
expect to find many more serious problems in this area. Performance and
reliability look much less risky, while usability still looks risky.
While this risk weighting of test and bug metrics resolves the distortion in the
previous table, there can easily be too much detail. The total number of risk
categories can easily exceed 20 or 30, rather than being limited to seven as in
this simple example. So, while this level of detail is useful to the tester and test
manager as they adjust the risk analysis—and thus the tests—based on a greater
understanding of risks, reporting the level of detail shown in Table 2 to project
participants and stakeholders beyond the test team is likely to overwhelm them.

30

|

www.softwaretestpro.com

To resolve this issue of excessive
detail for some stakeholders, we can
introduce the concept of risk status
classification, which is the third
basic approach to risk based results
reporting. In risk status classification,
we retain the concept of risk weighting.
However, instead of using the test
status and bug status metrics directly,
we use test status and bug status to
classify the status of each risk item
into one of three groups:
n Green: A risk item is classified as
green when all associated tests have
been run and have passed, and any
associated bugs have been resolved
(either fixed or deferred).
n Red: A risk item is classified as
red when at least one associated
tests has failed and/or at least
one associated bugs remains
open (i.e., unresolved).
n Black: A risk item is classified
as black if it is neither red nor
green, which means that, while
no associated tests have failed
and no associated bugs remain
open, one or more associated tests
remain to be run.
Now, by adding the risk scores for
the risk items in each classification,
we can easily produce a chart such
as the one shown in Figure 1.

A test team needs test
items (units under test)
and test environment
(resources) in a timely
fashion to support the
execution of tests in
risk order; otherwise
test execution is forced
to proceed in a less-thanoptimal sequence, due
to missing functions,
improperly configured
environments, and
other constraints.
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Figure 1: Risk Score Pie Chart

Figure 2: Multiple Risk Score Pie Charts, Shown Over Time

This chart has a number of
advantages over Table 2. It is much
more immediately intuitive, due to
the lower level of detail presented.
However, at the same time, it presents
an even less distorted view of risk
than did Table 2 (which was in turn
less distorted than Table 1). Figure 1
presents a less distorted view of risk
for two reasons. First, the calculations
are done directly on risk items
themselves, rather than abstractions
like bug and test metrics. Second, the
calculations are done at the individual
risk item level, not using categories of
risk items, thus making the measure
more fine-grained. Finally, while the
level of detail is reduced at first, it
provides the ability to zoom in on any
of the risk categories, because the
underlying data behind the chart can
be used to produce a detailed report
of the risk items in each of the three
categories, along with the status of
the associated tests and bug reports
for each risk item.

While Figure 2 does show a trend towards reduction of residual risk as
the project continues, the visualization of the trend in such a series of small
multiples does lead to clear extrapolation toward the future. So, the three
basic approaches to risk based results reporting—categorization of test and bug
status, risk weighting of test and bug status, and classification of risk items—
progress from coarse-grained and distorted to fine-grained and accurate, but
leave us with only limited resolution of trends over time. Now, let’s turn our
attention to how Sony uses risk based testing, and how Sony’s need to see risk
trends more clearly lead to a significant advance in risk based results reporting.

However, this pie chart
representation still has a
disadvantage that exists for the
tabular presentations as well. We
can’t easily compare the situation
currently with the situation in the
past, so we don’t know if the trend
is positive, negative, or flat in terms
of residual quality risk. Of course,
we could use small multiples to
present a series of pie charts from
left to right corresponding to the
risk status at chosen periods of
time (e.g., daily, weekly, etc.), as
shown in Figure 2. (For a detailed
discussion of the concept of small
multiples, see Edward Tufte’s
Envisioning Information.)

Sony’s Use of Risk Based Testing
Rex Black had come to Sony a few times to provide the RBCS Advanced
Test Manager training class, which includes material and exercises related
to risk based testing. Following these courses, Nagata Atsushi was tasked with
introducing risk based testing into a QA section. At that time, he started work
on implementing the risk identification and risk analysis processes included in
the PRAM methodology mentioned earlier. Sony used RBCS’ PRAM templates
for quality risk analysis (these templates are described in Rex Black’s book
Advanced Software Testing: Volume 2). Risk based testing is currently
implemented on some teams at Sony, though some challenges remain.
One challenge is reaching agreement with the stakeholders on the identified
risks and their level of risk as determined during the risk analysis. Test
engineers created the risk analysis tables and then reviewed those with the
design team and project management. The project members must understand
that the entire team shares the product risks, effectively, because problems
with the product are everyone’s problems.
Another challenge is ensuring the proper scheduling of development and
other supporting functions to enable risk based testing. A test team needs
test items (units under test) and test environment (resources) in a timely
fashion to support the execution of tests in risk order; otherwise test execution
is forced to proceed in a less-than-optimal sequence, due to missing functions,
improperly configured environments, and other constraints. Thus, the entire
team must not only accept the results of the risk analysis as a basis for
testing, as discussed in the previous paragraph; they must also accept the
implications of the risk analysis for the development schedule. Currently,
while the QA team enjoys good support from the design team, project
management is not fully on-board.
Finally, another challenge involves the connection between the risk analysis
and the subsequent test design and test results monitoring. Sony remains
focused on better connecting the test design process with the risk analysis
results. In this article, we’ll focus on the final element, that of risk based
test results monitoring and reporting.
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Advances in Risk Based Results Reporting at Sony
In a previous section, we mentioned that Sony needed
to understand not only the current level of risk, but also
trends in terms of the remaining level of risk. They also
wanted to see this trend in relation to the testing to be
done, so that they could visualize how test execution was
affecting the remaining risk. In this section, we’ll see the
reporting technique devised by Sony to do so, including
how the technique was revised over time.

shows results similar to Figure 4. Let’s consider two key
points from this chart.

Let’s start by considering what the ideal trend would look
like. In the ideal risk based test execution approach (after
having overcome the logistical challenges mentioned in the
previous section), we execute the higher priority test cases
earlier in the test execution period, and the lower priority
test cases later. This sequencing would result in a rapid
reduction in the amount of residual quality risk as test
execution begins, with the rate of risk reduction per
testing day going down as testing concludes.
Figure 4: Actual Residual Risk

Figure 3: Ideal Residual Risk Pattern
Figure 3 shows the ideal residual risk pattern. The top
line shows the test cases remaining to be run, which
go down linearly over time (assuming no blockages and
constant test resources available). As we run test cases,
once a test case has passed, then the associated level of
risk for that test case is reduced. As mentioned above,
a test case associated with a higher level of risk takes
higher priority in risk based testing. Assuming that we
can execute the higher priority test cases earlier and
those tests are passing, the amount of residual risk
decreases as shown in the lower line in Figure 3.
For example, at the half-way point of test execution, even
though half of the tests remain to run, the residual risk
is less than 30%. Therefore, the test team is making good
progress in testing. In addition, the project stakeholder
can also feel confident about product quality.
When the testing is completed, one might expect
that the residual risk would go to zero as shown here,
though in a moment we’ll explain why that cannot happen.
Before getting to this issue, however, let’s recognize that
ideal situations are seldom achieved. Given the reality of
projects at all organizations Sony included, actual testing
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First, even if it were possible to achieve a level of zero
residual quality risk, doing so might involve more time
and resource than an organization would (or should)
invest. So, it’s better to arrive at an agreement about a
level of residual risk that is deemed acceptable for product
shipment. This level of acceptable quality risk can be
discussed and agreed with the stakeholders, including
the project or product manager who is responsible for the
final release decision. Notice that a chart such as the one
in Figure 4 fulfills the need mentioned at the beginning of
this section, to allow project stakeholders to understand
not only the current level of risk, as shown in Table 2
and Figure 1, but also the risk trend in time and the
relationship to test execution.
Second, notice that we can see worst-case situations,
such as that shown in the first half of the test execution
period in Figure 4, where the level of risk is not falling as
rapidly as we would want or expect. When the residual
risk curve is above the residual test cases curve as shown
here, that is a warning sign that calls for intervention.
We should understand what the causes are—which would
likely include factors such as a high rate of failing tests,
a high number of blocked tests, or the inability to run tests
in risk order due to missing functions or environmental
constraints—and institute corrective actions to change the
trend. We can see the effect such corrective actions would
have in the second half of the test execution period in
Figure 4.
With this theoretical discussion in hand, let’s look at
what happened when Nagata introduced this approach
to their projects. Figure 5 shows an example of a residual
risk chart from an actual Sony
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Test Execution Schedule

Figure 5: An Example of the Residual Risk Chart
on a Sony Project

There is a minimum level of risk which is essentially
inherent in any product. The key point is that the risk is
at an acceptable level. The revised risk pattern, taking this
consideration into account, is shown in Figure 6.

As you can see, Figure 5 shows both planned curves
and actual curves. This is another useful refinement,
because it makes clear expectations and highlights
variance from the plan in terms of test run and pass
and in terms of quality risks mitigated. The planned
curves are the same as in Figure 4.
As shown, test execution had a problem. The code
version was upgraded frequently in response to bugs
found and fixed. So, at the beginning of test execution,
the test team needed to perform a significant amount
of confirmation testing; in addition, the large number of
bugs resulted in many tests that could not proceed or
were postponed. Since the order of test execution was
changed due to delays in delivery of high-risk functional
areas, the rate of reduction of the actual residual risk was
slower than planned. At the ex-factory point (i.e., release
to production), some test cases and residual risks still
remained. Fortunately, the level of risk was low. The test
team and the other project stakeholders had sufficient
confidence, and they agreed to ship the product based
on the residual risk analysis.
During a recent consulting trip to Japan, Rex and
Nagata reviewed Sony’s implementation of risk based
testing, including this example of risk based results
reporting. We are both pleased with the technique that
Sony has developed, which does a fine job of putting risk
reduction trends in context with test execution trends
and the project schedule. Rex did suggest a refinement,
which will go into future reports.
In Figure 5, the target residual risk level is zero.
However, while the calculations can show residual risk
as going to zero, in fact it does not. While we can reduce
the likelihood of undetected failures through our test
coverage, we cannot reduce the possible impact associated
with such failures without removing key features from the
product. So, some level of residual risk always remains.
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Figure 6: Revised Residual Risk Chart

Conclusion
In this article, we have discussed ways to help test
teams and organizations make risk-aware release decisions
through risk based test results reporting. We’ve shown some
of the rudimentary ways in which organizations have done
so using tables. This leads to the next logical progression,
the use of a pie chart to show residual risk. However, we
now believe that a combined test execution and residual
risk trend chart, showing planned and actual trends for
tests and risks, provides the most fine-grained, accurate,
and actionable insight to the project stakeholders. Sony’s
implementation of such a trend chart constitutes a new and
ground-breaking way to report test results based on risk.
We encourage other organizations that are using risk based
testing to adopt this powerful approach.
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ith online retail or “e-tail” sales in the U.S. expected
to reach more than $50 billion this holiday season
(Forrester, US Online Holiday Retail Forecast, 2010),
this time of year certainly has many companies thinking
about what they can learn from smart e-tailers today.
On some level, we’re all retailers. Whether it is a service, a product, a
subscription or an ad, we all use our web properties to sell something.
So when building, testing and launching web sites and applications,
paying heed to the strategies of top e-tailers can get you well on your way
to success. Take, for example, the challenges that e-tailers face today:

Strategies
From Leading

E-Tailers

To Optimize
Your Web App
By DoronReuveni

abouT
uTest is the world’s largest marketplace
for software testing services. The
company provides real-world testing
services through its community of 30,000+
professional testers from 170 countries
around the world. Thousands of leading
companies – from startups to global
leaders in retail, media and software –
have signed up with uTest to get their web,
desktop and mobile applications tested.
More information can be found at
http://www.utest.com or the software
testing blog at http://blog.utest.com.

n Constantly evolving design and usability standards
n Mountains of contradictory, confusing usage data
n Privacy, security and fraud protection concerns
n The risks associated with rolling out new features & functionality
n Website performance (handling the peak periods)
n Developing a mobile presence
Sound familiar? Challenging as they may be, it is important to
remember that these challenges are within your control. And you and
your team have the power to overcome them.
In this brief article, we outline six essential lessons from top e-tailers
today for optimizing your application – covering everything from user
loyalty to user fraud, mobile apps to metrics, data to downtime – and
revisit the fundamentals of what makes a web application a must-visit
for users.
Core Features Come First
Few sites are revamped and redesigned more frequently than those
of e-tail. As companies begin to better understand their space (and their
customers), such changes are inevitable. The danger lies in overprioritizing new features while neglecting the core ones.

1

It is therefore extremely important to determine how each new feature
will affect your core product before any plans are put into motion. The
best time to maintain this line of thought is within the testing phase.
Not only is this true when introducing new features, but it also applies
to changes outside your arena – specifically with new operating systems
or browsers.
In other words, do your core features hold up on the latest versions of
Chrome, Firefox, Safari and Internet Explorer? What about Windows 7,
Linux or Mac OS X Leopard?
Even if you suspect that everything is up to par, you would be well-served
to spend at least a week performing some regression testing on the core
features of your site. In doing so, you’ll be surprised at the number of
broken links, mismatched search results, missing images and a host of
other problems that cost all sites a small fortune in revenue.
Get To Know Your Random Users
Analyzing user data is a favorite pastime for e-tailers. In an attempt
to learn everything about their current and prospective users, they spend
countless hours and piles of money breaking down their demographics by
age group, gender, location, education, income bracket and a host of
other criteria. They watch live usability surveys, pore over conversion rate
data, and study user feedback to determine where users fall off, how they
react to various calls-to-action and other types of user behavior.

2

For obvious reasons, this type of data mining is extremely important to
determine the who, what, where, why and how of user disengagement.
But despite their exhaustive efforts, much of their user base remains
a mystery – but this should be embraced! Oftentimes the best form of
feedback comes not from your customers or prospects, but rather from
objective users with NO previous connection to your site.
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Because of this, it is recommended to run a series of
usability tests with a focus group that is less precise in
terms of demographics, but still meets certain criteria.
To start, assemble a group of no more than a dozen
participants and create a series of user tasks for them
to complete. A timeframe of 1-2 hours is reasonable.
At the end of this session, have them complete a short
survey that asks them to indentify your site’s strengths
and weaknesses. It’s best in this instance to leave room
for suggestions they might have for improvements to the
site. You’ll be surprised at the knowledge of the random
web user. Your users are changing every day, so don’t
limit your usability studies to a static focus group.
Understand Your Cyclicality
Downtime – aka the 404 error page of death – is every
e-tailer’s worst nightmare. It’s therefore no surprise that the
industry directs so much of its attention to handling peak
user periods (e.g. the holiday season). Most e-tailers begin
taking the necessary precautions roughly six months in
advance. Despite this attention to detail, there are several
aspects of this process that can be greatly improved.

3

For instance, most e-tailers run some type of performance
testing prior to peak season. These “load testing”
procedures require complex software programs to
determine how much stress your site can handle before its
performance begins to degrade. This helps them indentify
how many users it can support; the bottlenecks in your
servers and databases; your average time per transaction;
page load speed and other information.
However, this activity relies 100% on automated software –
with virtually no human component. This leaves plenty of
room for error. After all, software doesn’t want to buy your
products and services – people do!
It is advisable that you have real users examining your site
while these performance tests are taking place. In other
words, while the software automatically tests the backend of
your site, someone should be examining things like page load
speeds, graphics and the functionality of your core features.
Make It Mobile
There’s no getting around the fact that more
and more users are making purchases on their tablets,
smart phones and other mobile devices. Unless you’re in
the camp that mobile is a passing fad (unlikely), you’ve
likely built or are thinking about building a native
application or mobile website to complement your online
presence. The problem with this mindset is that it leads
some to see mobile as a second cousin to the web – a
monumental mistake.

4

Mobile users expect the mobile Internet to be as fast and
easy as it is on their PCs. So why do so many mobile sites
seem lacking in functionality, design and performance?
Simple: Ensuring a quality mobile site is at least twice as
complex as a website. With the web, you’re dealing with
browsers and operating systems as variables; however,
with mobile, you’re not only up against browsers and OS,
but also hundreds of carriers and devices.
While developing for mobile is a job for a small team,
testing for mobile is not. Rather, it is a task best suited for
crowdsourcing – defined by author Jeff Howe as “the act of
taking a job traditionally performed by a designated agent
and outsourcing it to a large group of people in the form of
Volume 7

an open call.” With a crowdsourced community, you can
verify the functionality and usability of your application
across virtually any type of criteria – language, location,
browser, handset, carrier, operating system and others.
Know When to Ditch Your Data
The real problem for today’s e-tailers is not the data
necessarily, but the source of the data. Software guru and
data expert Michael Bolton explains:

5

“Businesses could learn a ton of useful information
from their own customer service and technical support
reps, and they could learn plenty by listening to their
programmers and their testers. Product and project
knowledge gets mediated by middle managers and
numbers; it turns from information into data.”
The point is that data can only help you make decisions –
it can’t make them for you, as it requires both knowledge
and intuition. Unfortunately, most companies operate
in an uncertain, continuously changing world, where
numbers only tell part of the story. They cannot provide
the answers to these questions:
n Are your customers satisfied?
n Is the site intuitive and user-friendly?
n Is it consistent across both web and mobile platforms?
So when you feel swamped by piles of data in front of
you, step back and ask yourself how closely the numbers
pertain to the questions above.
Protect the User
The cost of protecting your users (and your business)
has skyrocketed in recent years, and the trends for fraud
show no signs of ceasing any time soon. While e-tailers go
to great lengths to ensure a safe shopping experience, they
frequently overlook the little things that can make a huge
difference. Here are a few questions to consider as you
tackle the security of your application:

6

n C
 an a user easily get an app to divulge the private
data of another? For example, if they change “user_
id=232” in the URL to “user_id=231” – do they see
someone else’s personal data?
n A
 re you sharing personally identifiable information
about your users with third-parties like Salesforce.
com or Google Analytics?
n I s your site vulnerable to common security exploits like
XSS, injection flaws, broken authentication, flawed
session management, invalidated redirects and forwards?
In light of the time constraints that plague many
development teams, it can be helpful to outsource some of
this activity to a reliable, third party vendor. In doing so,
you’ll be surprised at what a fresh pair of eyes will pick up.
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a ‘Good’ Tester in an
Evolving Web World
Software testing professionals have long played an important role in their organizations
by ensuring a high level of performance (speed and availability) and overall quality for
websites and web-based applications. As the Internet continues to evolve at a rapid pace,
the technical aspects of the tester’s job grow much more complicated.
By ColinMason

T

he ramifications for poor
performance – which can
negatively impact business
end-results – are driving an
evolution in the tester’s role.

There’s a tremendous opportunity
for testers to transcend their
traditional roles, drive critical
business outcomes and increase
their strategic contribution to
their organizations. The Internet’s
advancement has necessitated a new
approach to application testing that
is focused on an understanding of the
true user experience. This “front-line”
perspective can help testers inform
and elicit the right decisions and
actions across functional groups,
all centered on the goal of improving
website and application performance.

Evolving Internet
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abating; in fact, the rise of mobile
devices and the mobile web is likely to
pave the way for even more significant
growth in the future. The internet
of today offers businesses a truly
unparalleled vehicle for reaching
customers worldwide and generating
revenues, by delivering fast, reliable,
highly satisfying web experiences for
key user segments around the world.
For testers, this means no longer
assuming everything is ok if you
have tested an application’s
performance using only systems
based in the datacenter, and get a
“green light.” A user in North America
may have a completely different
experience from a user in Europe
based on a wide variety of localized
factors including ISPs, CDNs and
cloud service providers.

According to Internet World Stats,
the number of internet users
worldwide has increased from just
over 360 million in 2000, to close to
two billion by mid-year 2010. This
represents a growth rate of over 450
percent in ten years. In North America,
the number of internet users has more
than doubled, while in Europe, the
number has more than quadrupled.
Even regions of the world once
considered remote from an internet
infrastructure perspective have
witnessed staggering growth, with
the number of internet users in Asia,
Latin America and Africa expanding
by 7-, 10- and 25-fold respectively.

This is especially true during periods
of peak traffic. Efforts to optimize
web application performance,
under both normal and peak
traffic loads, must begin with a
true understanding of how users
around the world are experiencing
an application from their computing
devices and browsers. Otherwise, the
tester will not have a true sense of
application performance, and miss
a critical opportunity to identify and
circumvent bottlenecks beyond the
walls of the datacenter, which may
be inhibiting strong performance
for the most critical user segments.

The internet has exploded as a
business opportunity over the past
ten years and shows no signs of

Today’s web applications have
evolved from relatively simple, single
functionality tools to feature-rich
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composites incorporating numerous
third-party services from beyond the
enterprise firewall. An e-commerce
application today may include product
search, product configurators, user
reviews and ratings, shopping cart,
and third-party services which are
now basic components of most web
applications. In fact, the “average”
website today now requires content
from almost 10 separate sources, and
it’s increasingly common to find sites
which use content from twenty or
more providers.
Third-party services are most often
“added” to an application after it
leaves the datacenter (en route to the
user), and these various components
assemble for the first time and are
expected to execute flawlessly right
at the point of application delivery,
the user’s browser. Browsers have
evolved from a “rendering engine”
to an “integration platform,” and are
responsible for over 60 percent of
overall processing time in some cases.
An application is not what the
developer develops, but what the
user sees, and this is especially
true for applications incorporating
third-party services. The only way
to truly understand an application’s
performance in aggregate is to gauge
the user experience from the vantage
point of the browser.

Growth in User Expectations

A recent independent study
shows that user expectations for
lightning-fast website downloads
are increasing, with about a third
of all internet users abandoning

>>
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slow-loading websites within five
seconds. For thirty-seven percent of
respondents, a slow website would
discourage them from coming back,
and for twenty-seven percent a slow
site would make them more likely
to visit a competitor. That’s quite a
change from the “eight-second rule”
of a decade ago, never mind the
half-minute many of us were willing
to wait in the early, dial-up days
of the web. If you think consumers
accessing the web from mobile
devices are more forgiving, think
again. Mobile users expect websites
to load just as quickly on their mobile
device as they do on the computer
they use at home.
The link between website speed
and key revenue indicators is welldocumented. A recent analysis of
500 million individual web user
interactions shows that with an
extra two seconds of wait time,
user abandonment rates rise by
eight percent. For eight seconds of
wait time, abandonment rises by
38 percent. These are big numbers
which show just how crucial accurate
performance testing is when it comes
to influencing business outcomes.

But a ‘good’ tester’s roles and
responsibilities do not stop there.
Today’s testers must leverage real user
performance information on another
level – across cross-functional groups
where it can be used to elicit the right
decisions, enterprise-wide, that drive
superior web performance.

For thirty seven
percent of respondents,
a slow website would
discourage them from
coming back, and for
twenty-seven percent
a slow site would make
them more likely to
visit a competitor.

Not only do users expect superior
performance from websites and
applications, but they expect this
level of performance on the device
and operating system of their
choice. Increased desktop browser
market fragmentation, combined
with the extremely diverse means
of accessing the mobile web (today,
there are approximately 500 mobile
browser/device combinations in use
throughout the world), make the
prospect of managing performance
across all (or even most) of these
usage scenarios seemingly impossible.

For example, consider line of
business (LOB) managers eager
for a particular online promotion
or campaign to go viral. What they
don’t often understand is the
impact this will have on the user
experience – which may run contrary
to achieving desired business results
(more traffic may inadvertently cause
web slowdowns and as a result,
produce the paradoxical effect of
less conversions and revenues). As
a tester, this hands-on knowledge of
user performance impact resides with
you, and by communicating these
anticipated effects, you can make
a strong case for needed resources
and investments.

Different browsers (including different
versions of the same browser) and
different devices perform and behave
in different ways. With such a wide
variation, testers must focus on
ensuring and optimizing performance
for those browsers and devices
that drive their highest traffic and
revenues on a global basis. Both
before and after any major website or
application changes are made, testers
must first determine the impact on
the most significant browsers and
devices. Again, the complexities of
today’s Internet mean that testers
must test from the only perspective
that matters – that of the user.

Or, perhaps a LOB manager wants
more content added to a website or
application (like a product catalog,
for example), which testers know may
increase an application’s “heaviness”
and therefore degrade download
times. In this scenario, testers can
directly demonstrate how adding
new content may negatively affect
user performance, thus causing LOB
managers to re-think their decision.
In these ways, the tester becomes
a web performance ambassador by
upholding web performance first and
foremost, showing how decisions will
impact that performance and the
corresponding business outcomes.
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The rapidly expanding web means
there’s a lot more data coming at
the tester regarding performanceimpacting variables. By identifying
what issues may be negatively
impacting the user experience, testers
can help cross-functional groups
across the organization take critical
steps to correct problems. Perhaps
the problem is an application’s
design – it’s too heavy – or perhaps
it’s a popular browser used by one’s
customers; it’s not downloading site
elements quickly enough.
In either case, testers can spur
development teams to implement
needed changes, like streamlining
applications or enabling multiple
site objects to be downloaded at
once, which creates the perception of
greater download speed (a technique
known as domain charding). Or,
perhaps the source of a slow-down
is a cloud service, in which case
testers can alert their IT teams,
thereby prompting coordination with
cloud service providers. As a tester,
you are effectively elevating a more
comprehensive range of performance
issues, which expands your influence
on the user’s ultimate experience.

Conclusion

In summary, being a ‘good’ tester today
requires testers to expand the scope
of their roles and responsibilities, and
extend beyond their “comfort zones.”
But the end-result – the ability to
positively impact web performance
– is worth it. Testing from the user
perspective makes the tester the “eyes
and ears” of what is going on on the
Internet; the “glue” that unites crossfunctional groups around a common
goal; and a catalyst for the types of
changes and decisions that move the
needle on web performance.
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