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A MESSAGE FROM THE EDITOR
An exhibition I attended
back in ’86 or so featured a
demo of Microsoft Flight
Simulator running under
PC emulation on an
Amiga. I won’t say that it
was slow, but I have serious
doubts as I write this col-
umn whether that plane
taxiing down the virtual
runway is airborne yet. 

Even back then the IBM
architecture had a lock on
the personal computer market (a rea-
son why the Amiga and the Kaypro are
no more, and the Mac hangs on to a 5
percent market share), and the ability
to run PC software was considered nec-
essary for any aspirant’s success.
Software performance was the measur-
ing stick, and Lotus 1-2-3 and Flight
Simulator were used in this capacity.

No matter how fast computers get,
performance always seems to be an
issue. Software systems are consider-
ably more powerful than they were in
the heyday of MS-DOS and Lotus 1-2-3.
To meet the challenge, hardware per-
formance has improved pretty dramat-
ically. Compare the original PC, with
its 4.77-MHz Intel 8088 processor, to
today’s processors, which can run as
fast as 3.0 GHz.

Not only are computers faster, they
are finally converging on a single plat-
form. The success of the PC has led to
huge price advantages. Economies of
scale that affect price/performance
ultimately win out in the computer
industry, as minicomputer manufac-
turers might ruefully admit—if they
were still around. 

The earth is still trembling from the
announcement that the Mac will move
to an Intel platform next year. With
hardware performance that’s worlds
beyond where it was in the ’80s, and
hardware itself a commodity, software

has become the real dif-
ferentiator. Apple’s migra-
tion from the PowerPC
processor to the Intel plat-
form seems to indicate as
much. While Mac afi-
cionados may not like to
admit it, they have had to
pay the price for a margin-
alized platform.

Moving to an architec-
ture as ubiquitous as Intel
is a no-brainer. A recent

Apple print ad running in mainstream
publications touts Mac OS X Tiger by
saying “It leaves Windows XP in the
dust.” Increasingly, it is software per-
formance rather than hardware per-
formance that matters.

And shades of the Amiga: Mac soft-
ware will run under emulation on the
new architecture. With better emula-
tors and faster processors, the hard-
ware side of things may very well be
moot. Mac software running on Intel
processors will mean a level playing
field and some interesting, um, apples-
to-apples comparisons.

Software performance will become
more important than ever in an
increasingly competitive landscape.
As Scott Barber pointed out in his July
“Peak Performance” column, “the
software testing industry as a whole
simply hasn’t been ready to hear
about, believe in or pay for the inher-
ent complexities of high-quality per-
formance testing.” 

But now that may be changing.
Most Mac users won’t know or care
what processor is under the hood. All
that matters to them is that perform-
ance be up to snuff. 

Incidentally, the Amiga is still with
us, in a way. In a curious twist, emulators
now exist that let you create an entire
Amiga environment on a PC. I wonder
what the performance is like? ý

Software Makes
The Difference

Lindsey Vereen
Editor
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Taming the Security Beast: How To  
Foil Attackers Before They Strike

Grab a whip and chair; it’s a jungle out there. Hackers, crackers, script 
kiddies—they’re all just waiting for you to slip up.                  By Julian Harty
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plish so much. What you really need to
do is develop, hone and focus your
team’s skills.             
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The Eclipse development environment’s
Test and Performance Tools Platform
(TPTP) Project has updated its toolset to
version 4.0. New to this edition are a host
of filtering options, as well as the ability
to perform large-scale log analysis. TPTP
now includes expanded support for the
JUnit regression testing framework, which
should make it easier to import and
design new test behaviors. 

The project’s team has been making
a concerted effort to make TPTP a viable
tool for enterprise development, and ver-
sion 4.0 adds significant scalability to the
toolset for just such an environment. The
newest version of the TPTP Project can
be downloaded from www.eclipse.org
/test-and-performance.

Open source software can be a
blessing for any cash-strapped busi-
ness, but the actual implementa-
tion of free software can be trou-
blesome for teams that don’t want
to spend their time rooting
through licenses and dealing with
constant bug fixes. To help reme-
dy this, Colorado-based OpenLogic
Inc. (www.openlogic.com) created
BlueGlue, an open source pack-
age software management and ver-
ification tool for Windows and
Linux.

If you’ve ever used Debian
Linux’s Apt-get, or the Mac’s Fink
package management tools, BlueGlue
will feel familiar. With a GUI-based proj-
ect selector, users can create stacks of
open source tools for installation on all
involved developer systems, allowing
your team to coordinate its tools as well
as its code base. OpenLogic maintains
its own registry of functional open
source tools for its subscribers: every-
thing from Apache and Ant to xDiff and
Xerces. Users can view the available

projects in a number of ways, including
by license type.

With the release of version 3.2,
OpenLogic has integrated 17 new
Eclipse plug-ins to support a host of
tools, such as MySQL, PHP and JBoss.

BlueGlue runs under Windows 2000,
XP and 2003. It’s also compatible with
SuSe Linux 9.3 and Red Hat 9. A one-
year subscription to BlueGlue costs
US$399.

BlueGlue 3.2 Stacks Stick

BlueGlue is a simple package manager in the spirit of
Apt-get, with an emphasis on clustering open source
packages for standardized deployment.

Klocwork K7 is designed to “watch” devel-
opers as they code and point out securi-
ty flaws and dilemmas as they arise. It’s
what’s known as static analysis, and it’s
become quite the rage among the agile

set. Version 7.0 of Klocwork, from
Klocwork Inc. (www.klocwork
.com), has improved support for C,
C++ and Java, and the company has
added many new reporting options.
Also new to this version is the
option for users to add their own
rule sets and coding practices for
Klocwork to enforce during cod-
ing, meaning that internal best
practices will be enforced consis-
tently throughout development.

Also new to this version is the
breaking up of the Klocwork suite
into four different purchasing
options: the Defect Discovery

Edition, the Security Vulnerabilities
Edition, the Defects and Security Edition,
and the Development Edition. Klocwork
K7 typically costs around US$5,000 per
seat and is available now.

Klocwork K7 Keeps an Eye
Out for Code Flaws

Klocwork alerts programmers whenever a security
flaw is written into code or any time a best practice is
not followed.

OOuutt ooff tthhee BBooxx
Compiled by Alex Handy

Reliable Software’s (www.relisoft.com)
Code Co-op has reached version 4.6. This
newest iteration of the Seattle-based com-
pany’s peer-to-peer version control system
adds support for Guiffy Software’s Guiffy
SureMerge product, and for the manage-
ment of code distribution to clients. As
source code management utilities go, Code
Co-op is unique for its distributed nature,
which eliminates the need for a central
code storage server. The software also
allows users to update the code base from
the field, either through VPN or e-mail.

With this new version come numerous
upgrade pricing options. New licenses are
US$159 per seat. Distribution project
licenses are $90 per seat. Upgrades to ver-
sion 4.6 are free to 4.x licensed users and
$45 to version 3.x licensed users. Upgrades
from version 2.x are $75 per seat. Code
Co-op works with Windows NT, Me, XP, 98
and 2000.

Code Co-op
Comes To
Clients

Eclipse TPTP
Project 4.0
Released
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Pittsburgh-based Logic-
Library (www.logiclibrary
.com) has released
Logiscan 2.1, an update
to the company’s binary
code scanner. Originally
known as BugScan,
Logiscan checks com-
piled binaries for securi-
ty holes, such as buffer
overflows, SQL injection
and other potentially
exploitable code faults. 

Logiscan is shipped
as a network appliance
that can be integrated into your infra-
structure and accessed via a Web brows-
er. Binaries can be uploaded to Logiscan
through the network, or through an inte-
grated Web service API, or via the prod-
uct’s included open source command-
line interface.

New to Logiscan 2.0 and 2.1 are the
addition of support for SPARC, MIPS
and Java binaries; a significant improve-
ment in the speed of the scanning

process; and a slew of graphing and visu-
alization options. Logiscan now comes
with an Eclipse IDE plug-in as well.

Logiscan is available for a one-time fee
of US$49,500, which includes the hard-
ware and unlimited use of the software.
Free updates are available for one year
from the date of purchase, and a fee of
18 percent of the purchase price is
charged for each supplemental year of
updates and support.

Developing software that must interact
with a database often requires populat-
ing the database with information. In
the print world, writers use random Latin
text, designated Ipsum Lorem, as pre-

production “filler,” but for a complex
relational database, only actual complex
relational data will do. 

With this in mind, Dallas-based
Worksoft Inc. (www.worksoft.com) is

offering Worksoft Specify, a data
generation tool aimed at software
developers and testers with data-
base population needs. Specify is
available for US$7,995 per seat
and comes with a voucher good
for a free copy of Certify, Work-
soft’s automated testing tool.

Logiscan 2.1 Finds Security
Flaws in Compiled Code

Send product announcements to 
stpnews@bzmedia.com

Worksoft Specifies Database
Population Tool

Logiscan offers a variety of options for visualizing improve-
ments in application security.

Mercury
Reaches Into
Corporate
Offices
Mountain View, Calif.-based Mercury
Interactive (www.mercury.com), a mak-
er of business technology optimization
products, has placed software testing on
the desks of vice presidents and other
corporate stakeholders. The company’s
Business Process Testing software is
designed to enable non-technical busi-
ness people to bring their expertise into
the Q/A process. 

Through Mercury’s Web-based
Quality Center suite of tools, Business
Process Testing can be used to design
automated software tests, thanks to a
point-and-click interface that requires
no scripting or any other complicated
setup. 

The software also automates the
process of generating compliance doc-
uments based on the tests performed.

Mercury has now updated the Quality
Center suite to version 8.2.1 and has
added two key features to the 10-month-
old Business Process Testing product. 

First, the software has been made ful-
ly compatible with the company’s pop-
ular WinRunner testing software.
Second, Business Process Testing now
gives testers the option to pass or fail
each step in the business process that is
being evaluated, thereby facilitating
clear communication between testers
and developers.

Mercury declines to discuss its pric-
ing structures publicly, but the compa-
ny does note that it offers numerous
options for licensing per seat, per test
or per concurrent user. A spokesperson
for Mercury said that a moderately sized
setup for a standard office could be had
for less than US$15,000.

Worksoft offers a quick and powerful
way to fill a SQL server for testing,
without a need for all that messy data 
migration.
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I am writing this column on Thursday,
July 14, 2005. Yesterday I was one of
more than 25,000 people who spent
all day at the Kennedy Space Center’s
Visitor Center with the
intent of watching the
launch of the Space
Shuttle Discovery’s STS-
114, Return-to-Flight mis-
sion. If you’ve never been
to a launch, as I hadn’t, it
is a very long day. 

The scheduled launch
time was 3:51 p.m. My
wife, my stepson and I
had to arrive at the Space
Center by 9:30 a.m. After hours of
standing in lines, going through secu-
rity checkpoints, waiting in more lines
and being transported to the observa-
tion area—virtually the entire time
spent outside, unshaded from the 90-
degree-plus heat and the central
Florida summer sun—we finally
arrived at the viewing area to wait the
final two and a half hours until
launch. Needless to say, I was quite
excited. Getting to see a shuttle
launch was something I’d wanted to
do for 20 years. We had our cameras,
a camcorder, binoculars, lawn chairs
and everything else we could think of
to make it a comfortable and memo-
rable experience.

Of course, if you follow the space
program at all, you already know what
happened next.

About 10 minutes after we settled
in and got our binoculars focused on
the shuttle, the announcement came
over the loudspeaker: “Ladies and
gentlemen, I’m sorry to have to
inform you that we just received word
that the launch has been scrubbed for
today. Please return to your buses.”

Needless to say, we were all rather
disappointed. At that point there
were no answers to the questions of

“What happened?”; “Is there a new
launch time/date set?”; or “Will we
get a refund for our launch tickets?”

By the time we made it back to the
Visitor Center, I learned
by visiting space.com on
my Web-enabled PDA
that the reason the
launch was scrubbed was
a faulty fuel sensor.

Within the hour, the
following status message
appeared on space.com:
“NASA experts acknowl-
edged that the sensor
problem—which they de-

scribed as an intermittent event with
no obvious cause—represented a dif-
ficult challenge.”

The sensors “for some reason did
not behave today, and so we’re going
to have to scrub this launch attempt,”
launch director Mike Leinbach told
the launch team. “So I appreciate all
we’ve been through together, but this
one is not going to result in a launch
attempt today.

“Launch control said it will take
some time to figure out the problem.”

By the time I arrived home, addi-
tional information was available:

“The fuel tank contains four sen-
sors that show how much hydrogen
remains in the tank. One sensor indi-
cated that the tank was almost empty,
even though it had been fully loaded
with 535,000 gallons of liquid hydro-
gen and oxygen.

“A faulty reading could cause the
shuttle’s main engines to cut off pre-
maturely or to burn for too long,
either of which could be potentially
disastrous for the craft and crew.”

And by the time we’d finished eat-
ing dinner:

“Similar fuel-gauge problems
cropped up intermittently during a
test of Discovery back in April. The

external fuel tank, along with cables
and electronics equipment aboard
Discovery itself that are associated
with the fuel gauges, were replaced,
and even though NASA could not
explain the failure, it thought the
problem was resolved and pressed
ahead with launch.”

Hale defended that decision.
“We became comfortable as a

group, as a management team, that
this was an acceptable posture to go
fly in,” he said, “and we also knew that
if something were to happen during a
launch countdown, we would do this
test and we would find it. And guess
what? We did the test, we found some-
thing and we stopped. We took no
risk. We’re not flying with this.”

Shuttle program manager Bill
Parsons stressed that it was not clear
whether the problem was with the
fuel gauge itself, or with other elec-
tronics aboard the spacecraft. 

NASA is looking closely at the pos-
sibility that flawed transistors in an
electronic black box aboard Discovery
might be to blame. The box used in
the April test also had bad transistors,
and when it was removed from the
shuttle, the problem disappeared.
Managers now suspect a manufactur-
ing defect with these transistors. 

Parsons nixed a fueling test of
Discovery’s replacement tank in June,
over the protests of some engineers.
Such a test would have pushed the
flight later into July, and Parsons and
others maintained that the ultimate
test would come on launch day.
Moreover, Hale said there was no
guarantee that the malfunction would

How Do You Deal With
Testing Anomalies?

Scott Barber

PPeeaakk PPeerrffoorrmmaannccee

Scott Barber is the CTO at PerfTestPlus
Inc. His specialty is context-driven perform-
ance testing and analysis for distributed
multiuser systems. Contact him at sbarber
@perftestplus.com.
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have turned up during a tanking test. 
The issue came up again at launch

readiness reviews earlier in the week,
and to everyone’s satisfaction it was
deemed an “unexplained anomaly,”
according to Hale. 

The launch scrub cost NASA an
estimated $616,000 in fuel and labor
costs. 

Fascinating, isn’t it?  Reading that,
my feelings suddenly shifted from
disappointment to empathy. How
many times have I made similar deci-
sions during testing? Think about it.
How often have you seen the results
of a performance test without a sin-
gle anomaly? If your experience is
anything like mine, the answer is
probably “rarely.” In fact, when I
think back, those times when I did
not find any anomalies in the results,
my instincts told me to question the
validity of the tests.

It immediately occurred to me
that I’d have recommended exactly
the same approach to handle a per-
formance testing anomaly that the
NASA engineers took for the fuel
gauge. Try to reproduce it. Explore
the results in more detail. Possibly
swap out, rebuild or instrument the
offending code or machine. Then
eventually decide that the project
would be better served by proceed-
ing with our testing and “keeping an
eye out” for recurrences than by con-
tinuing to search for something that
may well never happen again.

So the question is, “How much
effort should be put into trying to
understand a single anomalous test
result?” Obviously, it shouldn’t just
be blindly discounted, but what if it
really was an unrepeatable quirk, a
testing error or even someone in the
server room mistakenly sitting down
and trying to access the wrong test
server? Ultimately, there needs to be
some heuristic for deciding to accept
the possibility of recurrence and just
move on, since, as Bill Parsons went
on to say in his statement to the
press, “It’s difficult to find a glitch
that won’t stay glitched.”

I started thinking about what my
heuristic was for performance test
results. My first thought was of an

article I wrote several years back that
borrowed statistical models from sev-
eral industries to come up with a
point of reference in determining
outliers in response-time data. The
summary is that it appears to be sta-
tistically valid to say that data points
that represent less than 1 percent of
the entire data set and
are at least three stan-
dard deviations off the
mean are candidates for
omission in results
analysis if (and only if)
identical data points are
not found in previous
or subsequent tests—or,
in layman’s terms, “real-
ly weird results that you
can’t immediately ex-
plain accounting for a
very small subset of the
results which are not
identical to any results
from other tests.” I’m
still pretty comfortable
with that, so let’s agree
to use that as a working
definition of an anom-
alous result.

Once I have detected
a results anomaly, I real-
ized, I always ask myself
the same questions to
guide my next steps: 

• If this happened one out of 
every hundred possible times in 
production (the worst case, 
based on our definition), what 
would that mean to the compa-
ny/product/client/user?

• Would stakeholders consider 
delaying the project, going over 
budget, etc., over this worst 
case?

• Is this worst case more or less 
severe than other issues I am 
likely to uncover by continuing 
testing in other areas versus 
spending more time on this?

No matter what the answers are, I
always document the anomaly some-
where so that it can be found easily,
and then I modify my tests to high-
light that anomaly if it should crop
up again. 

Thinking about these questions

led me to the realization that all I am
really doing is a very simplistic risk
analysis that could be restated as “Is
the potential cost of a particular fail-
ure greater or less than the potential
cost of trying to eliminate the possi-
bility of that failure occurring?” I
guess that doesn’t really surprise me,

but the realization that
this thought process
occurs with virtually
every performance test I
execute—and further,
that it is so easy to ex-
plain—makes me won-
der why I didn’t think of
it sooner. I already set
the expectation that the
priority of the planned
performance tests needs
to be reviewed to poten-
tially revise testing prior-
ities every time an issue
is detected. Should we
not review priorities
based on anomalies as
well? NASA did.  

They chose to move
on toward launch, keep-
ing an eye on the fuel
sensors, and they ulti-
mately caught the prob-
lem before disaster
could strike. Realistic-
ally, that’s a pretty posi-

tive outcome. From what I can tell,
the launch would have been delayed
if they had chosen to chase the
anomaly when it was first detected,
and there was no guarantee that it
would have been found before
Discovery showed up on the launch
pad anyway! At least now they have a
known issue and two data points to
analyze. 

Does that make it worth the
$600,000-plus price tag? I can’t
answer that, but I can say that it’s
hard to stay disappointed about not
getting to see the launch when I step
back and realize that in the same sit-
uation, I most likely would have
done exactly what NASA did.

I guess it’s time to review my
approach and my reference material
to explicitly address how to handle
test anomalies. ý

•
Think about it.

How often 

have you seen 

the results of 

a performance

test without 

a single 

anomaly?

•

12 • Software Test & Performance SEPTEMBER 2005



http://www.securesoftware.com


It’s a Jungle

Out There.

Here’s How

You Can Foil

Attackers.

Taming the 



Whether we realize it or not, we are all
affected by computer security. For
instance, according to CNN, 40 million
credit card details were hacked in June
2005, and banks were forced to contact
many people to issue new cards—I
know; I was issued a new card as a result! 

People are losing their trust in soft-
ware, especially when their machines
require continuous updates from multi-
ple sources. They are now encouraged
to buy anti-virus, anti-spam, anti-spy-
ware, and Internet firewall products—
simply to enable them to safely browse
the “free” World Wide Web.

Software security must satisfy three
core security goals:

• Confidentiality: Prevent unauthor-
ized access to information.

• Integrity: Maintain the integrity of 
information and processing.

• Availability: Ensure that the system
is available to authorized users.

No doubt, software must become
more secure. However, currently few of
us are able or willing to do meaningful
security testing, and this needs to
change. After you have read this article,
you will have enough information to
start security testing, regardless of what
job you hold or whether you have any
experience in software testing. You will
learn practical techniques, how to get
started by putting yourself in the attack-
er’s shoes, and how to create a safe envi-
ronment where you can practice securi-
ty testing techniques without putting
your system at risk. 

Let’s get started by finding out why
security testing is a different kind of test-
ing. Security testing sounds difficult—
the preserve, perhaps, of deeply techni-
cal geeks who work at night to hack
remote computer systems for the per-
verse fun of it and who have little to do
with average folk who have day jobs. 

Why do we think security testing is
hard? Well, one reason is that we might
not imagine why anyone would want to
break into my computer. What would
they gain? We need to change our mind-

set in order to find security problems.
Figure 1 (based on a chart at www

.securityinnovation.com/chart.htm)
shows how security testing differs from
functional testing, since it concen-
trates on finding things that shouldn’t
occur, but do, such as where the soft-
ware accidentally allows unauthorized
users to browse your credit card histo-
ry. So we need to start looking for
things in our software that shouldn’t
be possible, but are.

Some aspects of security testing need
advanced bit-twiddling skills, and we
must not underestimate the skill and
expertise of security experts, especially
those who are able to find critical vul-
nerabilities in commercial software
without having any documentation.
However, there’s plenty of scope for
finding and preventing many security
bugs without technical skills.

For instance, threat modeling,
which will be described later in this
article, finds about 50 percent of all
security bugs, according to Michael
Howard at Microsoft (www.cigital.com
/ssw/presentations/howard.ppt), and
it can be performed by a person with-
out technical skills. 

Threat modeling can and should
begin early in the software develop-
ment life cycle (SDLC) to help us pre-
vent or mitigate against security bugs
in the code. And we need to continue
with threat modeling until after the sys-
tem has been decommissioned.

Security testing should start from
the beginning of the SDLC, and it
needs to take into consideration secu-
rity requirements for both the software
and the data from inception through
decommissioning. On eBay, for

instance, hard drives have
been sold from decommis-
sioned computers that con-
tained confidential and sensi-
tive data. Threat modeling
should have identified this as
a risk, and the company should have
had procedures in place to ensure that
such data would be securely erased
before the system was decommis-
sioned.

There are many useful security test-
ing techniques that can help you trap
security bugs. Figure 2 shows where the
techniques discussed below fit within
the SDLC.

Threat Modeling
Software is vulnerable to attack from
many sources and for many reasons.
Threat modeling helps people find and
document potential threats and related
information, such as possible outcomes
of the threat being successfully achieved
and the risks related to each specific
threat. Threat models can subsequently
be used in various ways: 

• By the designer, to change the 
software design to mitigate or 
defend against the threat

• By the developer, to make the 
software more robust

• By the tester, to create and execute 
suitable test cases

• By the operations team, to imple-
ment appropriate procedures and 
defenses 

• By the customer, to take precau-
tions against the threats 

A number of threat models are
already available for use. Though they
differ from each other, they also overlap
in many aspects. I list a number of
threat models below. No single threat
model provides complete coverage, so
people need to decide whether to use
one or more threat modeling tech-
niques, and which techniques are most
suitable for their work. 

There are two stages to using a threat
model for security testing. The first is to

Julian Harty has managed and maintained the
performance of large online systems and has led
test and development teams. He now runs Com-
mercetest.com, an independent company spe-
cializing in e-commerce. Harty is also a speaker
and trainer on topics ranging from e-procure-
ment to hands-on performance testing. Contact
him at julian.harty@commercetest.co.uk.
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obtain a suitable threat model, and the
second is to derive tests from the threat
model.

Let’s take a moment to understand
models before I introduce some spe-

cific threat modeling techniques.
Models are already used throughout
the software development process for
such purposes as helping with the sys-
tem design. Some models are explicit,
such as a design document or a dia-
gram; others are implicit, such as a
mental model that might never be
documented. 

Formal modeling techniques exist.
The Unified Modeling Language, or
UML (www.uml.org), is an example.
However, a modeling technique can
be as informal as a simple sketch of a
possible screen design.

How Threat Models Work
Threat modeling is used to model
possible threats to the software appli-
cation, and it needs to include both
the human and the system aspects of
the system when the software applica-
tion and related software are de-
ployed on computers within a given
infrastructure.

Threat models provide a way to:
• Identify threats.
• Describe the impact of a threat 

being achieved.
• Understand the relationships 

among threats—that is, whether 
several threats must be combined 
in order for an attack to succeed, 

or whether there are alternative 
ways to achieve the objectives of a 
threat. 

Just like any other model, threat
models can and should be checked by

several people, since the potential
threats may be incomplete, poorly
described or wrong.

Here are three useful threat model-
ing techniques:

• Anti-goals (see sidebar, page 18). 
Championed by Axel van Lams- 
weerde, a professor at Univer- 
sité catholique de Louvain in 
Belgium (ftp://ftp.info.ucl.ac.be
/pub/publi/2003/avl-RHAS03.pdf).
The model is rigorous, and 
the material requires thought; how-
ever, the ideas and concepts are 
worth learning and adapting to suit 
your needs.

• Misuse cases. Created by Guttorm 
Sindre and Andreas Opdahl in 
2000, and enhanced by Ian 
Alexander in 2001, these adapt the 
popular use cases from UML to 
model attackers (easyweb.easynet 
.co.uk/~iany/consultancy/papers
.htm). A similar model, called 
“abuse cases,” has been around 
since 1999.

• Microsoft’s unnamed threat model. 
Microsoft is alone in describing 
how to use threat models to drive 
the security testing. A number of 
references are available from 
Microsoft, including “Writing 
Secure Code, 2nd ed.”

The Core of Security
Consider the three “CIA” core security
goals: Confidentiality, Integrity and
Availability. Any threat can compro-
mise one ore more of these goals. At
least two of the threat modeling tech-
niques—anti-goals and the Microsoft
threat model—support the categoriza-
tion of threats. Anti-goals starts by
negating the security goals of the sys-
tem and goes from there. So an anti-
goal for confidentiality would be inter-
ception—for example, if I intercept a
confidential e-mail and read its con-
tents. Similarly, both modification of
data and fabrication of data would
threaten the integrity of my system.
Likewise, if I can interrupt system serv-
ice, I negate the availability goal.
Finally, if I can promote my login so it
acquires administrator privileges, I can
threaten all three of the security goals.
The sidebar, “Creating a Threat
Model,” provides an example of using
anti-goals to identify threats for an
electronic voting system.

The Microsoft model uses the
mnemonic “STRIDE” to help the
threat modeler consider various cate-
gories of threat during the process.
The mnemonic derives from:

• Spoofing
• Tampering
• Repudiation
• Information disclosure
• Denial of service
• Escalation of privilege
Figure 3 illustrates how anti-goals

and STRIDE compromise a system’s
security goals.

Generic and Specific Threats
Some threats are fairly common across
many applications, such as taking con-
trol of the system via the database serv-
er, while others may be specific to such
things as:

• The class of application: online 
sales, search engines, a Web front
end for a traditional retailer.
• The technologies being used to 

implement the application: Java, 
.NET, Oracle, Microsoft SQL 
Server.

• The software versions and patch 
levels: hot fixes, service packs, 
extensions. 

• The infrastructure components: 
firewalls, network switches. 

We also need to consider the companies
involved in the software or system. For
example, if I attack via its Web site, I can

SECURITY TESTING
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embarrass my most hated competitor
and put it out of business.

How to Create Threat Models
The first task is to identify each threat.
Ways to identify threats include:

• Thinking like an attacker. For 
instance, suppose I want to access
someone’s account illegitimately.

• Applying examples of known 
attacks against this software appli-
cation or system. Information is 
also available regarding classes of 
similar attacks and can be applied 
in a similar way.

• Using checklists. For example, a 
group of security experts at the 
Open Web Application Security 
Project (www.owasp.org) has creat-
ed a list of the top 10 security vul-
nerabilities for Web applications. 

Initially, the threats may be rough or
sketchy, so try to add details in two
directions:

• Ask what higher goal this attack 
might achieve. Let’s say I want to 
access someone else’s account 
illegitimately: Why? So I can steal 
and sell their credit card details.

• Ask if I there is sufficient detail to 
allow someone to perform the 
attack. For example, if I want to 
access someone else’s account 
illegitimately, how do I do it? By 
guessing their login name and 
password, or by hijacking their 
online session, or by….

Record each threat as you identify it
and enhance it. You might want to con-
sider using spreadsheets, word process-
ing files or mind maps. Consider others
who will need to understand the

threats, such as the software designers,
or people who are not experts in your
written language, especially on interna-
tional projects. Therefore, write clearly,
and make an extra effort to add suffi-
cient comments and background to
help your readers.

Applying Threat Models In
Security Testing
Like many activities,
software testing has a
specific terminology.
Two key terms that
are used by testers
are black box testing
and white box test-
ing. 

For black box test-
ing, the tester cre-
ates the test cases
without being aware
of how the software
has been implement-
ed. Black box testing
tends to be per-
formed later in the
SDLC, once the soft-
ware is sufficiently
ready to run on a
computer.

For white box testing, the tester uses
information about the software being
tested to decide exactly what to test.
Often, white box testers have access to
the source code, and they may create
test cases to ensure that important
areas of the source code are tested.
White box testing tends to happen ear-
lier in the SDLC and can start as soon
as pieces of software have been coded.

Both black box and white box test-

ing are useful; they focus on different
aspects of the software, and each tends
to find different bugs.

Threat models can be used when
performing both black box and white
box testing, as well as at other stages of
the SDLC. They can be used during
design reviews to identify risks, which
may allow many risks to be addressed
before the code is written. Essentially,

the threat models
provide the rationale
for many of the sub-
sequent tests.

Black Box Testing.
Threat models can be
used to derive security
test cases. They help
identify what to test,
and they may indicate
the types of input the
tests will need to
determine whether
the system is vulnera-
ble to a given threat.
The test cases may be
limited to identifying
vulnerabilities, or they
may include exploita-
tion of a vulnerability.
Test techniques that

fit well with threat modeling include:
• Exploratory testing, in which the 

tester  designs and executes tests 
simultaneously, based on a char-
ter for the test session, previous 
test results and the tester’s skills, 
experience and intuition.

• The use of automated security 
penetration or vulnerability tools. 
These tools may be expensive, but 
the better tools are able to find 
some common vulnerabilities in a 
running application relatively 
quickly and help the tester investi-
gate possible problems promptly.

White Box Testing. Threat models can
help identify which areas of code are
more important to review and/or test,
such as those that include crucial func-
tionality. Once we know which parts of
the source code we want to check, we
need to perform a code review.

Code Reviews. Many security bugs
can be found by checking the source
code; the process of doing so is called
a code review. Code reviews can be per-
formed by people, by software tools or
by some combination of the two. 

When code reviews are performed
by people, these individuals must have
solid programming skills to be able to

•
Security testing 

should start from 

the beginning of the

software development

life cycle.

•
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understand what the code does and to
be able to find flaws in that code. Often,
code reviewers will be competent pro-
grammers or ex-programmers. 

Software tools scan code quickly to
identify patterns that indicate possible
flaws. Each pattern can be checked
manually to see if the flaw is a real vul-
nerability; those that are need to be
addressed, while the rest are called
“false positives.” False positives reduce
the effectiveness of a tool in that they
distract from real problems and take
time to investigate. 

There are both free and commer-
cial code review tools available. Secure
Software Inc. (www.securesoftware
.com) offers both the Rough Auditing
Tool for Security (RATS; free) and
CodeAssure (a commercial product),
for  example.

Functional Testing Techniques
Over the past 30 years, testers have
found and described a number of use-
ful techniques for creating test cases
that test the functionality of software.
We can apply these techniques to secu-
rity testing as well. 

In fact, 15 years ago author Boris
Beizer  (“Software Testing Techniques,
2nd ed.”) wrote: “They [malicious
users] are out to get you. Some of them
are programmers. They’re persistent
and systematic…. And there are so
many of them; so many of them and so
few of us.” He then explains how syntax-
testing techniques help testers find
flaws in the validation logic for input
fields, such as those we’ll introduce in a
SQL attack discussed below.

Security testers can and should use
existing functional testing techniques as

part of their security testing. For
instance, Boundary Value Analysis
(BVA) exercises the boundary between
valid and invalid partitions—for exam-
ple, can I order minus 5 items from
your Web site? What happens if I can—
do I receive a credit? 

Common functional techniques are
available free from the British testing
standards Web site (www.testingstandards
.co.uk/bs_7925-2.htm).

Data Mutation
Another useful testing technique is data
mutation testing. It involves modifying
data, and the container, to find out
whether the code can handle bad data
without problems. It incorporates ele-
ments of syntax testing, such as when
using special characters; it also includes
other test techniques, such as modify-

A lucky minority of testers may receive a comprehensive threat model
as they join a project. However, many others are left to fend for them-
selves without any guidance as to what’s important to test. For this
unfortunate majority, creating your own threat model is a good first
step. I will use the exam-
ple of anti-goals here.
You can do something
similar using this or
any of the other threat
models.

Anti-goals are created
by negating security
goals. For example, if
we negate integrity,
one anti-goal is modifi-
cation—that is, if an
attacker can modify
the data or the system, he
will compromise the integrity of that system.

1. For each anti-goal, ask: “Who can benefit from
this anti-goal?” You are attempting to identify
who the potential attackers are.

2. Refine the anti-goals; ask:
• “Why would this attacker benefit?” to find
parent anti-goals.
• “Do I need more detail to make this anti-goal
realizable?”
You are attempting to gather more information
about your attackers and their motives.

Figure A shows the process involved.

3. Now decide whether subgoals need to be com-
bined to achieve the anti-goal.This is where you
start building the actual model.

Let’s use a small example, based on electronic voting. Each voter is
issued an electronic card and a personal identification number (PIN).
However, an attacker, a friend of one of the candidates, wants to ensure
that his friend will win.

There are several ways he could achieve his goal. For instance:
• He could try to place many votes using his card.
• He could obtain unused cards and use them to vote for his friend
(however, he would need to guess the PIN for each card first).

• Alternatively, he might
be able to hack into the
central server and
upload lots of fabricat-
ed votes.The upload
process is called bulk-
loading, as the votes
are being uploaded in
bulk.

Figure B shows the
main anti-goal and
examples of the sub-
goals described here.

The diagram shows both
the AND and OR relationships. For instance, an attacker needs to guess
the PIN code for each “spare” voting card, so the two subgoals have an

AND relationship. However, either using “spare” cards or casting many
votes per card would allow an attacker to submit multiple votes on-site,
so these subgoals have an OR relationship.

4. Start creating your test cases once the anti-goals are sufficiently
detailed.

Figure A

Figure B

SECURITY TESTING
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ing the access rights to files used by an
application. In “Writing Secure Code,
2nd ed.,” Howard and LeBlanc provide
a great description of data mutation
and explain how it can be used to attack
software. They have identified 25 classes
of mutation, grouped into five cate-
gories, as shown in Figure 4.

SQL Injection
We can test for SQL injection vulnera-
bilities, which are ascribed to the incor-
rect escaping of variables embedded in
SQL statements, by using a combina-
tion of the special characters identified
in the data mutation techniques. SQL is
generally used to interrogate database
servers; quotes are used around text val-
ues (Cpq), a semicolon indicates the
end of a command (Cpm), and the - -
escape sequence is the start of a com-
ment in the code (Cpm). Hackers
quickly learned they could modify and
subvert the intended SQL by using a
combination of these special characters,
for example to change: 

SELECT FirstName, LastName, Balance 
FROM Account 
WHERE Login = 'aValidLogin' AND
Password = 'aValidPassword'

into

SELECT FirstName, LastName, Balance 
FROM Account 
WHERE Login = ' ' OR 1=1; - - ' AND
Password = 'Anything'

where ' OR 1=1; - - has been entered in
the UserLogin input field. The single
quote closes the immediately preceding
open quote; the OR 1=1 is always true,
which means the WHERE clause is true;
and the - - characters comment out the
remaining code. This hack subverts the
test for a valid username and password

and causes the database to return all
the rows from the database table. 

19 Attacks
James Whittaker and Hugh Thompson
produced an excellent book called “How
to Break Software Security” that de-
scribes 19 attacks testers can use to test
the security of software. The advice is
very practical, and you can apply the
attacks immediately. All 19 attacks are
described briefly at their Web site
(www.securityinnovation.com/resources
/attacks/index.shtml).

Here is Attack 5 as an example:
Force the application to
operate in low memory,
disk-space and network
availability conditions. By
limiting the resources for
a program, the program
may be caused to leak
sensitive information—to
a temporary swap file, for
example—or might oth-
erwise allow untested,
buggy error handlers to
be invoked.

Penetration Testing
Penetration testing (en
. w i k i p e d i a . o r g / w i k i
/Penetration_testing) is
probably the most widely
known security testing
technique. The objective
is to try to find vulnerabil-
ities in software and
exploit them to see how
much damage an attacker
could achieve. Many of
the security vulnerabili-
ties that are reported in the press and
on security Web sites such as www 
.securityfocus.com were discovered by
penetration testing of commercial soft-
ware. Ultimately, many of these security

breaches were caused by an attacker
exploiting some kind of vulnerability to
gain control of someone’s computer,
for example. While it’s necessary, pene-
tration testing is only practical once the
software has been written and installed
on a system.

Attackers and security experts may
choose to publish their successful
exploits to prove that an attack is feasi-
ble. The exploits may even include a
sample program that allows others to
quickly reproduce the problem. How-
ever, the information and the sample
program are potentially available to
everyone, good and bad. A particular
thorn in our side are “script kiddies”—
people who lack the skill or expertise to
find an exploit directly, but who are able
to use the sample programs to attack
peoples’ computers, often indiscrimi-
nately. Script kiddies are able to do lots
of needless damage. However, by taking
an active role in security testing and by
maintaining the patches for our soft-
ware, we are able to significantly reduce
their impact.

There are many good sources of infor-
mation on penetration testing. On his
blog (blackbox.cs.fit.edu/blog/james

/archives/000176.html),
James Bach explains how
he started “amateur” pene-
tration testing while wait-
ing at airports. 

Work Safely
The best place to start
security testing is some-
where we feel safe and
secure, where our mis-
takes will go unobserved
and where any damage
will be limited. 

One option is to use a
computer that is isolated
from the Internet and
other networks, where we
load all the software via a
CD-ROM or a USB key.
We install the software we
want to test and practice
without risking being
attacked in the process. 

If we want to practice
attacking the system over
a network, all we need to

do is create an isolated network that
connects the attack and target
machines, but remains separate from
any other network. An isolated network
can be created for less than $100 and
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requires only relatively basic skills in
making the TCP/IP network settings.

However, there is a more elegant
solution that’s also easier to use. We can
use software called “virtual machine
emulators.” These are easier to manage,
and they have a number of additional
advantages. 

For example, we can expand the
number of systems that we’ll test
against, while at the same time limit-
ing our attacks to the physical
machine we’re using. Figure 5 con-
tains two virtual machines on the left
as the attackers and four virtual
machines on the right as the targets,
including an unpatched version of
Windows 2000 Server, a patched ver-
sion, a later version of Windows Server
and a Linux server running the open
source Tomcat Web server.

Virtual machines are easy to create
and configure. Once they are ready,
you can run one or more simultane-
ously and do your best to attack them.
At the end of your attack, you can
choose whether to save the attacked—
and possibly damaged—virtual server,
or to not save the changes and start
again. 

Popular virtual machines are avail-
able from Microsoft (Microsoft Virtual

PC, at www.microsoft.com/windows
/virtualpc/default.mspx) and VMware
(www.vmware.com/products/desktop
/ws_features.html). 

There are a number of other com-
mercial virtual machine programs also
available. For personal security test-
ing, I use the workstation versions of
the respective products, as these are

inexpensive and are sufficient for my
testing needs.

Getting Started
So now that we know how to create the
security test cases, and where to test,

we’re ready to start. But what will we
test?

If you are already involved in the
development or testing of a software

application, you might be able to
obtain permission to test it. 

On the other hand, there is a great
alternative that may indeed be a better
choice, since it has been designed
specifically to teach people how to do
security testing. The free application,
called WebGoat, is available at www
.owasp.org. 

WebGoat is a pedagogic Web appli-
cation with which you can learn how
to attack Web sites in various ways. It
includes graded help that starts by giv-
ing you a clue and ends with detailed
instructions on how to find vulnerabil-

ities. Although experienced security
testers might not need any help, those
new to security testing can certainly
benefit from the step-by-step instruc-
tions provided.

Try performing threat modeling
for the application, and then devise
the test cases by applying data 
mutation techniques and some of the
19 attacks mentioned above. Search
the Web sites of security tools vendors
and consultancies for relevant white
papers, and try to apply the 
techniques and methods they
describe to uncover potential security
vulnerabilities.

I hope this article has encouraged
you to learn more about security test-
ing. The various references listed
below will help you delve deeper into
this vital area of software testing. ý
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Hiring good testers is like fishing, in a
way. Once you feel a tug on your line,
you want to reel in something that you
won’t have to throw back. When
you’ve got tester candidates in your
office, you have to discover each one’s
strengths and weaknesses to deter-
mine which ones will measure up to
your needs. Here are some tips on
how to interview and screen tester
candidates so you can be sure the per-
son you hire will be a keeper. 

The first step is the job posting.
Oftentimes the QA manager or test
lead will create the job qualifications,
or sometimes they are created by a
project manager in the absence of a
dedicated QA manager or test lead.
Sometimes the qualifications are part
of a standard job description package
generated by the company, and this
may or may not have been modified to
reflect the specific job in question. 

Reviewing the Requirements
The qualifications for the posting will
vary, depending on who writes them.
Typically, the author of the list will take
one of the following approaches:

Context-Sensitive. The context-sen-
sitive approach represents an attempt
by the manager to get someone who
will have the minimum technical and
application skills to function in a specif-

ic environment, with the expectation
that some ramp-up and on-the-job
learning will be required. Usually the
qualifications will include familiarity
with, training in or experience with sev-
eral technologies, without too much
emphasis on time spent with any given
technology. For example, the manager
may request someone who has experi-
ence working in a C# development en-
vironment and is familiar with SQL
databases and Enterprise Manager. 

The manager may or may not list a
specific number of years of experi-
ence, but he or she isn’t specifically
requesting a college degree or an
extensive coding background. Ap-
proaching qualifications in this way
indicates that the manager wants the
person to be familiar with the prob-
lems and basic procedures common to
the particular environments, but ex-
pects the tester to learn the more spe-
cialized issues on the job.

These job postings will usually list a
set of expectations revolving around
documentation, testing techniques
and test planning, and will often list

them in some detail. The message is
this: It’s the knowledge of testing that
the candidate will be hired for, rather
than a particular technical skill.

Fixed Skills: This is usually the
opposite of a context-sensitive set of
qualifications. These job descriptions
usually list an extensive set of specific
technical skills the tester must have
even to be considered for the job, but
they may or may not list much of any-
thing on the test methodology side.

These postings will often describe
an SDET (software design engineer in
test) or an automation-heavy position,
where coding skills within a specific
technical environment are considered
paramount. However, sometimes you’ll
see a posting like this simply because
the person writing the list of qualifica-
tions doesn’t know much about testing
and is looking for a way to filter the
resumes by citing measurable skills. A
requirements list like this usually indi-
cates that the writer is a project manag-
er or developer.

In such circumstances, the job may
not involve much use of the required
technical skills, and might be better
served by a more generalized tester. In
fact, if the job doesn’t call for high-
priced skills extensively, a person who
actually meets the requirements could
wind up frustrated and bored.

Task-Oriented. This approach is
often a mixture of the context-sensitive
and fixed-skills approaches. Usually the
description includes one or two re-
quired technical skills and is specific
about the level of experience (in terms
of time and depth) required. It also
lists the more general, context-sensitive
expectations. The job description will

Duri Price is a partner with Exceed Training.
He has been working as a manager, trainer
and consultant in the software QA field since
1992. You can contact him at duriprice@
comcast.net.
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usually include a brief description of
the specific job a tester will be doing. 

The important thing to note here is
that the job is probably not going to be
very flexible or varied, at least at first,
and the applicants will likely need to fit
the bill closely. It’s likely that the hiring
manager wants someone who will
focus narrowly on a set of tasks, and
the manager will want to invest most of
his or her effort in teaching those tasks
to the new hire, rather than having to
teach the underlying technologies.

Turnkey. Many QA managers end
up creating a job description for an ide-
alized, turnkey candidate
who would almost have to
have worked at the com-
pany itself to meet those
qualifications. It’s unlike-
ly that many candidates
will have every possible
skill you really want.
Unfortunately, when you
narrow the field that
much, many of the peo-
ple who will send in
resumes that seem tailor-
fitted to your job did in
fact tailor those resumes
to fit it. It can be difficult
to detect a charlatan in
this situation, especially if
you came up with a long
list of specific qualifica-
tions, because all the per-
son needs is enough sur-
face knowledge to get
through a two-hour inter-
view process. 

Job qualifications will
often be steep, complex
and specific, and some-
times they will include prior knowl-
edge of systems that would be difficult
to acquire for anyone not already
working on the project in question. 

Keep in mind that the hiring man-
ager may be writing a turnkey job
description because he or she already
has someone in mind for the job and is
writing the job description to match
that person’s skill set.

General Screening
The easiest part of the screening
process is to determine technical skills.
Candidates either have them or they
don’t, though the level of skill varies,
and it’s pretty straightforward to get
code samples or workflow examples to
demonstrate facility with specific tools. 

The more difficult part is determin-
ing how much testing technique they
know. Part of the problem here is the
lack of conformity on terminology for
testers. Here are some guidelines:

Test Cases. Most testers should
know how to write test cases and man-
ual scripts, and they should be familiar
with basic documentation. One ap-
proach is to ask them to write as many
test cases as they can come up with in a
few hours for Microsoft Word’s Font
dialog box, which is found under the
Format drop-down menu. A good test-
er should come up with a hundred or

so for the entire thing—
and many more than that
if you want to go deeply—
but for a few hours’ work,
something like 10 to 20
would be good. 

The exact format of
the test cases/scripts isn’t
important, as long as they
are clear, consistent and
not completely repetitive.
Use this yardstick: If the
recruiter can understand
the test case, it’s a good
test case. The objective is
to be able to write clear
and thorough cases that
someone other than the
writer can execute.

The Toaster Test. Ask
candidates for at least 20
ways in which they’d test a
toaster. Don’t give them a
specific toaster (a good
tester will go out on the
Internet and find one to
use for a spec). Most can-
didates should be able to

come up with at least 30 ways if this is a
non-timed test. If you want to know
how organized candidates are and how
much basic terminology they know, ask
them to classify those tests. 

Some testers will condense multiple
tests into one test class and end up
with fewer than 30. If this is well
explained and classified, fine. If the
tester does things like listing one test
as moving the slider to “dark” and
another test as moving it toward
“light,” you either have someone
unclear on the concept of testing or
someone who’s trying to fluff the num-
bers. Also, if the candidate stops at 20,
you have someone who isn’t likely to
do more than he’s told. Testers need to
be aggressive about testing.

Scenario Tests. Come up with a sce-
nario that is based on a real-world set
of events. The objective is to see how
the tester thinks under pressure, but
with real-world tangible events. You’ll
learn how they investigate, prioritize
and communicate—three of the criti-
cal “soft skills” for any tester.

The tester should be presented with
the general scenario and the first
symptoms of a bug. Then the tester
needs to investigate the bug and go
through the reporting process. 

A scenario test works best when the
scenario involves an imminent dead-
line, a bug that is symptomatic of a
larger problem and some misdirection
on the part of the supporting services.

Puzzle Tests. These are the standard
Microsoft logic tests. They typically in-
volve categorizing abstract items by
shape or color, and the tester is sup-
posed to sort them or evaluate them
with some sort of abstract constraint.

These are good tests for developers,
as they reflect the thought processes
that go into development, which is a
highly abstracted process involving
many meta-states and invisible con-
straints. Unfortunately, puzzles are also
a terrible measure of testing skill.

A tester’s thought process is very
different from a developer’s thought
process. The tester is investigative and
is looking for concrete information to
base a bug report on. Puzzle tests don’t
emphasize these strengths, and they
tend to confuse and frustrate testers. 

I find that most hiring managers
who use these are developers and are
simply using a tool that works well for
them in the interview process for
developers. Don’t do it to testers. Many
of the best testers will immediately be
thrown off by the artificial nature of
the “problem” and will have difficulty
applying the skills you’re most interest-
ed in. This difficulty has nothing to do
with their effectiveness as testers.

What to Look For
There are a number of behaviors and
personality traits to look for in testers.
Here are some of them:

Analytical. Many different personali-
ty types can make good testers, but one
thing they all share is an analytical
nature. They may be organized to
greater or lesser degrees, and they may
be methodical or inspired, but they will
look at a problem and analyze it in
detail until they feel they understand it. 
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Communicative. Clear and consis-
tent communication is critical to test-
ers, more so than to developers. I’m
not talking about spelling problems or
bad grammar, I’m talking about the
ability and the will to get ideas across.
Language barriers can be worked
around, but a tester must be proactive
about communicating until the ideas
have come through clearly. Testing is a
reporting function. Those who can’t
communicate well can’t report. 

Inquisitive. A good trait in testers is
to ask many questions, even before
they start testing. In the job interview
process, candidates should be asking
questions about the test team, the
technology, the standards of docu-
mentation, planning and support, etc.
This indicates that they’re investiga-
tive, which is what the job is all about. 

In the workplace, they’ll need to
aggressively seek out information from
Day One of a project, and if it’s not
readily available they’ll need to put it
together themselves. It’s common for
testers to operate in poorly supported
environments with little written docu-
mentation. That just means they need
to write their own and hunt down the
information to do so.

The same applies to looking at
problems such as bugs or strange
application behavior. A good tester
should look at something and say,
“Why is it doing that?”

Skeptical. One of the most impor-
tant tester traits is a tendency not to
take data at face value. Good testers
will always check and cross-check
their findings before accepting them.
They’ll do the same thing with any
information they’re given. They
should be suspicious of that informa-
tion until they’re convinced it’s cor-
rect. In the real world, they will fre-
quently be misled by bad data in one
form or another, and they’ll need to
be prepared to field that. 

Broadly Focused. The tendency to
focus all of your attention on one
thing is a benefit for developers. It’s a
liability, though, for testers. A tester
needs to keep track of many things at
once to work out what’s being tested
and analyze the results. Testers who
hyperfocus tend to miss things or
make bad assumptions. It’s preferable
that a tester be able to multithread
most of the time, and drill down only
as needed. An ability to maintain a
sense of perspective is critical.

Widely Experienced. Many of the
best testers have worked in a number
of different environments that used a
variety of different technologies. Such
broad experience exposes them to a
wider variety of problems, testing con-
cepts, and documentation and plan-
ning styles than they would have
encountered had they only worked in
a single environment. Widely experi-
enced testers may not have quite as
much technical depth, but they’re like-
ly to be more adaptable and more
capable than someone who has not
had the same breadth of experience. 

Enthusiastic. Tester burnout is a
common problem. The job can be
tedious and frustrating, and testers
can often feel rather unloved. When

testers burn out, they rapidly become
useless—and in many cases counter-
productive. In general, when testers
are presented with a problem or a
question, they should enthusiastically
pursue it. Further, they should be-
come progressively more enthusiastic
about doing so until they start to run
out of ideas. 

If a candidate doesn’t demonstrate
this kind of enthusiasm in the inter-
view or screening process, he or she
most likely won’t suddenly become
enthusiastic on the job. Sometimes it’s
just a matter of the candidate over-
coming a sense of intimidation in the
interview, but you’ll usually know
when that’s the case.

Even-Keeled. Testers can come
under a lot of political pressure, not to
mention time pressures and social
pressures, in the workplace. They are

characteristically perfectionists who
tend to want their product to be per-
fect. What they can’t be, though, is too
high-strung. 

There will be many reverses and
problems in your hire’s daily job, and
he or she will need to be able to weath-
er the buffeting without resorting to
heavy use of sedatives in the work-
place. When a product is shipped
against their recommendation, the
tester will have to be willing and able
to ask: “Did I do the best job I could to
find and report the problems?” If the
answer is yes, he or she needs to be
able to accept the decision without tak-
ing it as a personal attack.

Knowledgeable About the Life
Cycle. It’s worth mentioning that a
tester who understands the develop-
ment life cycle—any development life-
cycle—has an advantage. Such testers
will understand where to get involved
in that life cycle (the answer, if you’re
curious, is: as early as possible) and
how things will play out during the
cycle. It’ll make their lives much easier.

Formally Trained. As a professional
trainer, I’m understandably an advo-
cate of formal training, but there’s a
reason beyond the requirements of my
own job. I’ve found that testers with
formal training are usually more
organized and consistent in their
efforts. They’ve learned how to take
many of the nebulous and poorly
defined ideas of testing and sort them
into categories, which gives them a
ready-made set of tools to apply when
they’re presented with a job. A B.S. in
computer science isn’t necessary. 

For those testers who lack formal
training, self-education in the form of
books and seminars is a boon. If they
have in their personal library two to
five good books on testing topics, and
they have read at least some of them,
it’s clear that they’ve been trying to
organize their approach and learn
new tricks.

Landing the Big One
Ultimately, you’re looking for both a
skill set and a personality type in the
candidates you interview. The bottom
line is this: You want to hire a tester
who has everything—one who is
steady under pressure, inquisitive,
intelligent, motivated, capable of
interacting with people, adaptable
and thoughtful—and just plain good
at breaking things. ý
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If you’ve been asked to start or grow
a testing team, you’re probably won-
dering, “Where do I start?” Since test
teams today are expected to find
more bugs in less time, in increasing-
ly complex environments and with
less guidance than ever before, the
answer can seem elusive. The typical
answer is “Why, process improve-
ment, silly.” We would like to suggest
a different path.

“Why, process improvement, silly”
tends to lead to little arrows and dia-
monds and squares. Process improve-
ment efforts tend to be led by a small
of pool of “elites” who design process-
es for “resources” to execute. Even-
tually, the elites go away and some
tester has to sit down, design the tests
and execute them. At that point, the
defined process is irrelevant com-
pared to the skill and talent level of
the person designing the tests.
Process improvement doesn’t specifi-
cally improve skills, so growth is gen-
erally left up to the individual. 

As leaders, we can’t magically

improve the skills of our staff mem-
bers, but we can lead them toward
improvement. Skills improvement
offers a distinct contrast to process
improvement: It involves engaging
the whole team for the purpose of
leading people to do better work.
Personally, we find the skills-based
approach refreshing, redeeming—
and all too often ignored. 

Now that we have an answer to
“Where do I start?” we need to address
how to do skills improvement. The
“how” here involves basic leadership:
mentoring, inspiring, coaching—
things we do every day. Formalizing
things a bit, picking which skills you
want to work on and investing time and
effort in leadership will have a direct

Patrick Bailey is on the faculty of Calvin
College. Previously, he worked in software de-
velopment and project management. You can
reach him at pmb4@calvin.edu. Matthew
Heusser is a manager of outsourced, integra-
tion and Web projects. He holds a B.A. in math-
ematics and an M.A. in computer information
systems. Contact him at mheusser@charter.net.
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impact on your team’s ability to deliver.
We would like to help with that

skills selection process by providing a
list of key skills to think about—and
some guidance as to when to empha-
size each of them. Instead of a com-
plete, exhaustive list, we’ll work with
a manageable list of things you might
want to think about. We will organize
those things into categories repre-
senting each stage of the manage-
ment catchphrase of “forming, storm-
ing, norming, performing.” (See side-
bar, below.) With only a handful of
skills listed per growth phase, you
could tackle them one at a time, or
one per person.

Along the way, we’ll also offer rec-
ommendations as to where to go to
learn the skills, including books, class-
es and Web sites. We’ve tried to make
that list realistic—training your com-
pany might actually send you to,
books your company might actually
pay for (or books you can get at the
library and read for pleasure!) and
Web sites that offer free, high-value
information written in plain English.

This article offers advice on what
roles and skills should be introduced or
nurtured at each stage. We also offer
recommendations as to pertinent liter-
ature along the way.

Forming the Team
If you are trying to fill headcount and
figure out budgets, then you’re proba-
bly in the “forming” stage. Unless you
can finance a dream team, forming
the team will be all about tradeoffs.
More than likely, your choice of test-
ing team members will come from a
pool of fresh college graduates or
hungry, unemployed software devel-
opers, or by promoting or hiring non-
technical people into a nontechnical
black-box testing role. 

If that leaves out seasoned test pro-
fessionals, you certainly should consid-
er bringing in a consultant who can
provide ongoing guidance. If you
can’t afford or can’t find test profes-
sionals, and you can’t afford a consult-
ant to help, then skills development
and training opportunities become
even more critical.

Before discussing critical skills in
the forming stage, first we must
debunk a myth: that testing should
exist solely as a promotion path into
development. The logic is seductive:
Testers can’t mess much up, because

they don’t write production code.
And when testers are finally promot-
ed to development, they will know the
system they will code on, and they will
have a healthy respect for errors. 

We understand that hiring a tester
with some development skills may
round out the team, but we strongly
advise against staffing the team entire-
ly with people who view testing as a
transition job. If testing is a transition
job, this makes development “the real
skill to learn.” Testing is a craft in and
of itself, with a different skill set, and
it must be treated that way. 

For each stage of the model, we
would like to talk about a few key skills
to nurture and encourage at that
stage. At the forming stage, it’s founda-
tion skills you’re looking for in team
selection. Skills to think about during
this stage include the following:

Critical Thinking. Critical think-
ing involves conceptualizing, apply-
ing, analyzing, synthesizing and eval-
uating information to reach an

answer or conclusion. This is noth-
ing less than the ability to learn a sys-
tem and attack it to see if it holds up;
we emphasize critical thinking for
testers at all times. 

You can test anything—from soft-
ware under evaluation to require-
ments. Doing that testing requires
skills in conceptualization, analysis,
evaluation and such—critical think-
ing skills that are taught in the liberal
arts, philosophy, law and hard sci-
ences. Our advice: Recruit testers with
these skills, or create an aggressive
training program to develop them. 

The traditional way to learn critical
thinking is to read Aristotle, and most
community colleges have a night
course in the philosophy of symbolic
logic or rational thought. There are
plenty of Web resources on logical fal-
lacies, but for light reading, try Isaac
Asimov’s “I, Robot,” Robert Hein-
lein’s “Orphans of the Sky” or Robert
Asprin’s “Phule’s Company” (Ace
Books; reissue ed., 1990). 

Risk Management. Consultant and
author Lee Copeland claims that test-
ing is applied risk management, in
that we have a limited amount of
time to test an infinite combination
of things. Testers need to determine
and communicate risks to manage-
ment, and they must prioritize the
risks, deciding how much to invest in
testing what. 

Few people make the connection
between risk management and testing.
We suggest recruiting staffers with at
least basic risk management skills, or
adding these capabilities to your team
early on; it can make your life much
better. “Waltzing With Bears: Manag-
ing Risk on Software Projects,” by Tom
DeMarco and Timothy Lister (Dorset
House, 2003), is the principal book on
software risk management. Another
book that offers practical hands-on
guidance is “Risk Management in
Software Development Projects,” by
John McManus (Butterworth-Heine-
mann, 2003).

Basic Test Techniques. Presumably,
most of your staff members understand
and can apply boundary values testing,
decision tables and exploratory testing.
But if every candidate you hire thinks
these terms are gobbledygook, consid-
er special training or a contractor. 

If “training” consists of “go read a
book,” we can recommend one: Lee
Copeland’s “A Practitioner’s Guide to

4 STAGES OF TEAM BUILDING

• Forming: At this stage, the team is being
assembled. While introductions are made,
team members will not necessarily have a
comfort level with each other at this point.
However, their specific roles can be defined
at this stage.
• Storming: In the “storming” phase, dif-
ferent ideas compete for consideration. As
team members define their roles, conflict is
inevitable. The storming does not necessar-
ily occur at a personal level—it’s more due
to different viewpoints finally being exam-
ined. It is also a byproduct of the learning
process each team member is going
through. This may be, perhaps counterintu-
itively, the stage at which there can be the
most effective, long-lasting form of team
building.
• Norming: Team members are now com-
fortable in their roles, and there now exist
working relationships based on agreed-
upon standards.
• Performing: At this stage, team mem-
bers have become naturally synchronized in
thought and action. Although they have
been achieving prior to this, now they have
exhibited that the sum has become greater
than the parts.

It’s important to note that this is only a
model—an imperfect approximation that
enables a high-level discussion. Further, this
is not a process maturity model such as
CMM or TMM—it is merely a model of how
relationships evolve on a team.We found this
model helpful; more information is available
online at www.chimaeraconsulting.com/
tuckman.htm.
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Software Test Design” (Artech House,
2003); he also offers tutorials and
workshops at www.sqe.com. The Soft-
ware Test & Performance Conference
(stpcon.com) also covers test tech-
niques in considerable detail. 

There are some excellent test train-
ing Web sites: satisfice.com, testing
.com and developsense.com all have
good, free information on test tech-
niques. Testingeducation.org is a fed-
erally funded site with entire books,
lectures and courses available online
for free. Finally, Paul C. Jorgensen’s
text “Software Testing: A Craftsman’s
Approach” (CRC Press, 1995) is worth
investigating. His coverage includes
presenting the choices available to you
in test design.

Domain Knowledge. The team
needs to have someone who has a
deep or personal knowledge of the
specific field or domain the software
addresses. For example, developers of
a golf course ERP system (don’t
laugh, they exist) might look to hire
customer service representatives, its
trainers or possibly ERP system users.
If your test team doesn’t have domain
knowledge, you can develop it through
exposure and example. 

Storming
During the “storming” stage, different
ideas compete for consideration.
Team members vie for position as they
attempt to establish themselves in rela-
tion to other team members and the
leader, who might receive challenges
from team members. The conflict
involves questions like: Does the test-
ing instill quality? Do the testers pro-
vide information to decision-makers?
Do they make go/no-go decisions on
product releases? At this critical point,
our recommendations for skills devel-
opment include people skills, such as
negotiation and facilitation.

This storming occurs for several
reasons. First, the larger organization
may believe that many of its quality
issues will go away because of the
newly formed testing team. Second,
the customers of the testing team
(the internal developers and the
organization) will have a new step on
the path to delivery. The organization
may want to skip the testing phase
when pressured by a deadline, or per-
haps the developers will stop per-
forming unit tests because testing is
now someone else’s problem. Over-

coming these little tests of definition
requires an agreement on some hard
statements like:

• Software testing is not debugging.
• Software testing is not automati-

cally a threat to a developer’s 
career.

• The new, additional bug reports 
are an indication of improving 
software.

• Software testing is a planned, 
disciplined process.

• Software testers will not solve all 
your problems overnight.

Until there is some consensus on
what testing is and how it’s done, the

conflict can tug at productivity and
hurt the team politically. 

Bad political moves can sink a
team before it’s really started; Ben
Franklin is credited with the state-
ment “We must all hang together, or
assuredly we shall all hang separately”
at the signing of the Declaration of
Independence. For our purposes
today, hanging together requires hav-
ing a guiding testing philosophy that
will provide a bond among testing
team members, developers and cus-
tomers. The time to build that philos-
ophy is during the storming stage.

How can a team and its organiza-
tion develop a testing philosophy?

In our experience, this happens
when team members have some sense
of ownership and control. That’s right:
We are suggesting that the team itself
define what it can do and how it will

do it. That sense of ownership and self-
control will kick-start self-management
and self-learning, making skills im-
provement a habit—a way of life.

To succeed here, consensus-build-
ing is needed to resolve conflicts and
enable group decision-making. This
can be done with the following build-
ing blocks.

Systems Thinking. Where critical
thinking is destructive in nature, sys-
tems thinking is essentially construc-
tive. A skilled critical thinker can iden-
tify an intellectual shantytown—say,
for example, a bogus maturity model.
It would then take systems thinking to
provide a better, alternative model in
its place. A good place to start is “An
Introduction to General Systems
Thinking,” by Gerald Weinberg (Dor-
set House, 2001), though the first vol-
ume in Weinberg’s Quality Software
Management series, “Systems Think-
ing” (Dorset House, 1992), is also
worth reading. Robert Heinlein’s book
“Starship Troopers” and Orson Scott
Card’s books, such as “Treason” and
any title with the word “Ender” in it,
also contain applied systems thinking.

Formal Facilitation Training. Facil-
itation is the art of bringing out the
best ideas of a group and building a
consensus around those ideas. While
this is certainly useful for officially
anointed leaders, we recommend it for
each member of the testing team; they
often become leaders in certain areas
because of their specific roles. 

While facilitators should remain
neutral in their discussions, organiza-
tions will seldom budget for a full-time
facilitator in addition to regular
staffing. A member of the testing team
can facilitate a discussion of testing
practices despite a lack of neutrality.
We have found that a trained facilitator
understands the value of maintaining a
level playing field in building consen-
sus, as well as the techniques involved. 

There are many books and training
programs on the subject of facilitation,
but we will limit our recommendations
to three: The works of Esther Derby
and Naomi Karten, and the AYE Con-
ference (www.ayeconference.com).

Negotiation Training. While testers
are trying to ship the best possible
product, project management is try-
ing to hit deadlines, and senior man-
agement just wants to make money.
Most people view negotiation as “your
desires or my desires,” with a winner
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and a loser or a compromise that
pleases no one. 

Modern negotiation practices pro-
vide a better way: helping different
groups find mutually beneficial
ground. For instance, it’s natural that
the testing team and the developers
will disagree on processes for
changes, particularly for “emergency”
fixes. The discussion should not start
with a focus on the mechanics of the
process, but the intent of the process.
In essence, testers need to follow
Covey’s advice in seeking to under-
stand before being understood. This
is easier said than done, and it
requires practice. To learn these
skills, we recommend Fisher and
Ury’s classic “Getting to Yes: Nego-
tiating Agreement Without Giving In”
(Penguin; 2nd ed., 1991). 

Agile Techniques. Many of the
conflicts that arise during storming
involve what your organization
“should” do during this phase, and
the resulting expectations. Does “dis-
ciplined” mean “methodical and
process-driven”? Does “robust” mean
“document-centric”? Do you desire
quick releases? Feature or require-
ments freeze? The agile movement
(www.agilemanifesto.org) offers a dif-
ferent approach, moving away from
heavy process and toward quick deliv-
ery of “good enough” product, with a
focus on human relationships. Some
agile techniques apply to the testing

world, and Lisa Crispin’s book
“Testing Extreme Programming” (Tip
House, 2003) covers that ground.

Additional Testing Techniques. In
the storming phase, when the team is
struggling to chart its own destiny,
sending team members to confer-
ences and training might be ideal.
Does the team want to perform load
testing? Are they a testing team, or
are they responsible for some deeper
meaning of “quality”? Be aware: If
your team doesn’t try to define this,
someone else will. 

BZ Media sponsors the aforemen-
tioned Software Test & Performance
Conference, and Software Quality
Engineering sponsors numerous
tester training events (www.sqe.com).
If you can’t find room in your budget
for formal training, “Lessons Learned
in Software Testing,” by James Bach,
Bret Pettichord and Cem Kaner
(Wiley, 2002), is a collection of wis-
dom from three renowned experts. 

Norming
Finally, the team has defined itself.
Armed with a clear vision, we now
have to execute. This means the indi-
vidual staffers are gaining expertise,
learning what works and what doesn’t
work by doing it. Because things are
finally happening, senior manage-
ment is probably starting to crank up
the heat for better results, shortened
test cycles, etc. To deal with these new
challenges, focus on the following
skills during the “norming” stage:

Test Automation. We believe that
before you can automate anything,
you must first define it, perform it for
some time and truly understand the
issues involved. For that reason, we’ve
waited to list test automation until
after storming is over. Once your
team is established, system and
acceptance test automation can fur-
ther enable quick releases and incre-
mental development. To help realize
effective test automation, we recom-
mend Dan Mosley and Bruce Posey’s
book, “Just Enough Software Test
Automation” (Prentice Hall, 2002). 

Another phrase for the process of
“piecing together” test automation is
“homebrew” test automation; Bret
Pettichord (www.pettichord.com)
has done some impressive work in
this area. On the developer testing
side, Micheal Schwern offers a free
talk (www.wgz.org/chromatic/perl

/Test-Tutorial.pdf; the audio can be
accessed at www.perl.org/yapc/2002
/audio/schwern-test-tutorial.wav
.mp3). Java developers may want to
read something by Kent Beck.

Software Development. Test auto-
mation often requires programming
skills, so you may pursue these in par-
allel. Encouraging your testers to “get
technical” will also help them com-
municate with the development team. 

For what language to learn, you
could try to pick up a language the
development team is already using
(consider a night class at a communi-
ty college, or just buy the book and
ask for help), or pursue a test automa-
tion language. Perl is a proven test
automation language; it is powerful,
easy to learn and popular. Randal
Schwartz and Tom Christiansen
authored an excellent book called
“Learning Perl,” now in its third edi-
tion (O’Reilly, 2001). 

Effort Estimation. A great deal of
testing is simply doing the best we can
within the time we’ve got. Instead of
testing until the clock runs out, actual-
ly predicting a test schedule is a surpris-
ingly high-maturity thing to do. It
requires an understanding of how
good is “good enough,” how long it
will take developers to fix bugs, the
percentage of regression errors that
typically shake out of fixes, etc. It’s pos-
sible to learn more and more about
these things, to do better prediction—
and, in fact, it’s a skill. Rex Black
(rexblackconsulting.com) and James
Bach (satisfice.com) have two very dif-
ferent approaches to test estimation.
We cannot recommend one single
approach; you’ll have to play with both
and customize the approach to your
environment.

Requirements Inspection Skills. If
the requirements are vague, incom-
plete or inconsistent, the software
developers are out of luck before
they’ve started. Then again, testers
can test more than just software.
Getting your testing team involved in
the requirements review process can
prevent defects and shorten your
time-to-market.

Exploratory Testing. Testing the
software by using it and bending it
in different directions is the essence
of exploratory testing. This tech-
nique can find an entirely different
set of bugs than traditional require-
ments-based testing approaches do.
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Bach has done some great work in
this area, and he offers regular tuto-
rials and training sessions. 

Usability Testing. Beyond the char-
ter of many traditional testing groups,
usability testing affects the customer’s
ability to use the software, which can
have a huge impact—both on pro-
ductivity for internal software and on
return on investment for external
software. Even though it is “off-char-
ter,” usability testing might be a natu-
ral fit, one that senior management
will understand and attach
importance to. 

For good reading on
usability testing, try Joel
Spolsky’s free book on user
interface design, available at
www.joelonsoftware.com. An-
drew Starling also has an
interesting article on “true”
usability testing posted at
wdvl.internet.com/Authoring/
Design/UsabilityTesting/.

Monkey Testing. “Monkey
testing” involves a program
that points, clicks or types ran-
dom things at random places
on the screen. Tying that up
to record/playback and playing back
the last 10 seconds before a crash can
be surprisingly educational, for a rela-
tively small price. Once you’re past the
small initial programming investment,
monkey testing is a fast and cheap way
to explore the software and find
defects that might otherwise remain
hidden. Advanced monkey testing
moves into model-based testing, where
you describe the various states the soft-
ware “should” travel through and then
run tests to take random paths. Harry
Robinson, perhaps the best-known
evangelist of model-based testing, has
done considerable writing and speak-
ing in this area (www.geocities.com
/harry_robinson_testing/robinson
.pdf). 

Other good skills for this stage in-
clude design, feedback analysis, per-
formance testing and security testing.

Performing
The “performing” stage does not
indicate perfection, only that the
team is stable and is jelling. Perform-
ing is a stage of continued growth,
and the team can now work toward a
higher level of self-management.
You’re finally getting to the point
where John R. Katzenbach and Doug-

las K. Smith’s “The Wisdom of Teams:
Creating the High Performance
Organization” (Collins, 2003) can
have direct application. 

For example, each team member
may become an expert in a specific
area or two and can take responsibili-
ty to mentor others. In short, the per-
forming stage is a period where team
members should continue to follow
Covey’s advice to “sharpen the saw,”
or, as the U.S. Army advises in its
Army Field Manual 22-100, “Military

Leadership”: “You must constantly
stress bonding, learning, training,
teaching, coaching, caring, and team-
work because they lead to cohesion.
Your goal is to develop the full poten-
tial of every soldier in your unit so
that individually or collectively they
could continue and complete the mis-
sion in your absence.”

That is the fundamental problem
of organizational learning: It requires
that we step away from the busy busi-
ness of production to work on some-
thing more long-term. Stepping away
means investment, which costs time
and money now and pays off later—
something that far too many man-
agers and executives are unwilling to
deal with. 

Welcome to management. Nobody
ever said this stuff was easy.

Some ideas on what to invest in
during the performing stage: a con-
tinued emphasis on critical thinking;
performance metrics; test architec-
ture; assisting and pairing with devel-
opers on unit tests; and programming
skills and model-based testing.

What to Do Tomorrow
We have tried here to not describe a
laid-in-stone learning and growth

model; different teams have different
challenges and grow in different
ways. Instead, our goal in this article
is to provide a flexible framework,
along with some things to think
about as you analyze your team and
list its goals. Sooner or later, you will
have to sit down and set some of those
goals, and make plans and changes to
meet them.

As you do this, start small.
Analyze where your team is along
the continuum of “forming” to “per-

forming.” Pick an appropri-
ate, specific skill for the
team, or at most one skill
per person. Focus on skills
with a high bang for the
buck that will be visible to a
high-level stakeholder. 

Find a book, class, Web
site or conference for the
staff to learn from, and pro-
vide the opportunity for
them to practice their newly
acquired skills. This doesn’t
have to be hard; many of the
books we recommend above
are an afternoon’s read of
escapist fantasy. 

Make sure the person who learns a
skill is somehow rewarded—even if
that’s nothing else than the pride in
learning something new, and the
implicit understanding that personal
development is just something we
professionals do around here. 

Then do it again and again and
again. 

C.S. Lewis once said, “If in your
working hours you make the work your
end, you will presently find yourself all
unawares inside the only circle in your
profession that really matters. You will
be one of the sound craftsmen, and
other sound craftsmen will know it.” 

Developing sound craftsmen, or
skills improvement, is a fundamental-
ly different approach to our responsi-
bilities than process improvement. It
means focusing on making our peo-
ple better, instead of trying to idiot-
proof the process. 

The great thing about building an
inner ring of skilled craftsmen is that
this is essentially about building a com-
munity—something Tom DeMarco
has described as the essence of true
management, a noble calling. 

Then again, it’s no big deal. Just
something we professionals do around
here. ý

•
Focus on appropriate, specific skills

with a high bang for the buck that will

be visible to a high-level stakeholder.

•
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“To err is human, but to really foul things
up requires a computer.”—Philip Howard

The Panchatantra tales, which are
among the most influential fables in
Sanskrit literature, are fables that were

compiled between the 3rd and 5th
centuries A.D. and were subse-

quently disseminated throughout
Europe and Asia. Mantras are the

essence of the Tantra, the concise gist
of the matter, and aid in practical
application. 

This article, which plays off of the
idea of tantra and mantra, is about my
experience with testing the embedded
controller of the Indian Light Combat
Aircraft (LCA) and presents some
practices in the form of mantras.

At the Aeronautical Development
Agency, we use a method called non-
real-time testing to test our software.
In this article I will discuss the test
setup in brief, the method of generat-
ing test cases manually and automati-
cally, the various errors found, why
they were caused and how they could
have been avoided. Finally, I will offer
some best practices. 

The applicability of the various best
practices and experiences—the man-
tras recounted here—to individual
testers in their own specific fields will
depend upon their ingenuity. Some of
the experiences will be familiar to
many readers in this field, but this
serves to emphasize the fact that the

Yogananda Jeppu works with the Aero-
nautical Development Agency, Bangalore,
India. He has been testing safety-critical 
software for the past 14 years. You can 
contact him at yvj@css.nal.res.in.
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problems are universal. As they say,
human folly is international.

Indian Light Combat Aircraft
“After these years of experience, I look
with amazement on our audacity in
attempting flights with a new and
untried machine under such circum-
stances.”—Orville Wright

The Indian LCA, called Tejas, is a
modern fighter aircraft with an unsta-
ble airframe. It is controlled by a fly-
by-wire quadruplex redun-
dant control system. The
control algorithm and the
air data system algorithm
form the two safety-critical
components of the onboard
Digital Flight Control
Computer (DFCC) software.
The control design team
designs the control system
and the air data system. The
software design team codes
the algorithm in the Ada lan-
guage. The control design
team provides a functionali-
ty document that includes
block diagrams (models)
and a sample Fortran (yes, we still use
Fortran!) code. 

The sample code is a true repre-
sentation of the functionality and is
used for flight simulation on various
platforms. This code is also used to
generate the expected results for tests
on various platforms. An Indepen-
dent Verification and Validation
(IV&V) group checks the test case
design and verifies the onboard code.
The compiled documents are submit-
ted to the certifying agency for formal
certification and flight clearance. 

Now that we have covered the
setup, let’s look at the testing part.

Start Early
“A habit that started at three will continue
until eighty.”—Korean proverb

Management was concerned at the
very start of the project about the
fidelity of the Ada code. In various
forums, they asked the question,
“How are you sure that the Ada code
truly represents the functionality?”
Management’s realization of the criti-
cality of the onboard software is cer-
tainly worth mentioning. The result
was the formation of a small team
with responsibility for testing the safe-
ty-critical part of the code thoroughly. 

The head of the control design

team issued this mandate: “Think of
us all as dumb. You go ahead and test
the code in any fashion. Remember
that you are going to sign off on it
before I do.” 

What is noteworthy is that the team
members consisted of members of the
control design team and the IV&V
groups. A member of the software
group would have been ideal, but this
was managerially impossible. 

This synergy of our workforce has

worked wonders in the test process.
The team was formed well in advance,
and by the time the first version of the
code was released, the team had a
setup and test process well in place.

Mantra: Start early. The project
should have an independent test team
comprising various experts. A person
with system knowledge and another with
coding knowledge are essential ingredi-
ents for the test team. Complete freedom
to operate independently is a requisite. 

Develop a Toolbox
“Man is a tool-using animal....Without
tools he is nothing; with tools he is all.”—
Thomas Carlyle 

The first task for us was to look for
some tools to use for testing. Ready-
made tools are available that perform
static analysis and help in metrics col-
lection during dynamic tests. How-
ever, these tools targeted specific seg-
ments of software development and
specific software applications. For us,
there was no tool available that could
take the control system specification,
come up with test cases and at least
provide a platform for checking the
test cases. Matlab and Simulink (from
Mathworks, www.mathworks.com) now
provide a verification toolbox, but
when we started this project, Matlab

did not even have a good user-inter-
face design tool. 

We decided to develop our own
tools using the Matlab software and a
Visual Basic front end called PACTS
(Platform for Automatic Control law
TestS). The reason for selecting VB
was that it had an interface with
Matlab, and I liked the BASIC lan-
guage. The Fortran code developed
by the control design team was the
reference model. This code was com-

piled as a DLL and inter-
faced with the VB code. The
idea was to minimize the
chance of code corruption.

We designed the test
cases using PACTS. We
decided to store the test
description rather than the
test data itself. This was a
good choice, as the test
description could be con-
verted to a Word format eas-
ily and released as Requests
for Tests. PACTS read the
test cases, generated the test
waveforms and injected
them at the selected test

input points. There was a provision to
select the data output location (inter-
mediate variables) specific to a test.
The Fortran model was executed on a
PC by PACTS.

The scope of the testing was con-
strained to test only the safety-critical
algorithm part of the Ada code in a sin-
gle-strand mode. The Ada code was
clipped and stubbed to remove all four-
channel operation. The four-channel
operation was being tested at other
platforms as part of the integration
tests anyway. An Ada driver was
designed to generate waveforms similar
to PACTS. The test case and the Ada
code were executed on a single-board
computer with a processor similar to
the DFCC. The testing was done in a
digital domain, with digital inputs and
outputs. A few test cases were executed
to test the various waveforms, and then
the setup was ready for execution.

Mantra: Develop the toolset required to
test your specific system. You are the best
judge for that. Start the process very early,
at the system specification level. Questions
on what to test and how to test during the
specification stage can lead to testable soft-
ware. Plan to capture intermediate vari-
ables, especially in an embedded applica-
tion; this will result in minimum code
modification during testing. Define the

•
Define the scope of the testing. 

Trying to test everything is both 

impossible and futile. 

•
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scope of the testing. Trying to test every-
thing is impossible and futile.

Verify Your Test Cases
“Aristotle maintained that women have
fewer teeth than men; although he was
twice married, it never occurred to him to
verify this statement by examining his
wives’ mouths.”—Bertrand Russell

We decided to do the testing in an
end-to-end manner like a black box
functional test. The test cases were
designed to consider the software
under test as components of the con-
trol system rather than as a piece of
software code. Thus we could limit
the test cases to a finite number. 

The test cases were a multiple of
the total number of control system ele-
ments in the design—filters, nonlin-
earities, rate limiters, amplitude lim-
iters, math operation blocks, etc. The
test cases that were designed for a spe-
cific block exercised that control sys-
tem element completely. For example,
a nonlinear block changes the charac-
teristic of the input signal based on the
input/output relation, defined in a
lookup table. If this component is to
be tested completely, the input should
be a slow ramp and should cover the
complete data range defined for the
input or x axis. The output point was
selected to be as close to the block
under test as possible. This verified the
block without having the output possi-
bly be affected by components that
come after the block.

We verified all the test cases on a
delta model, based on error seeding.
The delta model was a copy of the
model code, doctored with errors. In
the example of the nonlinearity,
adding a small delta change corrupts
the x and y data. Test cases designed to
exercise this component were execut-
ed on the delta model and the model
code. We proved the capacity of the
test case to trap similar errors if the
error between the two sets of outputs
was higher than the specified thresh-
old. The verified test case was then
brought under configuration control
by giving it a unique name.

A lot of attention was given to the
process of configuration control. A
test case, when brought under config-
uration control, generated a text file
with the particulars of the test case and
an input file for the Ada driver. The
text file contained the description of
the test case, the name of the test case

designer, a date and time stamp, and a
version number. Any changes made to
the test case automatically changed
the version number. When executed
on the model code or the Ada code,
the test case generated specific output
files containing the test case details
and the output data. This helped sig-
nificantly in the automation of the test-
ing and test reporting.

Mantra: Verify your test cases. Are
they capable of doing what they have
been designed for? Split your testing into
manageable components to narrow the
field of testing. It is easy to select the test
cases to be run for regression. Bring the
test cases under a configuration manage-
ment system. Verification of test re-
peatability and certification will follow
automatically.

Automate Testing
“The more we reduce ourselves to machines
in the lower things, the more force we shall
set free to use in the higher.”—Anna C.
Brackett

Test auto-
mation is the
key to managing
the test process. We
emphasized test au-
tomation from the
beginning. 

A major hurdle we had
to overcome was to deter-
mine the test pass/ fail crite-
ria. System-level testing with
analog-to-digital converters intro-
duces noise into the system, which
significantly increases the error
bounds for test clearance. The digital
nature of our testing reduced the

error bounds drastically, but then we
had to decide the exact figure we
would use. Statistics helped in decid-
ing the bounds; first, we produced a
histogram of the number of test
points and the error percentage. A
bound of 0.02 percent was fixed for
the pass/fail criteria based on our
observations.

The Ada driver input files were
uploaded to the VAX machine and
executed on the single-board com-
puter in batch mode. Batches of test
results were downloaded to the PC
for analysis. The Fortran model was
executed and the test data compared.
A test report was automatically gener-
ated. The test report indicated if the
test case had passed or failed. 

In case of failure, the number of
failures and the number of points
that had failed were also indicated.
All failed cases were analyzed manual-
ly and problem reports released. It
was mandatory that all the problem
reports be closed before the software
could be cleared for flight.

Mantra: Test automation is the only
way one can save time in a test activ-

ity. Run parallel tests to speed up
the test activity. Be aware of

what to expect from each test
case. Testing is always

done in the critical path.
Software design teams

have a habit of
holding up code

SAFETY-CRITICAL TEST

SEPTEMBER 2005 www.stpmag.com • 41



42 • Software Test & Performance SEPTEMBER 2005

modifications waiting for the testing to be
completed.

An Emphasis on Stress Testing
“The only way of finding the limits of the
possible is by going beyond them into the
impossible.”—Arthur C. Clarke

System designers don’t write soft-
ware, and software designers don’t
always understand why system design-
ers define specifications the way they
do. Between these two superpowers
are the poor testers, who have to look
both ways even when crossing a one-
way street. We came up with test sig-

nals that would never be encountered
in flight or on the ground. To test
parameters for the flight envelope, we
used huge variations in speed and
altitude. We carried out such simula-
tions as raising the landing gear when
on ground, changing the on-ground
status without lowering the landing
gear—totally irrational things to do. 

But this “madness” has indeed
brought out various errors in the
design of the system and the code. We
had to put up with such comments as,
“Hey, this would never happen in
flight,” and “Show me one segment in
the flight data where this has hap-
pened.” But at the end of the day,
stress-testing safety-critical code has
proved very effective in our case, as
illustrated by some of the examples
provided below.

Mantra: Stress-test the code, going
beyond the limits or beyond what is sensi-
ble. It may look ridiculous and you may

be called paranoid, but remember, you
did not make Nature. Did not God make
a mistake by creating humans? To err is
human, true, but safety-critical errors
cannot be forgiven.

Use Smarter Monkeys
“The monkey, without effort, became man,
who not much later split the atom.”—
Raymond Queneau   

Emphasis on stress testing and
automation has resulted in the gener-
ation of random automated test cases.
“Monkey testing,” as this is called, has
proved excellent for testing safety-
critical components. But we have
departed somewhat from this, in that
we employ only intelligent monkeys.
Our “monkeys” generate test cases
that have to satisfy three criteria. 

First, they must mimic actual flight
conditions in frequency and ampli-
tude. A pilot will perform high-G
maneuvers during perhaps 10 per-
cent of his flight time. Most of the
time he will be cruising. This behav-
ior is used to generate our test cases.
To express it simply, if a uniform ran-
dom number generated between 0
and 1 is below 0.9, then the frequen-
cy and amplitude for the test case will
be mimicking normal cruise mode (a
low-frequency, low-amplitude sinu-
soidal waveform). A high-G, high-
amplitude maneuver will be generat-
ed for numbers greater than 0.9.
Simple, yet very effective. 

Second, the test case should satisfy
an “adequacy criterion.” The test sig-
nals should be able to test the control
system block thoroughly. In the non-
linearity block example, the test case
should have enough points between
every breakpoint of the lookup table. 

Third, the test case should cover
the various paths in the code. This we
call the “coverage criterion.” A test
case should satisfy all three condi-
tions to qualify as a valid test case.
Finally, a set of test cases thus gener-
ated automatically will cover all the
functional blocks and software paths
under test.

Mantra: Use a sprinkling of manual-
ly generated test cases and randomized
test cases to check the system. Random
test cases are very effective in testing ini-
tialization conditions. They are also
effective in testing event and mode tran-
sitions. A combination of events, ran-
domly toggled, gives an insight into the
working of the software.

Optimize Test Cases
“The secrets of evolution are death and
time—the deaths of enormous numbers of
life forms that were imperfectly adapted to
the environment; and time for a long suc-
cession of small mutations.“—Carl Sagan

We have effectively used the
Genetic Algorithm (GA) to optimize
test cases. This has proven very effec-
tive in testing-table lookups by reduc-
ing the number of cases required to
test a lookup table. We are presently
working on optimizing test cases for
testing the complete system based on
the adequacy and coverage criteria. 

The GA offers an interesting
method for optimizing abstract prob-
lems, with the constraints built into
the problem formulation. In the
example of the gain table lookup, the
problem is to have at least one point
in between four grid points. 

This would have been easy, but in
our case the inputs are at one end of
the system, and filters and rate lim-
iters in between severely limit the type
of such inputs. Random signals are
ruled out, as the filters consider them
noise and discard them. However, GA
is able to provide interesting solutions
to the problem. 

Mantra: Look out for ways and means
to optimize your test cases and reduce the
workload. You can do this if you are
involved from the specification stage
itself. The idea is to get the complete test-
ing done with minimum time and mini-
mum testing.

What We Discovered
“If the building of a bridge does not enrich
the awareness of those who work on it, then
that bridge ought not to be built, and the
citizens can go on swimming across the
river or going by boat.”—Frantz Fanon

After completing all this testing,
we found some interesting results. We
have found design defects in the sys-
tem, errors caused by misunderstand-
ing requirements, hidden initializa-
tion bugs and more. I’ll touch on
some of them below.

A. Erratic Fader: a Design Defect.
The control law algorithm uses linear
faders to fade from one signal to anoth-
er, based on certain event transitions.
These faders work very well when fad-
ing between two constants. However,
when two time-varying signals are
involved, it’s a different story. During
stress testing, we found that the out-

SAFETY-CRITICAL TEST
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put of the fader was exceeding the two
input values. Positive feedback gains,
when faded, were becoming negative.
The standard objection was made: “You
think this could happen in flight?” But
then it did happen in flight! The fad-
er logic placement was changed in the
next design update.

Mantra: What happens during testing
happens in the air. It has happened in
other programs like the Mars Polar
Lander also. When will we learn?

B. Misunderstood Requirements.
When the fader error appeared dur-
ing stress testing, the software design
team wanted to redesign the fader cir-
cuitry, but the control design team
said that simply changing the place-
ment of the fader would correct the
problem. The fader placement was
modified so that instead of the output
signal fading from input signal to
zero directly, the input signal was
modified by multiplying it with a fad-
ing variable. The fading variable then
faded from 1.0 to 0.0, or vice versa,
based on the event. 

Both the schemes performed the
same function. Both faded from signal
to zero, but they each behaved differ-
ently in a dynamic situation, which
could only be detected during stress
testing. The problem was rectified
without having to redesign the fader
circuit. A costly redesign was avoided
because the software design team lis-
tened to the control design team.

Mantra: Communication is very
essential between teams. The entire soft-
ware development process is all about
efficient, unambiguous communication
between teams.

C. A Hidden Initialization Bug.
Monkey testing uncovered an error in
the initialization part of the model
code. This error had remained over
the years without being detected
through several iterations. Random
initial values generated during ran-
domized test case generation brought
out the error. 

Mantra: There is always an error in
the Zeroth frame. Software bugs, like
real-life bugs, are always found at the
same location. Always look behind the
kitchen sink!

D. Missing Requirements. The
effectiveness of our digital-domain
testing was highlighted when we 

found an error in the code—an error
that had even gotten through system-
level tests. Informal system-level tests
had been conducted to verify the
process before demonstration to the
certification people. The system-level
tests had cleared the software. Stress
testing, however, found an error in
the code due to the very small pass/
fail criteria adopted for the automat-
ed tests. The control design team had
not specifically mentioned this
change in the documentation but
had indicated it in the block diagram. 

Mantra: Errors, like little children,
have a tendency to slip away unnoticed.
Be alert, and have tight tolerance bounds
to trap errors that want to “slip away.”

Last Words
“No crash-proof system can be built unless
it is made for an idiot.“—Ellen Ullman  

A few errors we detected during
the test activity have been mentioned
to illustrate the efficacy of our test
methodology. Does that mean we had
a sloppy process in place? No, the
software development process for
fighter aircraft is well laid out, with
MIL standards defining the complete
process. Why, then, did we have bugs?

The reason we had bugs is mainly
due to the involvement of humans—
their egos, their limitations, and the
narrow fields of specialization each
one has. Every team member is an
expert, but only in his or her own field.
Teamwork requires an absence of ego,
a drive to make something perfect,
and excellent communication among
members. Managers have an added
responsibility to accommodate slip-
pages in schedules and to avoid gener-
ating unnecessary pressure. People
tend to make errors under pressure. 

And when all is said and done, you
cannot do away with testing. Testing is
essential in any software development
project. It’s just a matter of making
the testing interesting, better and
more focused. ý
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No woodworker likes
sanding. Although it’s a
necessary part of the
process of creating a table
or bookcase—up to 30
percent of shop time is
spent smoothing the
wood finish—sanding is
tedious and non-creative.
And if it’s done right, it’s
completely invisible. No-
body notices it.

The same can be said of unit test-
ing. Every developer has to write tests
to establish that the software works,
but it’s hardly the part of the job you
most look forward to. If you do it well,
the code “just works”; if you’re slap-
dash about unit testing, you create a
tangled mess that has to be dealt with
later in the development process.
Clearly, learning the right way to con-
struct unit tests can minimize the pain
you’ll experience later.

The first step in creating unit tests is
to determine which definition to use.
That’s not quite as obvious as you’d
expect, and it can cause confusion.
According to John Roth, a software
consultant near Albuquerque, N.M.,
unit testing means something com-
pletely different in XP and TDD than
it does in classical testing theory. 

Says Roth, “In classical theory, you
have some kind of a specification and
an artifact that’s built according to that
specification; the job is to test it to see
how well it conforms. There’s also a
good deal of sanity checking built into
the process. In XP or TDD, the tests are
the specification, and the software is
built in conjunction with the tests: one
test and a few lines of code at a time.
It’s a completely different viewpoint,
and it takes a while to get used to it.”

Whatever methodology you rely
on, you need to determine how big
each unit needs to be. To some

degree, this is like asking,
“How long is a piece of
string?”—but it’s impor-
tant to create tests that
are neither too unwieldy
nor too granular. Unit
tests should be devel-
oped against as small and
specific a subset of a sys-
tem’s or subsystem’s
functionality as possible.

There are some gener-
al standards. The definition used by
the U.S. Department of Defense is “a
unit shall be no more than 100 lines
of source code, excluding compiler
directives, data declarations and com-
mentary, and have a single entry point
and single exit point.” The IEEE stan-
dard raises the limit to 200 lines of
source code, excluding compiler
directives and so on. 

But Seriously…
However, Peter Nairn, test manager at
Siemens Business Services in the U.K.,
says you shouldn’t take these rules too
seriously. 

“How big is a unit? As big as it
needs to be, would be my answer,”
says Nairn. “I too, have seen the
100/200 lines of code ‘limit.’ I once
worked on a site where the limit was
two pages of printout. The problem
with these limits is that they can be
self-defeating.” 

If you base your unit tests on an
arbitrary number of lines of code,
Nairn says, a test with 201 lines will
need to be split into two modules, for
a total of 300 lines—increasing the
chances of a bug.

Size is clearly not the main issue. In
concept, says Jeff Grigg, a senior con-
sultant in St. Louis, unit tests should
test individual “units,” that is, classes.
But he’s found it different in practice.
“Generally, low-level, highly reusable

functions and classes get low-level
[detailed] unit tests. High-level func-
tionality gets unit tests that have a
more end-to-end scope.”

One way to approach the task is as
a one-to-one relationship. Edvard
Majakari, a software engineer at
Staselog Ltd. in Tampere, Finland,
usually creates one unit test module
for each code module; for example,
for module foo.py, he creates
test_foo.py. He explains, “If a class is
relatively small, one class tests it in the
code. Otherwise, I split the test class
into two parts: One checks valid
inputs and the other checks invalid
inputs (i.e., no error handling in one
class, whereas the other class always
expects errors to be raised).”

Beyond the Test
Creating the test isn’t the only issue,
of course. Several developers have
other experiences worth sharing.

Elfriede Dustin, author of “Effec-
tive Software Testing” (Addison-Wes-
ley, 2002), says one major issue in unit
testing is its inconsistency. 

“Many software engineers do not
follow a uniform, structured ap-
proach to unit testing,” says Dustin.
“Streamlining and standardizing unit
test programs is a good way to lower
their development time and avoid dif-
ferences in the way that they are used.
This is especially important if they are
part of the build process, since it is
easier to manage unit test programs if
they all behave the same.” 

Not every developer has a formal
checklist for creating unit tests.
However, most tend to make a point

Unit Testing Best Practices:
Avoiding Splinters

Esther Schindler is taking a class in wood
turning later this month and will learn the
joys of sanding. She’s already stuck herself
with plenty of pins while learning to quilt.
Software testing is much less painful.

BBeesstt PPrraaccttiicceess

Esther Schindler
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of testing for valid inputs, border
cases (including border-minus-one,
border and the illegal border-plus-
one) and invalid inputs (such as
arguments of the wrong type and an
invalid number of arguments).
Some of those can be tricky, or
require detailed examination of
allowable data; one developer wrote
about an application failure (later
in the test cycle) when a user
entered “O’Malley” in a name field.
Did the developer think to write a
test that examined all the permitted
characters?

Explains Majakari, “I don’t always
pay attention to every item in the
list. Sometimes invalid inputs are
OK, because I know they raise a
known exception anyway or for
some other reason; however, then
I’ve at least thought of it and know
whether I should document it some-
where or not.”

Whether or not you’re a devotee

of XP and TDD, consider unit test-
ing to be part of your development
process. 

“It is quite common that unit tests
are written initially, but are not
updated, maintained and executed
on a regular basis along with the
changing requirements,” says Dus-
tin. “This common pitfall needs to
be avoided, because otherwise and
unfortunately, the unit test program
in this case becomes obsolete and
was an exercise in futility.” Unit test
programs should be considered part
of the development project, she says;
they should be updated along with
the requirements and source code as
the project evolves.

Don’t expect agreement on one
important item: who actually per-
forms the unit testing. Some devel-
opers feel it’s important to have the
developer who wrote the test run it. 

“The developer knows how the
module was put together and is, gen-

erally, the best person to ensure that
the module performs its function
correctly,” says Nairn. “Getting an in-
dependent unit tester in at this point
is very time-consuming, as it requires
detailed knowledge of how the unit
is put together.” Others are equally
adamant that one should not allow
the unit testing to be completed by
the developer who wrote it.

A Smooth Job
Like sanding, unit testing can be
invisible when it’s done correctly. It
can also make the rest of the job eas-
ier. As Majakari points out, “Unit
testing allows you to set a concrete,
clear goal for the completeness of a
given module. When all the tests
pass (and you’ve set a goal for the
test cases already), the code is com-
pleted. If you encounter a bug, fix it,
and it reappears later again, your
unit testing methodology probably
needs some rework!” ý
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Information risk has be-
come just as important as
financial, operational or
strategic risk for most com-
panies today. Thanks to
the Internet, networked
computing and ever-
increasing levels of auto-
mation, all of which are
enabled by software, busi-
ness processes have tran-
scended their traditional
boundaries. Unfortunately, this reality
has attracted, motivated and enabled
hackers, criminals and malicious insid-
ers who attack and misuse systems. 

Until recently, conventional wis-
dom was to mitigate this risk through
reliance on network-based security
products to keep hackers, viruses and
worms from bringing down systems,
stealing information and conducting
illegal transactions.

While network-based security re-
mains essential, the bulk of informa-
tion risk does not lie within the net-
work. Instead, the soft underbelly of
our information systems lies hidden
within the thousands of applications
that manage, store and serve up con-
fidential data and automate our most
critical business processes. 

Leaks in the Firewall
Since business applications are often
required to extend beyond a compa-
ny’s perimeter, traditional security
measures aimed at protecting the net-
work cannot protect the software, and
therefore they make a tempting tar-
get. Nearly every business-critical
application deployed today contains
vulnerabilities that can be exploited

to cause considerable loss
or business interruption.  

According to the Gart-
ner Group, “Over 70 per-
cent of security vulnera-
bilities exist at the appli-
cation layer, not the net-
work layer.” It’s not just
operating systems or Web
browsers, but all types of
applications—and partic-
ularly those applications

that automate key business processes. 
As software professionals, the task

of diminishing this information secu-
rity risk falls squarely on our shoul-
ders, since security risks within appli-
cations are the direct result of how
applications are designed, construct-
ed, tested and deployed. Given this
reality, it is imperative for those who
build and test software (both infra-
structure and applications) to address
security threats as a regular part of the
development process. Development
teams must be accountable for the
robust operation of their applications
in the face of real threats, just as those
who ran data centers answered the
call when we first connected public
networks into the enterprise.

As companies work to manage
these risks, a new challenge emerges
for those of us responsible for testing
software: We now must add “hacking
expertise” to our long list of required
skills, and that will be a greater chal-
lenge than one might expect. 

Quality Isn’t Necessarily Secure
While software security and software
quality may seem analogous at first
glance, upon deeper review several

fundamental differences appear. These
differences require a fresh look at how
traditional quality assurance is applied
in order to address the software securi-
ty problems that run rampant today. 

First, security is fundamentally
about proving a negative, whereas qual-
ity is about proving a positive. In QA,
the goal is to prove that software meets
some well-defined set of requirements,
whereas with security the goal is to
prove that the software does not con-
tain any vulnerabilities—and, unlike
product features, nobody readily gives
developers any requirements for what
the software is “not” supposed to do. 

Second, good enough just isn’t any-
more. Software developers, both com-
mercial and IT, typically debug pro-
grams to a point where a large number
of errors may remain in the released
versions, as long as those are deemed
low priority, or in “corner cases.” It is
not uncommon for commercial pro-
grams to ship with hundreds or even
thousands of open issues. But all a
hacker needs to find is one vulnerabili-
ty in order to harm a business. The test-
ing and remediation process must be
more exhaustive today in order to
address software security issues. 

Finally, security testing of software
loses the most prolific tester: the end
user. When we ship an alpha or beta
release, we are counting on our users
to help us find bugs in the course of
their usage. We count on their good-
will and aligned interest as motivation
to report issues so we can fix them. 

The last thing a hacker would do,
though, is notify the vendor of a secu-
rity issue—he will instead exploit the
vulnerability for as long as he can. 

We have entered an era where we
can no longer allow applications to
ship with security vulnerabilities. The
software development life cycle must
become a “secure development life
cycle.” This will present a critical new
role for QA professionals to master.ý

Security Needs
Challenge
Software QA

Roger Thornton

FFuuttuurree TTeesstt

Roger Thornton is chief technology officer at
Fortify Software. He has more than 16 years
of engineering and product management
experience at companies including Cypress
Semiconductor, Apple Taligent and Sun/
JavaSoft, where he worked on Java 1.0.
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| Dear Software Professional,

As an expert involved in trying to improve the quality of
your company’s software, you face daunting challenges.
The software industry spends $60 billion annually to
find and fix software errors in products containing mil-
lions of lines of code. As code size and complexity
increase year by year, is it any wonder your information
needs continue to grow as well? BZ Media developed the
Software Test & Performance Conference to provide you
with the practical, how-to information that will help you
meet these challenges and make you successful in your
profession. 

The technical program for this conference was
designed to serve the needs of people just like you:
test and QA managers, development managers, test-
focused developers and senior testers. The conference
addresses such diverse topics as requirements man-
agement, security testing and test automation. You
can learn about using unit testing in an agile environ-
ment. You can explore the fundamentals of database
testing and how to recognize performance bottle-
necks. Or delve into the intricacies of profiling J2EE
applications, learn about performance tuning .NET
applications and understand how to use metrics effec-
tively to improve software quality.

The three-day conference program packs in six day-
long tutorials plus 56 90-minute classes. The faculty was
hand-picked for its technical expertise and ability to
communicate. You’ll meet and learn from industry lumi-
naries like Scott Barber, Ross Collard, Elfriede Dustin and
Rob Sabourin. The program also features three keynote
presentations to help give you a sense of where the indus-

try is headed and what chal-
lenges you’ll likely be facing
next year.

While participating in the
technical program is impor-
tant, equally valuable is the
opportunity you will have to
meet with other software pro-
fessionals outside the class-
room. Conference activities
are planned so as to maximize
your learning experience
while leaving you time to
compare notes with your class-
mates and confer with members of the faculty. As an
added bonus, the conference schedule and format will
provide time for you to discover the latest products,
which will be presented in the exhibit area, and pick
the brains of the tool vendors.

Read through the
class listings and
build a custom
course of study over
three days that will
give you and your
team tools and tech-
niques that you can take back to the office and put into
effect immediately.

We look forward to seeing you at the Software Test &
Performance Conference.

Lindsey Vereen
Conference Chairman

Welcome

Save the Dates! November 1-3 at the
Roosevelt Hotel in New York City
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| Join hundreds of other 
software developers, devel-

opment managers, test/QA
managers and senior test 
professionals at the 2005
Software Test & Performance
Conference!

More than 60 classes and full-day tutorials cover
software test/QA and performance issues across
the entire application life cycle, making this event
appeal to a higher level and more diverse group of
development and test/QA professionals than tra-
ditional training programs for test-team members.

Developing for the Web? Using .NET, J2EE, or
Eclipse? Worried about SQL injection, buffer
overflows and hackers? Managing test automa-
tion across many locations? If you are a software
developer trying to wring better performance out
of your software systems, a test/QA or develop-
ment manager responsible for improving the qual-
ity of your company’s software or a test/QA spe-
cialist who wants to take your skills to a higher
level, then the Software Test & Performance
Conference is for you.

The Software Test & Performance Conference
provides you with education on the newest tech-
niques, such as agile methods and testing with
JUnit. The faculty will share tips and tricks to
improve fundamental practices such as functional
testing, requirements gathering and load testing.
You’ll learn ways to implement quality assurance
across the entire application development life
cycle, how to pinpoint and fix performance bottle-
necks and how to adapt familiar testing para-
digms for emerging technologies.

Attend the Software Test & Performance
Conference on November 1-3 in New
York City—because when it comes to
improving software quality, education is
the real Best Practice!
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Full-Day

Tutorials

| Tuesday, Nov. 1 
9:00 a.m. - 5:00 p.m.

T-1 Delivering Test Automation Success 
Through People, Methods & Tools
By Hans Buwalda
Successful test automation is vital to increasing the efficiency of
QA efforts. If they’re done correctly, it’s possible to develop tests
earlier, run them faster and repeat them more reliably when the
software under test becomes available. Many organizations now
recognize that it is critical to make the right choices in organiz-
ing the work, developing the tests and architecting the automa-
tion, whether scripted or non-scripted.

This tutorial presents state-of-the-art techniques—includ-
ing data-driven testing, keyword-driven testing, and scripted
and non-scripted automation—that can help deliver test
automation success. As a framework, the class will use Action
Based Testing, which has been proven effective and efficient
for many testing organizations around the world. An impor-
tant focus for the day is the managerial perspective, such as
how to set up the right team and how to gain commitment from
managers and other stakeholders.

You will learn:
• Effective integration, fine tuning and management of 

testing and test automation.
• How to apply good test design techniques, such as Soap 

Opera Testing.
• How to use frameworks like action-based testing to 

ensure visibility, maintainability and scalability.
• How to incorporate an automation framework along 

with your existing process.
• How to optimize the use of your testing staff’s diverse 

skill sets.

T-2 Twenty-One Ways to Spot—and Fix—
Requirements Errors Early By Robin Goldsmith
While many organizations have begun paying closer attention
to defining requirements, few fully realize the need to know that
their requirements are accurate and complete, nor do many know
how to test requirements effectively. Most rely on one or two
weak methods and have little awareness of how many errors
they’ve missed—errors that later turn into expensive feature
creep. This interactive class explains why it’s so hard to test
requirements, and it introduces 21 increasingly powerful meth-
ods to help you find frequently overlooked requirements errors
when they are easiest and least expensive to fix.

Following the instructor’s proven CAT-Scan approach, par-
ticipants apply the techniques successively to a real case and
discover how each different method reveals additional, oth-
erwise overlooked defects in the requirements. Participants
learn ways to find previously overlooked requirements,
increase meaningful customer/user involvement, enhance
communications and understanding, and test the adequacy of
requirements definitions.

T-3 Testing Quasi-Agile Projects: 
Practical Strategies for Today’s Iterative
Development Environment
By Timothy D. Korson
In the highly iterative, fast-paced environment of agile devel-
opment projects, the traditional approaches to testing, quali-
ty assurance, requirements gathering and team interactions
break down. QA managers trying to encourage best practices
recommended by CMMI and SPICE find themselves at odds
with developers trying to adopt best practices as recommend-
ed by the Agile Manifesto.

In the end, no one wins. Because of the constraints of cor-
porate policies and management edicts, developers can’t ful-
ly adopt agile practices. Because the developers do adopt as
much of the agile process as they can get away with, the QA
team finds that traditional approaches to quality management
no longer work. Such projects must succeed in a “quasi-agile”
development environment.

This tutorial will introduce you to software development
processes and practices that affect your world. You will learn
practical strategies for effectively integrating testing processes
with modern software engineering processes. You will learn
how to create effective tests, both component-level and system-
level, for modern software systems. Detailed case studies will
convey specific techniques for testing both components and
entire systems.

T-4 Testing Techniques: Theory 
And Application By BJ Rollison
This tutorial presents the formal theory and practical applica-
tion of functional (behavioral) and structural (coverage) testing
techniques. The class will teach functional testing techniques,
including exploratory testing, boundary value analysis, equiva-
lence class partitioning and combinatorial analysis. Structural
testing techniques covered include statement coverage, decision/
branch coverage, condition and basis path coverage.

By attending this tutorial, you’ll learn how to use function-
al testing techniques to establish a solid foundation and min-

FULL-DAY TUTORIALS

"A way to get exposure to a variety of subject matters and views from
many people. Makes you realize your strengths and weaknesses."
—Joyce Bordley, Business Systems Consultant
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Full-Day

Tutorials
imum baseline of test cases. You’ll understand how structur-
al testing techniques can be used to design additional tests
from a white box approach to complement the test effort, to
ensure that critical paths in the code have been exercised, and
to achieve higher code coverage results. You will also learn
how to apply both black box and white box test design
approaches to test more effectively.

T-5 Using Metrics to Improve 
Software Testing
By Alfred Sorkowitz
Software metrics can improve your organization’s testing process
by providing insight and early visibility into the real status of
the testing effort, and in making assessments as to whether
progress, productivity and quality goals are being met. This tuto-
rial presents a practical guide on how to take advantage of new
metrics tools/techniques to improve the testing process. The
metrics-based tools and techniques have successfully been used
by software test teams, software developers and test/QA teams.
Some of the things you will learn in this tutorial include:

• The cost of inadequate software testing: the economic 
impacts of poor testing, from a recent report by the 
National Institute of Standards and Technology.

• A set of government/industry best practices metrics, 
with numerous examples, variations and case studies. 
These metrics can track the real status, quality and 
productivity of the testing effort, as well as provide 
an indication of future problems.  

• Software Complexity Metrics, a new structured  testing
methodology that uses metrics to aid in developing
software that is easier to test and maintain, and for 
selecting an appropriate set of paths for more thorough
testing.

• An overview of testing concepts and principles, includ-
ing a metrics-based testing procedure that can aid in 
improving the quality of unit testing.

• How to integrate software metrics into the testing process.

T-6 Hands-on Testing Patterns: 
Best Practices From the Trenches
By Matthew Young
Most every software professional, from developer to manager,
has heard of design patterns. These universal best practices tools
express, in a common language, the tribal knowledge of a host
of development experts. These same lessons can be applied to
testing at all phases of the testing effort, from unit test through
integration and system acceptance. 

This tutorial will teach you how to use testing patterns as a
means to collect the common knowledge of what to do (and not
to do) within a testing effort. The instructor will introduce the
language and details of each pattern, walking the participants
not only through the patterns, but also through the application
of the patterns to an actual project. The course will focus on pat-
terns and their application to testing techniques to address:

• Unit testing
• Integration testing
• Database testing
• Web services/Web application testing
• Acceptance testing
Attendees are assumed to have an understanding of an OO-based

coding language such as Java, C++ or Perl (code examples will be
discussed) and a basic understanding of the mechanisms of the
xUnit (JUnit, CPPUnit, PerlUnit) family of testing frameworks. 

TECHNICAL CLASSES

| Wednesday, Nov. 2 
9:15 a.m. - 10:45 a.m.

101 Fundamental Rules of Security 
Testing By Elfriede Dustin
Software security is becoming increasingly important. QA and
test will have to get involved in security testing, and security
testing has to be viewed as part of the software development
effort. This class discusses both how to fit software penetra-
tion testing into the development life cycle, and how to secure
your software by trying to break it.

This overview of security testing covers key topics including:
• How to protect Web and application servers.
• Securing site data and user confidential information housed 

in database servers.
• The danger that components such as ActiveX controls and 

cookies can pose for exploits and loss of user privacy.
• How to protect transmission of critical user data, such as 

payment and other private information, via secure protocols.
• High-level strategies for testing the security of your Web 

site—strategies that can be used as the basis for security 
test case development.

102 Putting the User Back in User 
Acceptance Testing By Robin Goldsmith
User acceptance testing (UAT) is often a source of consternation.
Even though the process takes up considerable user time, too many
defects continue to slip through, and users increasingly beg off
from participating with claims that they don’t have the time. Both
effects may be symptoms of professional testers’ mistaken conven-
tional wisdom about the nature and structure of UAT. In this eye-
opening presentation, you’ll learn ways to gain user confidence,
competence and cooperation. Plus, you’ll learn to create user-driv-
en UAT that increases user testing competence and confidence.

103 How to Optimize Your Web Testing Strategy
By Hung Q. Nguyen
One of the key strategic challenges of Web testing is the domi-
nance of change. Another key challenge is interdependence.
Web applications are fundamentally dependent on cooperating
tools and processes. Many of the processes, tools and standards
in use by groups that do Web testing were originally devel-
oped with simpler and less dynamic situations in mind. 

Used by skilled and thoughtful people, in the context of a
clear strategy, these processes and tools can add value. But if
we allow them to drive our testing practices, they can easily
do more harm than good. In this talk, you will learn how to ana-
lyze and optimize your Web testing strategy by selecting the
right types of tests, how to execute them at the right time with

"Extremely informative, and talking to the colleagues in the field
was incredibly enlightening."

—Shari Pagley, Testing Supervisor
Sunrise Senior Living  

Keynote Address

Mike Milinkovich
Executive Director, The Eclipse Foundation
Wednesday, November 2
8:15 a.m. – 9:00 a.m.
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"Good for hands-on test managers and testers."
—Steve Boykin, Deputy Program Manager 

Citizenship and Immigration Services, Department of Homeland Security

a balanced number of cycles, and how to drive changes to improve
your team’s testing throughput.

104 Performance Tuning ASP.NET 
Applications By Thomas O’Mara
Take a look under the hood at performance tuning an ASP.NET
application from a systems point of view. This class will help
you understand how to set up a solid testing infrastructure, gain
an in-depth intuition on critical .NET and ASP.NET components,
and monitor the operating system and the ASP.NET application
in real time. Attendees should have some knowledge of Windows
Server 2003, the .NET Framework, ASP.NET application devel-
opment and load testing techniques.

In this class you will learn:
• Architecting the foundation: system analysis, application 

requirements and specifications, and overall application 
and system objectives. 

• The .NET Framework: how to increase performance and 
reduce system resources requirements in the application.

• ASP.NET Controls from a performance standpoint: Look 
at the important controls that can cause application 
bottlenecks. Discuss tips on how to implement the 
controls from a best practices point of view.

• Performance counters: Identify and discuss a proven set 
of performance counters on Windows Server 2003 that 
will provide the real-time feedback necessary for 
locating performance and memory issues.

• Performance data analysis: a look at fundamental 
statistics and how to apply these to real-world 
examples. 

105 How to Turn Your Testing Team Into A 
High-Performance Organization By Michael Hackett
All development managers, test managers and their organiza-
tions are looking for ways to improve quality. Quality improve-
ment can come in many forms: reducing risks by delivering high-
er- and predictable-quality product; optimizing time-to-market;
increasing productivity; and building a more manageable organ-
ization. Some managers look for quality improvement by attempt-
ing to implement a more standard or formal process.

This sounds good. But where is the roadmap for how to get
there? This class can help! You’ll learn how to evaluate your test
process and strategy, create a culture for change, implement
change, and use effective methods for measuring improvement.

106 Creating Your Own Test
Automation Tool By Christopher Valorose
It seems like everyone wants to or needs to automate manual
testing, for a variety of reasons. Companies will go out and spend
thousands of dollars to buy an off-the-shelf tool, only to find the
tool sitting on the shelf years later. So why spend the money on
shelfware? Why not build your own automation tool that is fully
customizable? This class will detail the process of creating your
own automation framework. The framework will allow you to plug
in products that need to be tested. The automation framework con-
tains detailed logging, and it records test results into a relational
database. It also is completely data- and action-driven. Testers can
change the setup, execution, cleanup, and/or expected results ver-

ification without changing a line of source code.
The class will show you how to create an automation frame-

work and will demonstrate the return on investment of using a
single framework that can execute automated tests across multi-
ple products.

107 Better Web Stress Testing
By Robert Sabourin
Stress testing is a collaborative testing effort combining the skills
and disciplines of both software development and software test-
ing. You know you should be doing stress testing; you’re just not
sure when to test most effectively.

This class explores effective stress testing, which is particular-
ly important to developers in Internet multi-tier development proj-
ects, and it also discusses how stress testing can be managed as a
series of experiments to learn about the behavior of the software
being developed. You’ll learn how to define and organize stress
testing experiments, how to identify appropriate ways to imple-
ment stress testing in the development process, and some practi-
cal and cost-effective techniques for implementing stress testing.

| Wednesday, Nov. 2 
11:00 a.m. - 12:30 p.m.

201 Pinpointing and Exploiting Specific
Performance Bottlenecks
By Scott Barber
One part of the system is always slowest—the bottleneck. Until
you remedy that bottleneck, no other tuning will improve per-
formance along that usage path, but before you can tune it, you
must first conclusively identify it. Once the bottleneck has been
identified, the resolution can be reached more quickly if you
modify your existing tests to eliminate distraction from ancillary
issues. Pinpointing the bottleneck precisely is an art all its own.

After finding the bottleneck architecturally, often we must
create a test to exploit it to facilitate tuning. Bottleneck exploita-
tion tests needn’t bear any resemblance to real user activity,
but rather should focus on the bottleneck alone. In fact, these
tests may not even interact with the system in ways that users
can and may interact directly with back-end tiers.

This class will show how the performance testing team and
the development team can work collaboratively to analyze results
and identify bottlenecks by tier, component and object. You’ll
see how to design tests to exploit those bottlenecks for tuning
purposes with examples using IBM Rational and free tools.

202 Software Endgames: How To 
Finish What You’ve Started
By Robert Galen
We’ve all survived more than one software project that ended
badly, where either the requirements were misunderstood or
were implemented poorly. Or overall quality targets couldn’t
be met because there were simply too many defects. Or the team
simply couldn’t decide on priorities and in which direction
to steer the project.

Many projects fail during testing. Not because of the testing per
se, but because of the massive discovery of defects and function-
al gaps that indicate the true viability of the project. I call this time
the Software Endgame, and I’ve spent a great deal of time negoti-
ating its challenges through numerous software projects.

This presentation focuses on a set of five high-level practices
and techniques that will help improve your management and
project steering within the endgame, providing guidance that

Register at www.stpcon.com
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will increase the odds of your successfully delivering a project.
You’ll learn:

• How to create an endgame delivery map that directs your 
release and testing milestones via entry/exit criteria.

• The importance of release criteria within the endgame, 
and high-level rules of thumb for defining them.

• Why a change-control mechanism is important, and some 
guidelines for successful change control.

• Managing defect repairs—where to focus your efforts
and scheduling rules of thumb—plus the many options 
you have for “fixing” defects.

• Endgame team do’s and don’ts for managers and team leaders.

203 Seven Low-Overhead Software Process
Improvement Methods
By Robin Goldsmith
For many, software process improvement is synonymous with
high-overhead, long-term, organization-wide initiatives that often
are resisted and fail to produce the desired results. 

In this interactive presentation, you’ll learn seven methods
that can help you make software faster, cheaper and more reli-
able without all the hoopla. Key to meaningful results is recog-
nizing, measuring and then specifically improving high-payback
aspects of the instructor’s proven REAL software process, which
often differs considerably from what we presume we are doing.
In truly agile fashion, applying these methods proficiently focus-
es efforts most efficiently on effectively producing useful soft-
ware from the start.

204 Learning From Failures Before 
They Happen: Failure Analysis 
Techniques for Software Engineering
By Matthew Young
This class teaches the practical software engineering application
of preventative fault-analysis techniques—important practices
that are often thought of more in the context of reliability and
hardware engineering efforts. 

By placing these tools into the early stages of software engi-
neering, organizations can begin to move out of the “triage” mode
of testing/debugging and into the diagnostic testing and error pre-
vention required to produce the high-quality systems demand-
ed by the customer. 

Through careful analysis and a customer-focused view, these
potential failures can be identified early on in a project and used
to drive architecture, development and testing activities. The
goal? To increase system quality and help to ensure overall accept-
ance—before system faults and failures reach the customer.

You’ll learn: 
• The practices, benefits and pitfalls of a failure-mode 

analysis program.
• How to build a culture that views failures as a process 

and not just a single event.
• Root-cause techniques to stop the cycle of “triage testing.”
• Practical ideas for implementing fault analysis on your 

projects—from the smallest grassroots efforts to large-
scale formalized systems.

• Methods for selling a fault-analysis effort to manage-
ment as a means to improve the quality, reliability and 
maintainability of the software system.

205 Integrating the Testing Team Into The
Software Development Life Cycle
By Elfriede Dustin
This class teaches, from experience, key concepts and practices
that can help you implement an efficient testing program as an

integrated part of the software development process. You’ll learn
how to produce quality software without an independent test-
ing team, and what to consider so the integrated software devel-
opment team will be able to deliver on time and on budget. 

The class will cover:
• How a testing team can maintain independence even if 

the development and testing teams have the same report-
ing structure.

• Roles and responsibilities of “integrated” testing team 
members.

• Developing test cases when requirements are not avail-
able or are documented only at a very high level.

• Why black box testing by itself is inefficient, but gray 
box testing is more efficient.

• Why an understanding of the system architecture and 
underlying components is necessary in order to devel-
op effective gray box test cases.

• How system testability can be increased.
• How the development approach can be structured to 

support effective unit testing.
• How to prioritize defects in order to meet the go-live date.
• How to manage the “silver bullet” expectations surround-

ing automated testing.

206 Database Security: How 
Vulnerable Is Your Data?
By Mary R. Sweeney
There are many levels of software security. How secure is the most
important component of your application: your database? Quality
control organizations must step up to the challenge of ensuring
data security with appropriate tests that focus on this vital area. 

In this class, you’ll learn what your test team needs to know
about protecting your server, your database connections, control-
ling access to your database tables and restricting access to the
database server itself. If your data is in jeopardy, your entire sys-
tem is at risk. Learn the basics about testing to ensure protection
for the critical database component.

207 Load Generation in Complex 
Environments By Alexander Podelko
A “must” task in load testing is workload generation: how you are
going to apply load to your system. You cannot do load testing with-
out that. It can be a simple technical step when you know how to
do that for your system. Unfortunately, quite often workload gener-
ation is a very challenging task for a new system, up to being impos-
sible in the given time frame. It is important to understand all pos-
sible options; a single approach may not work in all situations.

The main choices are to generate workload manually (really, an
option only if you have few users), to use a load testing tool (soft-
ware or hardware) or to create a program to do it. Many tools allow
you to use different ways of recording/playback and programming.
The class discusses pros and cons of each approach, mainly based
on experience with distributed business applications.

| Wednesday, Nov. 2 
1:30 p.m. - 3:00 p.m.

301 Just-in-Time Testing Techniques And
Tactics, Part 1 By Robert Sabourin
As the Boy Scout credo goes, “Be Prepared.” This class teaches
you how to be ready for just about anything in a software testing

Register at www.stpcon.com
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project within the volatile environment of a Web or e-commerce
software project. Managers will learn an array of techniques to
manage and track software testing in chaotic environments—specif-
ically, projects with continuously changing requirements and shift-
ing priorities. Members of the development and testing teams will
learn how, even while working with minimal information, to devel-
op tests and converge the product development effort.

302 Overcoming Requirements-Based 
Testing’s Hidden Pitfalls By Robin Goldsmith
Testing based on requirements is a fundamental method that is
relied on extensively. However, its thoroughness frequently can
be compromised by traps that testers are not aware of. 

In this interactive presentation, you’ll learn key sources of
requirements-based testing oversights, including: distinguishing
business requirements from system requirements; assessing the
extent to which the requirements are complete; the premise of one
test per requirement; the appropriate level of test case detail; and
developers’ inclusion of requirements-based unit tests. The class
will also focus on:

• The strengths, and often unrecognized weaknesses, of 
requirements-based tests.

• The importance of testing based on business, as well as 
system, requirements.

• Determining how many tests a requirement needs.

303 Web Performance Testing: Lessons Learned
by Hung Q. Nguyen
Performance testing is essential to success on the Web. It gives
a business the confidence that when a Web-based system
receives its expected customer load each day—perhaps with
sudden bursts of traffic due special events, such as promotion-
al campaigns for an e-commerce site, or breaking news for a
news portal—it will be able to handle the workload while con-
tinuing to deliver an acceptable response time. Unfortunately,
planning for and executing the tests that will deliver satisfying
results is too often a disappointing experience.

You will learn what you need to prepare for success, as well as
how to avoid wasting time and producing non-actionable test
results. You will know how to generate test requirements in the
dark, understand your statistics before collecting them, and dif-
ferentiate performance symptoms, causes and potential cures.

304 Lessons Learned in Test Automation, Part 1
by Elfriede Dustin
This class will present and discuss a series of automated test-
ing lessons learned from actual experiences and feedback from
real projects. You’ll learn how to avoid some typical false starts
and roadblocks when you implement your test automation efforts.

Part 1 of this class includes a discussion of:
• Better ways to define automation criteria.
• How to avoid duplicating the development effort when 

designing automated test cases.
• How to create reusable automated test cases.
• The need to verify all vendor claims in your own 

environment.
• The pitfalls of delegating the tool selection to a reseller or 

consultant—avoiding hidden agendas.

• Testing tools: making the build-vs.-buy decision, and how 
to select the right tools.

• Automated test implementation on all projects, vs. 
choosing a pilot project.

• Tool integration: how to avoid using various tools and 
maintaining duplicate information in various repositories.

You’ll also learn how to avoid losing sight of the testing efforts
because developers or testers are too busy coming up with elab-
orate scripts to automate their unit and system tests.

305 Metrics: How to Track Things That Matter
By Clyneice Chaney
Metrics programs have often been a dirty word, misused and
poorly implemented. This class discusses ways to provide met-
rics that really matter to organizations and provide visibility into
their or their customers’ organizations. The class will begin with
discussions about why metrics programs fail and will move on
to discuss keys to successful metrics programs, developing qual-
ity metrics that matter, and ways to implement and maintain
these metrics over time.

306 Verifying Software Robustness
By Ross Collard
Do you like breaking things? If so, this session’s for you! It’s not
enough to design systems for dependability; we have to verify their
reliability as well. Software is robust if it can tolerate such prob-
lems as unanticipated events, invalid inputs, corrupted internal-
ly stored data, improper uses by system operators, unavailable
databases, stress overloads and so on. Systems that include both
hardware and software are robust if they can tolerate physical prob-
lems such as equipment damage, loss of power, software crashes
and so on. Since these problems can and do occur in live opera-
tion, this session examines how to evaluate a system’s robust-
ness within the relative sanctity of the test lab.

307 Recruiting, Hiring, Motivating And
Retaining Top Testing Talent
By Jeff Feldstein
The expectations today are for increasingly high-quality software,
requiring more sophisticated automation in testing. Test and QA
teams must work more closely with development to ensure that
this sophisticated automation is possible. This has led to soft-
ware engineers applying creativity, talent and expertise to not
just application development, but testing as well.

The speaker uses examples of how his team at Cisco changed
the way it tests over the past six years. In this class, he’ll review
eight points for why test is a better place for software develop-
ers than software development, and he’ll show how and when

“New tips and best practices in software testing were presented by
excellent speakers and professionals.”
—Ella Naydorf, QA/Test Manager

Booz Allen Hamilton
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to express these points to hire, motivate and retain top talent.
You’ll see how to inspire greater innovation and creativity in your
testing processes, and how to manage and inspire test and devel-
opment teams that are spread across different locations. You’ll
also learn the place of manual testing in the new environment.

| Wednesday, Nov. 2 
3:30 p.m. - 5:00 p.m.

401 Just-in-Time Testing Techniques And 
Tactics, Part 2 By Robert Sabourin
Please see the description under class 301.

402 Building Collaborative Performance
Testing and Tuning Teams
By Scott Barber
Performance testing tells us the current performance of our sys-
tem; performance analysis tells us what the current performance
issues are. But what happens after that? Typically, the perform-
ance tester gives the results to the development team and waits
to be told to “Try the test again.” This class will show you how
to build a collaborative testing and tuning team, involving both
the performance testers and the development team, to greatly
enhance the performance testing and tuning process.

403 Making the ROI Business Case 
For Testing Techniques
By Robin Goldsmith
Increasingly, management demands a demonstration of financial
return on investment (ROI) before investing in techniques and
technology. However, testers traditionally have found it hard to
credibly quantify the dollar value of testing techniques, which
puts them at a disadvantage. This class teaches basic ROI con-
cepts and how to apply them to evaluating testing alternatives,
such as automated tools. You’ll learn:

• How to assess both the investment and the return in the 
language of business.

• How to do value modeling that will provide essential 
credibility for dollar figures.

• How to put hard, dollar values on soft intangibles.

404 Lessons Learned in Test Automation, Part 2
By Elfriede Dustin
We continue to explore automated testing lessons learned from
actual experiences and from feedback based on real projects, to
help you to avoid some typical false starts and road blocks when
you implement test automation efforts.

Part 2 of this class includes discussion of:
• Subject-matter experts and automated testing tools.
• When automated testing doesn’t speed up the testing 

effort.
• Creating mini-development life cycles.
• Automated testing as a side activity.
• Maintenance of automated unit and system tests.
• Real benefits of automated testing.
• Implementing smoke tests.
• Problems with using intrusive automated testing tools.
• Why software developers need to keep automated 

testing tools’ capabilities in mind.
• Understand tool upgrades and how the new tool’s 

features will affect existing test cases or existing 
functionality.

• Pitfalls of using automated performance testing tools.
• Performance testing tools and the use of extrapolation.

405 Using Scrum to Manage The 
Testing Effort By Robert Galen
Scrum is one of the agile methodologies, and it focuses on
project management in agile and iterative development efforts.
It can be successfully applied to testing efforts to renew their
focus and drastically improve overall results. In this presenta-
tion we will explore the Scrum methodology and learn to
apply it practically to your testing cycles.

You’ll learn:
• How the Scrum methodology applies to the testing effort.
• How to define a testing sprint goal with your key 

customers.
• How to manage testing as a product backlog activity, 

including defining the testing focus with the customer.
• The value of daily stand-up meetings in managing the 

testing cycle, and how to implement them correctly.
• Why a testing sprint review is important to set the stage 

for the next testing cycle.

406 Exploiting Web Application Code: 
The Methodologies and Automation Of 
SQL Injection By Matthew Fisher
SQL injection is a technique for exploiting Web applications
that use client-supplied data in SQL queries without stripping
potentially harmful characters first. Despite being remarkably
simple to protect against, there are an astonishing number of
production systems connected to the Internet that are vulnera-
ble to this type of attack, due to the simple fact of improper input
validation. 

Developers and quality assurance professionals who design,
build and test business-enabling applications generally lack
the security knowledge necessary to avoid creating common
defects that are so easily exploited by hackers.

In this class, you’ll learn about the techniques that can be used
to take advantage of a Web application that is vulnerable to SQL
injection. The session addresses proper mechanisms that should
be put in place to protect against SQL injection, as well as over-
all improper input validation issues.

407 Failure Modes: Understanding 
Common Failures in Application 
Performance By Ron Bodkin
Java and .NET applications exhibit new and complex forms of
failure, due to the interactions of distributed components.
However, these can be organized into three overall failure modes:
episodic, emergent and systematic. Episodic failures cause spo-
radic and unpredictable problems in application performance.
Emergent failures cause gradual or trending performance degra-
dation that can easily be observed, provided you have the cor-
rect data. Systematic failures are major

“Very diverse set of sessions passing great & door-opening 
information and techniques at a level that many can comprehend.”

—Jessica Navarette, Software Engineer
Alion Science & Technology
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problems that make a system unusable (under sufficient load),
and these have traditionally received the most attention in opti-
mization and monitoring.

This class discusses the patterns of application failure, with
some common examples in Java; techniques available for iden-
tifying and fixing these failures; and how various tools can facil-
itate in resolving them. Attendees will be best served by having
experience in developing, testing or managing component-based
applications running on J2EE and .NET. Examples are drawn
from Java-based applications, but the principles apply to other
environments as well.

| Thursday, Nov. 3 
9:15 a.m. - 10:45 a.m.

501 Seven Steps to Building a Better Bug
Workflow System
By Robert Sabourin
This class addresses one of the fundamental questions of soft-
ware engineering: “How do we know we are finished?” Managing
bugs is a critical part of any software development project. In this
highly interactive class, we’ll explore the concepts of bug pri-
ority and severity, and you will learn how the priority and sever-
ity of bugs vary depending on a blend of the business and tech-
nical contexts. 

Development, project and SQA managers will learn a system-
atic approach to defining how defect data can be managed. Lead
developers and testers will learn how they can contribute to
the entire bug workflow life cycle. Which bugs should we fix?
Which bugs should we keep? How can we decide consistently?

502 Rapid Business-Driven Testing
By Clyneice Chaney
Structured testing is a vital part of any development project. The
problem is that almost no one is given the time and resources to
properly execute a thorough test process. In an ideal world, rapid
testing would not be necessary, but with most development proj-
ects there are schedule crunches and times when a quick assess-
ment of the product quality is necessary.

Rapid testing is a way to scale thorough testing methods to fit
arbitrarily compressed schedules. “Rapid” doesn’t mean “not
thorough,” but it does mean as thorough as is reasonable given
constraints on time. In this class, you will learn how to use new
Rapid Business-Driven Testing techniques, methods and tem-
plates that will increase product quality in rapid development
projects.

503 Strategies and Tactics for Global 
Test Automation, Part 1 By Hung Q. Nguyen
We automate software testing to gain speed. We organize our dis-
tributed teams globally to maximize round-the-clock coverage
and cost efficiency. Both solutions fulfill legitimate objectives.
However, implementing them successfully while keeping the
risks contained with a high degree of certainty proves to be an
enormous challenge. 

In this class, through a series of technical and management
case studies and real-life examples, you will learn about seven

steps that will deliver return on investment through a global test
automation program. You’ll learn how to:

• Assess testing strategy and needs.
• Know when and how to leverage automation technology to 

maximize speed.
• Minimize the costs and risks of global resources.
• Select the right test automation technology for the job.
• Align testing with business processes and development 

practices.
• Secure and develop competent resources.
• Measure, analyze and optimize for continuing improvement.

504 Testing Tools Inside Eclipse
By Joe Toomey
The Eclipse Test and Performance Tools Platform (TPTP), for-
merly known as Hyades, provides a flexible, layered infrastruc-
ture for integrating testing tools inside the Eclipse Workbench. 

This talk will explain the various approaches to integrating
test editors, test-control and runtime user interfaces, test defi-
nitions, test execution engines and test results in TPTP 4.0, as
well as the benefits that accrue from this integration. The talk
will be illustrated with references to the exemplary tools provid-
ed by TPTP itself for manual testing, and it will show how URL
testing and integration of JUnit testing provide an effective test
toolkit for the Eclipse ecosystem.

505 Testing XML By Elliotte Rusty Harold 
More and more applications are generating XML docu-
ments as their primary or secondary output. XML is much easi-
er to parse than traditional formats. At the same time, it has many
syntactic options that make testing output more difficult than
testing traditional, less rich formats. Simple string comparison
is often too naive to properly test XML. 

This class explores the challenges and pitfalls of testing XML
documents. It explains what to look for when testing XML doc-
uments and, even more important, what to ignore. We’ll consid-
er various tools for testing XML, including parsers, schemas,
DTDs, canonical XML and XPath. Finally, we’ll discuss automat-
ing tests by writing JUnit test cases that use XML APIs such as
DOM to compare the actual output to the expected output.

506 Performance Management 
Throughout the Application Life Cycle
By Ron Bodkin
Application performance must be managed throughout the entire
application life cycle—from analysis to design, through develop-
ment, testing and production, and throughout the ongoing cycle

“If you are considering Automated Testing, this is the best place
to automate your learning process.”
—Keith Schuman, President & CEO

S&S Programming Inc.
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of monitoring and new releases. The requirements for tools sup-
port vary by life-cycle stage. Virtual-machine improvements, code
profilers, performance unit tests, load test generators, enterprise
management systems, application performance monitoring and
even business activity management software each address spe-
cific requirements across various stages of the application life cycle.

This class will review best practices for ensuring application
performance and reliability, and will look at effective tools and
techniques both old and new. We will discuss the types of prob-
lems that are most typically encountered at the various life-cycle
stages and review the advantages and disadvantages of the vari-
ous tools available to assist in performance management within
each segment of the cycle. We’ll also dig into more detailed exam-
ples for Java-based applications. 

Attendees will be best served by having experience in devel-
oping, testing or managing Web-based applications. Examples
are drawn from Java-based applications, but the principles apply
to other environments as well.

507 Avoiding the Finger of Blame: 
Bringing Development and Testing 
Together With the Business Side By Jim Carty
As the former manager of a software development team of 125
analysts, developers, system testers and unit testers, this speak-
er found there were many times where a team’s effectiveness and
ability to deliver were strongly influenced by its ability to work
effectively with the business side and other stakeholders in the
organization. 

This class will feature real-world examples of how to build
a better bridge between software development, testing and per-
formance tuning teams and the ultimate customer, the business
user. In this class you will learn:

• Ways to understand the perspective of the ultimate end 
user, and what it means for you.

• How to manage expectations better.
• How to extract better requirements, and how to get full 

buy-in when you do.
• How to deal with test tool vendors—making sure they 

are working for you and not against you.
• How to recognize warning signs that the Finger of Blame 

is moving in your direction, and what to do about it.
• How to develop and deliver your value proposition to 

the business side.

| Thursday, Nov. 3 
11:00 a.m. - 12:30 p.m.

601 Designing and Utilizing Test 
Matrices By Duri Price
If we’re dealing with a large number of variables, it can be time-
consuming to test them all, very difficult to correctly identify
which variables are causing a problem, or hard to get the prob-
lem to happen consistently. This class will discuss coverage, iso-
lation and combinatorial matrices and how they can improve
your accuracy and speed in testing.

602 Managing Culture Shock: A 
Journey to Organizational Change
By Clyneice Chaney
An organization’s culture, people, process and structure are the ele-
ments that enable it to function. When a software organization that
has a long tradition of doing one type of development and testing
moves to different development and testing approaches, it can expe-
rience significant culture change from the transition.

This class shows how to integrate a new testing group into a
high-visibility project and manage the resulting culture change.
The culture change is viewed from two perspectives: the test-
ing organization undergoing the transformation, as well as the
development organization, which must react to and work with
the new group.

603 Strategies and Tactics for Global Test
Automation, Part 2 By Hung Q. Nguyen
Please see the class description under class 503.

604 Effective Load Testing
By Alexander Podelko
Testing of multi-user applications under realistic and stress loads
is really the only way to ensure appropriate performance and
reliability in production. This class outlines some issues to con-
sider in performance testing and presents the typical pitfalls from
the practical point of view. The list is meant to contrast load test-
ing with functional testing and is mainly based on experience
with distributed business applications.

The class is oriented toward people with limited load testing
experience, although more experienced attendees could proba-
bly find something interesting, too.

605 Using Code Metrics for Targeted 
Code Refactoring By Andrew Glover
Oftentimes, candidate code for refactoring is based on subjective
determinations. The proper uses of code metrics, such as cyclo-
matic complexity, fan-in, fan-out and depth of inheritance, can
also facilitate the discovery of candidate code that is in need of
refactoring.

For example, cyclomatic complexity is adept at spotting meth-
ods containing a high degree of conditional logic, which, conse-
quently, can be replaced with polymorphism, as elaborated by
Martin Fowler. Additionally, excessively deep hierarchy trees
create problematic testing targets, which can be broken out into
separate objects with Fowler’s Replace Inheritance with Delegation
and Collapse Hierarchy patterns. Fan-in and fan-out are quite effec-
tive at pinpointing brittle code, which can be refactored into a
more stable state with a plethora of patterns, including Extract
Hierarchy and Extract Class.

Attendees will leave the presentation with an understanding
of seven industry-standard code metrics; moreover, they will have
the ability to utilize these metrics to spot “complex” code and will
have a grab bag of techniques with which to improve the code.

"Wide variety of practical topics to apply to your work.”
—Judy Sukri, Senior IT Specialist

IBM
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606 Automated Database Testing: 
Testing and Using Stored Procedures
By Mary R. Sweeney
Today’s heterogeneous data environments place an increasing-
ly heavy burden on test engineers. Applications, whether Web-
based or client/server, must be tested for seamless interface with
the back-end databases; this typically goes far beyond what the
popular test automation tools can provide. The intricate mix of
client/server and Web-enabled database applications are extreme-
ly difficult to test productively. As a result, today’s test engineers
are increasingly expected to know how to create and use SQL
queries, stored procedures and other relational database objects
to effectively test data-driven environments.

In this class, you will learn about the increasing importance
of testing at the database layer as an important adjunct to current
tests. Using demonstrations and code examples, the instructor
will present tips and techniques for creating efficient automat-
ed tests of the critical database back end using SQL, scripting
languages and relational database objects.

You will learn:
• Why testing of database objects and stored procedures 

is necessary, and why popular automated tools can’t 
keep up.

• How simple and effective automated tests can be created 
using various programming languages, like Perl and 
VBScript.

• How to successfully test database objects, such as stored 
procedures and views, with many examples and code.

• Specific procedures, queries, views and other relation-
al database objects that are valuable for typical testing 
situations.

• How these automated tests can be productively inter-
leaved with other popular testing tools.

607 Model-Based Testing for Java
And Web-Based GUI Applications
By Jeff Feldstein
Classic test automation simply repeats the same tests (with option-
ally varying data) until it stops failing or the application ships. The
problem with this approach is that customers rarely flow through
the application in the same sequence as the automation, and thus
they are likely to find bugs that the automation missed. Model-
based testing is a form of automated testing that brings random and
flexible behavior to your automated test cases.

Model-based testing can be used for many types of software
or application testing. This class will teach how to implement mod-
el-based testing, specifically as applied to Java and Web applica-
tions. Part of the course includes a demonstration of model-based
testing; you will be able to download the XDE Tester source code
used in the demonstration. 

| Thursday, Nov. 3 
2:00 p.m. - 3:30 p.m.

701 Unit Testing for Agile Development, 
Part 1 By Rob Sabourin
With the increasing popularity of agile development methods,

the role of testing is starting earlier in the software development
cycle. Testers and developers are challenged to develop software
at lightning speed, often using new and untested technologies.
This class will show you how development and testing teams
can work together to promote and implement improved unit test-
ing. You will learn how to save your company money by finding
and fixing bugs long before system testing even starts. Get the
ammunition you need to convince management of the econom-
ic and business benefits of comprehensive unit testing.

This two-part class addresses unit testing issues within the
context of different development life cycle models, especially
new agile approaches, and demonstrates the tools and techniques
needed to organize for and implement unit testing. The class is
taught in workshop style and includes many hands-on group and
team exercises, examples and unit testing tool demonstrations.

Due to the interactive nature of these workshops, class size is
limited to 30 people.

702 Performance Testing for Managers
By Scott Barber
Performance testing as an activity is widely misunderstood, par-
ticularly by managers and others not directly involved in doing
it. This presentation details the most critical things for managers

to know about the performance testing process and ways to
improve it. Learning, understanding and applying these nuggets
of knowledge to your current or future performance testing proj-
ects will dramatically increase your team’s chances of success.
In this class you will learn:

• How to work with experienced performance testers to 
get the results you need, even if you can’t verbalize them 
yet.

• Why performance testing should begin well before the 
application is fully functional, and how to do it.

• How to recognize the difference between “delivery” and 
“done” as they relate to performance testing, and how to 
assess and balance the risks inherent in each.

• Ways to better integrate performance testing personnel 
into the development team effort, and vice versa.

• How to create and maintain a program that will ensure 
not only that your performance testers have the tools 
they need, but that they will know how to use them and 
when to put them away.

• Why extrapolating production loads from data collect-

“Good speakers. Different views on testing from different 
sessions/speakers not all spouting the same line lets you make 
up your own mind about what might work for your own situation.”
—Andrew Kaweski, QA Manager

Sauder Industries Ltd.
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ed on test systems is, at best, black magic—and what 
you can do to improve the accuracy of your produc-
tion estimates.

703 Measuring JUnit Code Coverage
By Elliotte Rusty Harold
A comprehensive unit test suite is a necessity for a robust pro-
gram. But how can you be sure that your test suite is testing every-
thing it should? This class will explore different tools and strate-
gies for measuring code coverage and for verifying that the tests
are actually testing what they’re supposed to be testing (and what
to do when they’re not). The result is not only better-tested code,
but more robust, reliable, bug-free programs.

704 Developing an Effective 
Performance Testing Strategy
By Ross Collard
This class addresses the tester’s question: How do I test perform-
ance in a particular situation? We will review a lightweight
methodology for developing your performance testing approach,
which is applicable in a broad range of contexts. You will learn
how to:

• Factor the business and technical contexts into your 
performance testing.

• Perform quick initial impact assessments to justify the 
performance testing.

• Facilitate tuning, debugging, fixing, capacity planning 
and right-sizing.

• Use risk assessment to focus and prioritize the perform-
ance testing efforts.

• Test for scalability.
• Determine what loads to test with.
• Determine what tools, equipment and facilities to have 

in the test lab.
• Decide what to observe and where to monitor during 

testing.

705 Testing Financial Software 
Systems By Bernie Berger
Financial institutions make money by collecting interest on loans
or by trading securities, not by developing software. Consequently,
financial services (FS) systems present interesting challenges for
software testers. Because FS technology is so broad, a key fac-
tor for QA/test success is to recognize the specific context in
which these systems are working. We will present three closely
related examples as they relate to financial software systems:

• Tradeoffs between performance and accuracy
• The impossibility of test completeness
• Test plan management, and measurement dysfunction
We will examine testing methods for batch processing at retail

banks, and contrast them with those used for real-time trading
systems.

We will demonstrate a method of maximizing test coverage
while minimizing the number of test cases, called “all-pairs,”
and apply this method using the Financial Information Exchange
(FIX) protocol. FIX is a tag-value messaging standard used to
communicate financial data among financial market participants.

Another issue to be discussed is the proper development of
the test plan. FS is a regulated industry, and the test plan could
be used as evidence in courts in the distant future. Yet the test
plan needs to serve the project in the here-and-now. We will
explore a multidimensional approach to evaluating test plans,
and we’ll see why some measurement techniques are often worse
than no measurement at all.

706 A Manager’s Guide to GUI Test 
Automation By Yury Makedonov
Managers find themselves between a rock and a hard place when
managing test automation. From one side they are bombarded by
a constant stream of sales pitches promoting the “click, click,
click” record-and-replay approach. From the other side they
are pressed by test automation “gurus” promoting their own,
sometimes extremely convoluted, frameworks. So, it’s a chal-
lenge for a manager to keep his or her sanity under these condi-
tions and to make sensible test automation decisions on tool and
framework selection and test automation management. 

In this real-world class, major myths and misconceptions are
dispelled, and explanations are provided as to how to keep GUI
test automation projects on track.

This presentation includes discussion of:
• Major principles and current industry standards of GUI 

test automation.
• How to decide if a specific project should be automat-

ed or not.
• How to define a scope for test automation.
• How to select a test tool to automate a specific applica-

tion.
• How to build a team for test automation.
• How to select a test automation framework that fits your 

test automation needs.
• Potential problems and roadblocks of test automation.
• How to manage test automation projects.

707 Developing Web Security Testing Expertise
In Your Organization By Hung Q. Nguyen
Security issues are among the highest concerns at many organi-
zations. Nevertheless, developing and sustaining a specialized
security testing staff with a breadth and depth of expertise is often
beyond the reach of all but the largest companies. As an alterna-
tive, developers and test engineers are called on to fill the gap.

The challenge is that Web application security testing is very
different from software functionality testing. In this talk, you will
learn how to quickly bring your team up to speed on new skills
to address security testing needs. To that end, you will learn
the key differences between application security testing, network
security testing and functional testing; how to think and play like
hackers; the top vulnerabilities your team needs to test for; and
some of the common tools with which you should be familiar.

| Thursday, Nov. 3 
4:00 p.m. - 5:30 p.m.

801 Unit Testing for Agile Development, 
Part 2 By Rob Sabourin
Please see the description under class 701. Due to the interactive
nature of these workshops, class size is limited to 30 people.

802 Differential Testing: a Cost-Effective
Automated Test Approach for Large, 
Complex Systems By Rick Hower
Differential testing is an automated method you can use in test-
ing large, complex systems. It’s especially useful in situations
where part or all of an existing production system is being upgrad-
ed, and the end-to-end functionality of the new system is expect-
ed to be the same as the old one. 

This class uses a detailed case study to provide a descrip-

“Definitely go for it. It’s worth every minute and 
second of your time”

—Felix Choy, Software Engineer
Avaya Inc.
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tive example of this novel and surprisingly effective approach.
The case involves the replacement of a critical subsystem in a
telecom billing process. In this class you will:

• Learn how to determine if differential testing will be 
useful for a project.

• Obtain some useful methods for selecting appropriate 
automated test data.

• Discover critical factors affecting the success of 
differential testing.

803 Accelerate Testing Cycles With
Collaborative Performance Testing
By Rick Cavallaro
Testing and tuning the performance of enterprise Web applica-
tions is a complex task, undertaken by a team that may include
performance engineers, QA testers, architects, developers, data-
base administrators and related project team members. The process
is especially difficult when testers and developers are distrib-
uted around the building, around the country or even around the
globe.

This session will provide a new methodology for collabora-
tive load testing—an antidote to the iterative, multiweek process
based on e-mail and conference calls that most organizations are
forced to use today. Attendees will learn:

• The drawbacks of traditional approaches to performance 
testing.

• How to incorporate a team-based methodology for per-
formance testing.

• A new solution for collaborative load testing in a Web-
based environment.

• How this methodology helped a well-known HR soft-
ware firm with teams distributed across Massachusetts, 
California and India to shorten test cycles and improve 
the performance of its flagship product.

• How outsourcing can impact QA efforts, and what you 
can do to mitigate that impact.

804 Planning and Managing a Beta 
Test Program By Duri Price
External or internal beta testing can be extremely useful, but it
is not free. Here we’ll learn how to structure and run a beta test
program, be aware of the hidden costs, and get the best return on
our investment of time and effort. 

805 Worst Testing Practices: How To 
Fail at Testing Without Even Trying
By Matthew Young
Much attention is paid to testing best practices, but as anyone
who has tried and failed often says, we learn more from our mis-
takes than we do from our successes. This class focuses on those
mistakes and worst testing practices as a means to show how not
to manage and execute a testing effort properly. Through the lan-
guage of patterns and a universal application of worst practices,
attendees will learn all they need to know to make their next test-
ing effort a complete and total failure by applying such tech-
niques as:

• Test planning is for wimps
• Last person hired has to test

• Test late, test once
• Who needs requirements (and what is this analysis you 

speak of)?
• Our customer is our test team, so why test here?
• If it ain’t broke, don’t touch it
• We’re shipping this afternoon. Think you can test this?

806 Profiling a J2EE Application Using 
The Eclipse Test and Performance Tools
Platform By Vince Adamo
This class will describe how to use the Eclipse Test and
Performance Tools Platform (TPTP) to profile a Java applica-
tion running within a J2EE container application. 

TPTP is an Eclipse technology project that provides a frame-
work and services for test and performance tools. In this class,
you will learn about the tracing and profiling tools provided with-
in this framework to support Java application performance-tun-
ing activities. 

This tutorial will provide step-by-step instructions on config-
uring, profiling and analyzing an example Java application
deployed to a JBoss J2EE application server. No previous expe-
rience in profiling Java applications is required, but a general
understanding of developing and testing Java applications will
be beneficial.

807 Coding Standards and Unit 
Testing—Why Bother? By Mark Lambert
Many developers think that the industry best practices of cod-
ing standards and unit testing are a waste of time: They require
additional effort, but they don’t seem to make your life any eas-
ier, or your code any better. This is not surprising.

This class explains how developers can apply coding stan-
dards and unit testing to improve their code and prevent the
number of problems they need to identify, diagnose and fix over
the course of the project. The first half teaches you how to apply
coding standards to prevent errors related to code functionali-
ty, security and performance. The second part focuses on how
you can extend traditional unit testing to expose reliability prob-
lems that could lead to instability, unexpected results or even
crashes or security vulnerabilities. We will also discuss how these
test cases can be leveraged to build a project-wide automated
regression system that runs in the background each night and
immediately alerts the team when code modifications or addi-
tions break previously verified functionality.
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Vince Adamo is a Senior
Performance Architect for 360Com-
merce Corp., a retail-store and enter-
prise software vendor. Previously, he
worked for five years as a team lead
for performance engineering/soft-
ware development at Vignette Corp.,
and prior to that at Valmet Auto-

mation and United Gas Pipeline. 
Mr. Adamo has more than 20 years of experience devel-

oping and testing software and managing both development
and performance management teams. He has a Master of
Computing Science degree from Texas A&M University.

Scott Barber is chief technology officer at Perf-
TestPlus Inc. His specialty is context-driven performance
analysis for multi-user distributed sys-
tems. He focuses on teaching and
performing practical performance
testing and analysis. His project-
level experience has been evenly
split between testing and analyzing
performance for complex systems
and mentoring organizations in the
development of customized corpo-
rate methodologies based on his per-
formance testing approach. 

Mr. Barber has a master’s degree in
IT from American Intercontinental University. He writes
Peak Performance, the performance testing column in
Software Test & Performance magazine, and he also speaks
at many technical conferences.

Over the past 15 years, Bernie Berger has been a
testing contractor, independent consultant, QA manager,
systems analyst, supervisor and test engineer at a host of
major firms in New York’s financial community; he is cur-
rently assistant vice president of  quality assurance at

Citigroup Derivatives Markets. He is
active in the greater QA communi-
ty, lecturing and publishing in var-
ious professional venues and peri-
odicals such as STAR and STQE. He
also owns Test Assured, a software
quality consulting business.

Mr. Berger’s volunteer work
includes moderating several mes-
sage groups, including Tester-Career-

Support, a free, nonprofit Yahoo
group dedicated to helping QA folks get better jobs, and QA
on Wall Street, the goal of which is to improve the state of
financial software systems testing.

Ron Bodkin is the founder of New Aspects of
Software, which provides consulting and training on appli-
cation development and architectures, with an emphasis on
performance management and effec-
tive uses of aspect-oriented program-
ming (AOP). He is also leading the
development of performance man-
agement tools for Java and is a mem-
ber of AspectMentor, a consortium
of AOP experts. 

Mr. Bodkin previously worked for
the AspectJ group at Xerox PARC,
where he led the first AOP imple-
mentation projects and training for
customers. Prior to that, he was a founder and the CTO of
C-bridge, a consultancy that delivered enterprise applica-
tions using frameworks for Java, XML and other Internet
technologies. C-bridge grew to 900 employees and a suc-
cessful IPO in December 1999.

Mr. Bodkin frequently speaks and presents tutorials at
conferences and for customers, including presentations at
Software Development, TheServerSide Symposium, Eclipse-
Con, OOPSLA, Edge and AOSD.

Hans Buwalda leads LogiGear Corp.’s action-based
testing (ABT) research and development, and he oversees
the practice of ABT methodology. Prior to joining LogiGear,

he served as project director at CMG
The Netherlands, where he was the
original architect behind the Action
Words approach, an integrated
method for planning, managing and
deploying software testing and test
automation, now widely used
throughout the industry.

Mr. Buwalda is an international-
ly recognized expert specializing in
action-based test automation, test

development and testing technology management. He’s also
a speaker at international conferences, delivering tutorials
and workshops, as well as presenting testing concepts such
as ABT, the three Holy Grails of test development, soap-
opera testing, and testing in the cold. Recently, Mr. Buwalda
co-authored “Integrated Test Design and Automation.” He
holds an M.S. in computer science from Free University,
Amsterdam.

Jim Carty is president of IS Value Corp., a company
focused on helping clients improve the performance and
productivity of their information systems. He has more than
23 years of experience in information systems in a variety
of roles in management, finance, marketing, operations and
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development. His consulting back-
ground includes working for
PricewaterhouseCoopers, advising the
company on the merger of the Nasdaq
and the American Stock Exchange.
He has also been a CIO at several com-
panies focusing on e-commerce ini-
tiatives and organizational change. 

Mr. Carty’s insights into IT and the
markets have been published in mag-
azines and newspapers and broadcast on radio, as well as
being the topic of numerous speaking engagements. He has
served on the faculty at Columbia University, teaching cours-
es in e-commerce and emerging technologies, and he was
most recently a managing director of systems at PNC Financial
Services.

In his five years at Empirix, Rick Cavallaro, sen-
ior applications engineer, has worked with hundreds of com-

panies helping to ensure the perform-
ance of their most critical Web appli-
cations. A 10-year veteran of the soft-
ware industry, he specializes in test-
ing and application development. 

Prior to joining Empirix, Mr.
Cavallaro served in engineering roles
at Aviv, Workstation Solutions and
Revelation Software. He holds a BSEE
degree from the University of
Massachusetts, Lowell.

Clyneice Chaney, quality manager at Project
Performance Corp., brings more than 16 years of testing, qual-
ity assurance and process improvement experience. She is
an American Society for Quality Certified Quality Manager
and a Quality Assurance Institute
Certified Quality Analyst. She also
holds the Project Management In-
stitute’s Professional Project Manager
Certification and is a 2002 Georgia
Oglethorpe Examiner (State Quality
Award).

Focusing on process improvement
and procedure development in the
software testing and quality assur-
ance areas, Ms. Chaney has success-
fully led process improvement, methodology development
and re-engineering projects for organizations wishing to

improve their software development, testing processes and
tools implementation. Ms. Chaney has presented at the
Software Engineering Institute’s SEPG Conference, the
American Society for Quality’s Quality Manager’s confer-
ence  and the 2004 Software Test & Performance Conference.

Ross Collard is president of Collard & Co., a New
York consulting firm. While he spe-
cializes in software testing and qual-
ity assurance, his consulting assign-
ments have included strategic plan-
ning on the use of information tech-
nology for competitive advantage,
the facilitation of quality improve-
ment teams, management of large
software development projects and
the development of software engi-
neering practices.

Mr. Collard has made keynote presentations at major soft-
ware conferences, published articles, and conducted semi-
nars on information technology topics for businesses, gov-
ernments and universities, including George Washington
University, Harvard, New York University and U.C. Berkeley.
He holds a B.E. in electrical engineering from the University
of Auckland, New Zealand, an M.S. in computer science
from the California Institute of Technology and an M.B.A.
from Stanford.

Elfriede Dustin is an SQA
manager at Symantec Corp., author of
the book “Effective Software Testing”
and lead author of “Automated
Software Testing” and “Quality Web
Systems.” She is currently writing the
“Security Testing Handbook,” along
with two security experts, to be pub-
lished by Symantec Press (spring

2006). She has also authored various white papers on the
topic of software testing and is a frequent speaker at various
software testing conferences.

Ms. Dustin holds a B.S. in computer science and has more
than 15 years of IT experience in various positions, such as
QA director for BNA Software and assistant director for inte-
gration test and deployment at CSC on the IRS moderniza-
tion effort. 

Jeff Feldstein is currently a
manager of software development at
Cisco Systems Inc. During his 24-year
career, he has been a software devel-
oper, tester, development manager
and computer consultant; for the past
five years, he has been involved with
software testing and has managed a
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team of developers who write software test tools. His spe-
cialties have included internetworking, real-time embedded
systems, communications systems, hardware diagnostics and
firmware, databases and test technologies. Mr. Feldstein has
spoken at technical conferences nationwide.

Matthew Fisher is a senior
security engineer for SPI Dynamics
and has more than 12 years of expe-
rience in the information technology
industry. Prior to joining SPI
Dynamics, he worked at Computer
Sciences Corp. and at Digex, where
he acted as lead technical advisor on
large-scale enterprise Web applica-
tions for Fortune 500 companies. 

Mr. Fisher currently provides Web
application security consulting and technical advice for a
variety of clients, including government, health care, finance
and manufacturing organizations. He has multiple certifi-
cations from Microsoft, Checkpoint and ISC2, including
CNA, MCP, CCSA, CCSE and CISSP, and has spoken on the
topic of Web application security at numerous conferences
for the Department of Defense, civilian federal agencies and
the commercial sector. 

Martin Fowler is the chief scientist for
ThoughtWorks Inc. and is a renowned author, software con-
sultant and speaker, bringing more than 14 years of experi-
ence in helping corporations utilize object technology for
mission-critical information systems.

Prior to joining ThoughtWorks, Mr. Fowler collaborated
with the company on the develop-
ment of an Enterprise JavaBeans-
based e-business application for a
Fortune 500 organization.

During his tenure as an independ-
ent software consultant, Mr. Fowler
has helped pioneer the practical use
of some of the industry’s leading
development techniques, including
UML (Unified Modeling Language),

Extreme Programming, and Refactoring
and Analysis Patterns.

His literary achievements include authoring “Refactoring:
Improving the Design of Existing Code”; the award-winning
“UML Distilled, Second Edition: A Brief Guide to the Standard
Object Modeling,” “Analysis Patterns: Reusable Object Models,”
“Planning Extreme Programming” and “Patterns of Enterprise
Application Architecture,” which has also won numerous
awards. He also edits a signature series of books for Addison-
Wesley.

Mr. Fowler speaks at many international conferences on
software development. He was program chair of XP 2005 and

of Agile Universe in 2001. He also serves as a columnist for
IEEE Software magazine and is a founder of the Agile Alliance
and co-author of the Manifesto for Agile Software
Development.

Robert L. Galen is a senior QA manager at
Thomson/Dialog Corp. in Cary, N.C. He is also a principal
at RGalen Consulting Group, LLC, and has held director-,
manager- and contributor-level positions in both software
development and quality assurance organizations. He has
nearly 25 years of experience working in a wide variety of
domains, from hard, real-time systems to Web-based infor-
mation systems.

Mr. Galen is an active member of
ACM, ASQ, IEEE/CS and PMI. He is
passionate about and committed to
the profession of software engineer-
ing and product development. He
speaks frequently at international
conferences (STAR, ASM/SM,
PSQT/PSTT and QAI) and to local
North Carolina organizations on top-
ics related to software development,
project management, software testing and team leadership.

Mr. Galen is a certified Scrum Master, a member of the
Agile Alliance and the author of “Software Endgames” (Dorset
House, 2005).

Andrew Glover is the
founder and CEO of Vanward
Technologies, a Washington, D.C.,
company specializing in the construc-
tion of automated testing frameworks
and tools. Before founding Vanward
Technologies, Mr. Glover was a soft-
ware architect for Netwhistle.com,
where he designed and led a develop-

ment team in the construction of an Internet-based portal for
monitoring network applications. 

Mr. Glover’s career includes leadership in software devel-
opment for IBM, Philips Electronics and Procter & Gamble.
He is a graduate of George Mason University in Fairfax, Va.,
and is a frequent speaker at industry
events. Mr. Glover is a co-author of
“Java Testing Patterns” (Wiley, 2004).

Robin F. Goldsmith has
been president of the Go Pro
Management Inc. consultancy since
1982. He works directly with and
trains professionals in business engi-
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neering, requirements analysis, software acquisition, proj-
ect management, quality assurance and testing. Previously
he was a developer, a systems programmer/DBA/QA and a
project leader with the City of Cleveland, leading financial
institutions, and a “Big 4” consulting firm. 

Author of numerous articles and the recent book
“Discovering REAL Business Requirements for Software
Project Success,” and a frequent speaker at leading profes-
sional conferences, Mr. Goldsmith was formerly internation-
al vice president of the Association for Systems Management
and executive editor of the Journal of Systems Management.
He chaired BOSCON 2000 and 2001 and ASQ Boston
Section’s Annual Quality Conferences, and he is a member
of the ASQ Software Division Methods Committee. Mr.
Goldsmith has an A.B. from Kenyon College, an M.S. from
Penn State University and a J.D. from Boston University.

Michael Hackett is a founding partner of LogiGear
Corp. and is responsible for the direction and development
of the company’s training program. He
has in-depth experience in software
engineering and the testing of appli-
cations developed for deployment
across multiple platforms. 

Mr. Hackett has helped companies
such as Palm Computing, Oracle,
CNET, Adobe Systems, PC World and
The Well successfully produce, test
and deploy applications ranging from
business productivity to educational
multimedia titles—in English as well as other languages.

Mr. Hackett writes and teaches a software testing curricu-
lum for LogiGear University, and for the University of
California at Berkeley Extension. He is also co-author of
“Testing Applications on the Web: Test Planning for Mobile
and Internet-Based Systems,” Second Ed., and holds a B.S.
in engineering from Carnegie Mellon University.

Elliotte Rusty Harold is
an adjunct professor of computer sci-
ence at Polytechnic University,
where he teaches XML and object-
oriented programming. His Cafe au
Lait Web site has become one of the
most popular independent Java sites
on the Internet, and his spinoff site,
Cafe con Leche, has become one of

the most popular XML sites.
Mr. Harold is a frequent contributor to IBM developer-

Works on subjects ranging from XML to Java to software
testing. His books include “Effective XML,” “Processing
XML with Java” and “Java Network Programming.” He’s
currently working on the XOM API for processing XML and
the Jaxen XPath engine.

Rick Hower is a consultant
with more than 12 years of experience
in software quality assurance, testing,
process improvement and test automa-
tion. He has worked on projects in
areas such as finance, government,
telecommunications, transaction pro-
cessing, imaging/workflow systems
and Web/Internet technology. 

Mr. Hower has provided services
for companies such as Oracle, AOL, Visa, government agen-
cies and a wide variety of other organizations. Since 1996,
he has also authored and maintained the softwareqatest.com
Web site.

Timothy Korson has had a
decade of substantial experience
working on a large variety of systems
developed using modern software
engineering techniques. This experi-
ence includes distributed, real-time,
and embedded systems, as well as
business information systems in an
n-tier, client/server environment. Dr.
Korson’s typical involvement on a project is as a senior man-
agement consultant with additional technical responsibili-
ties to ensure high-quality, robust test and quality assurance
processes and practices. 

The principal of Korson Consulting, Dr. Korson also teach-
es at Southern Adventist University, has authored numer-
ous articles, and has co-authored a book, “Object Technology
Centers of Excellence” (Manning Publications). He has deliv-
ered  many lectures at major international conferences and
has contributed to the discipline through original research.
Dr. Korson earned a Ph.D. in business information systems
at Georgia State.

Mark Lambert is a member
of Parasoft’s Professional Services
team, where he specializes in the
application of automated error-pre-
vention tools to the development
process. 

With more than eight years of prac-
tical Java experience, Mr. Lambert has
a hands-on approach to development
and the use of tools to improve qual-
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ity throughout the development process. He has been a speak-
er at numerous corporate and industry events.

Yury Makedonov was trained as a researcher and
worked in an R&D organization dealing with composite mate-
rials. He has a Ph.D. degree in physics and mathematics. He
is now using his skills and knowledge
to improve software quality. 

Dr. Makedonov has 10 years of
testing experience. Currently, he is
working as a QA manager, a test
automation manager and a senior
consultant for the Centre of Testing
and Quality at CGI Group Inc., a lead-
ing Canadian provider of end-to-end
information technology and business
process services.

Hung Q. Nguyen is CEO and founder of LogiGear
Corp., a software quality engineering firm offering training,

testing services and test automation
products. He is author and co-author
of several software testing books,
including “Testing Applications on
the Web,” Second Ed., and “Testing
Computer Software,” Second Ed. 

Mr. Nguyen writes and teaches a
software testing curriculum for
LogiGear University, as well as for
U.C. Berkeley and the U.C. Santa

Cruz Extension. He holds a B.S. in
quality assurance from Cogswell Polytechnical College, is
a graduate of the Stanford Graduate School of Business
Executive Program, and is a Certified Quality Engineer.

Thomas O’Mara has more
than 25 years of experience with PC-
based computing, ranging from Fiber
Optic Gyroscope data acquisition
using the stack-based FORTH lan-
guage to Web-based applications uti-
lizing the .NET Framework and
ASP.NET. In between, there were C,
Visual Basic, and various database and
middleware initiatives. 

Mr. O’Mara has been working with and writing articles
about .NET technology since early 2001. He has consider-
able direct performance-tuning experience on a Web-based
ASP.NET banking software application for large credit unions. 

Alexander Podelko is principal performance
engineer at Hyperion Solutions in Stamford, Conn. He has

eight years of experience in perform-
ance engineering and more than 15
years of overall experience in the soft-
ware industry. He frequently speaks
and writes about performance engi-
neering and load testing. 

A part of Dr. Podelko’s collection
of performance-related links and doc-
uments is shared on www.Alexander
Podelko.com. He holds a Ph.D. in
computer science from Gubkin University and an MBA from
Bellevue University.

Duri Price works at Exceed Training to redevelop and
enhance the Software Testing Methodology series of class-
es, including more than 140 hours of instruction material. 

With more than seven years of senior QA management
experience, Mr. Price has built and led the QA function for
a variety of leading technology organizations, including
Interlinq Software, DDI/STlabs, Testing Testing 123 and
eSociety. While specializing in the complex process of build-
ing an efficient QA department from the ground up, he has
also audited and reorganized existing QA and testing organ-
izations to fit a company’s changing technical, organization-
al and business environments.

In 2001 and 2002 Mr. Price worked for Hall-Kinion as a
QA/test management consultant, creating and leading the
testing efforts for DoubleJump and WRQ. 

BJ Rollison is a technical train-
er in the Engineering Excellence
Group at Microsoft, where he designs
and develops an intensive, hands-on
technical training curriculum for new
and experienced test engineers. He
started his professional career in the
industry working on developing cus-
tom solutions for hospitals and local
government agencies in Japan. In 1994
he joined the Windows 95 project at Microsoft, focusing on
the internationalization of the Windows operating system. 

In 1996, Mr. Rollison became a test manager in the Internet
Client and Consumer Division, responsible for several client
products and a Web server. He moved to Microsoft’s Internal
Technical Training group in 1999 as the director of test train-
ing, responsible for planning and organizing training for more
than 6,000 test engineers. He also teaches software testing
courses at the University of Washington and sits on the advi-
sory boards for software testing certificate programs at the
University of Washington and Lake Washington Technical
College.
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Robert Sabourin, P.Eng.,
has more than 20 years of manage-
ment experience leading teams of
software development professionals
to consistently deliver projects on
time, on quality and on budget. 

Mr. Sabourin is an adjunct profes-
sor of software engineering at McGill
University who often speaks at con-
ferences around the world on software
engineering, SQA, testing and management issues.

Alfred Sorkowitz, now an independent software
consultant, was a computer scientist
with the Department of the Navy,
responsible for developing real-time,
software-intensive embedded sys-
tems. Prior to joining the Department
of the Navy, he was director of the
Standards and Quality Control staff,
U. S. Department of Housing and
Urban Development. 

The staff was responsible for soft-
ware standards and SQA for all in-

house as well as contractor-developed software. While at
HUD, Mr. Sorkowitz initiated a successful testing procedure
to improve the quality of unit testing that utilizes automat-
ed tools and testing metrics.

Mr. Sorkowitz has published papers and has presented
seminars on software metrics, SQA and testing at confer-
ences sponsored by the IEEE Computer Society, ACM and
the British Computer Society.

Mary R. Sweeney has been
developing, using and testing relation-
al database systems for 20 years, start-
ing at Boeing and then with Software
Test Labs. She has taught automated
testing using Visual Test and Visual
Basic and SQL database testing tech-
niques to many companies, including
Microsoft, Boeing, Intel, Hyperion,
Baseline Financial, Fidelity Invest-
ments, Reuters, Unilever and Washington
Mutual. 

Ms. Sweeney writes articles on test automation and authored
“Visual Basic for Testers” (Apress, 2001). Currently she is a col-
lege professor and also does independent consulting and train-

ing through Exceed Training. Ms. Sweeney has degrees in math-
ematics and computer science from Seattle University and is
a Microsoft Certified Professional (MCP) in SQL Server.

Joe Toomey is a senior software engineer at the IBM
Rational lab in Lexington, Mass. He has
been a committer on the Eclipse Test
and Performance Tools project since
its inception in 2002, leading the Test
Model subgroup and acting as com-
mitter for the Test Model team and the
Execution Environment Control group. 

Mr. Toomey also participates in sev-
eral IBM Architecture groups. He
received a B.S. in mathematics and
computer science from Carnegie Mellon
University in 1993 and joined Rational Software in 1997. Prior
to his work on TPTP, he was a developer on several Rational
products, including Rational Robot, Rational Quality Architect
and Rational XDE Component Test.

Christopher Valorose is
a senior principal SQA engineer at
Symantec. He has 11 years of experi-
ence in software quality assurance and
is currently responsible for automat-
ed testing across multiple products. 

Before Symantec, Mr. Valorose
worked for Axent Technologies as a
SQA engineer; there, he was respon-

sible for implementing automation,
was the lead SQA engineer for several projects, and was in
charge of test planning, execution and reporting for current
and new projects. He has a B.S. in electrical engineering from
Merrimack College.

Matthew Young is a senior software systems engi-
neer and project manager for SAIC in Tucson, Ariz. Having
served in roles ranging from software development through
project management, he has acquired the battle scars that go
with life in the trenches of software and systems development. 

Armed with a B.S. in computer science and engineering
from Bucknell University and an M.S. in systems engineer-
ing from Johns Hopkins, Mr. Young has spent most of his
career as a defense contractor, working on such projects as
Differential GPS, Force Structure Modeling and Simulation,
and other large-scale system efforts.

Always driving teams toward solid engineering principles
and realistic planning, Mr. Young continues to lead efforts to
move software engineering away from magic and sorcery and
into a true engineering discipline. Mr. Young is the author of
numerous white papers on system/software testing and is co-
author of “Java Testing Patterns” (Wiley, 2005).
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Hotel and Travel

Information
Hotel
Convenient to Grand Central Terminal, JFK, Newark International
and LaGuardia airports, and many other New York City attrac-
tions and businesses, The Roosevelt Hotel’s ideal New York City
location is a dream come true. Nestled among the Empire State
Building, 5th Avenue shopping and the world-famous shows on
Broadway, guests are only steps away from the action found with-
in the heart of the city that never sleeps.

Reservations
Expo Travel, the official travel agency for the Software Test &
Performance Conference, is pleased to offer exhibitors and

attendees substantial hotel savings at the host hotel.
Book rooms early to insure discounted rates.

The special conference rates are US$249 for either a single or double room. These
rates are per room, per night, do not reflect taxes, and are exclusive through Expo
Travel. Rates are in effect until approximately 30 days prior to the event (providing
rooms are available), after which time Expo Travel will continue to accept reserva-

tions at the prevailing rates, subject to their availability. 
Do not contact the hotel directly, as higher rates will apply and Expo Travel cannot

apply rate adjustments to reservations booked direct. A credit card is required to con-
firm a reservation. 

To make a hotel reservation:
• By phone: Call +1-201-655-7225. Hours are Mon.-Fri., 9 a.m. to 

5 p.m., Eastern time.
• By fax: Fill out the attached form and fax to +1-201-226-1236. 

Form must include credit card number and expiration date.
• Online: Go to www.expotravel.com, and click on “RESERVE” 

next to the Software Test & Performance logo.

If you experience difficulty booking online, call +1-201-655-7225,
Mon.-Fri., 9 a.m. to 5 p.m., Eastern time.

Internet access:
The Roosevelt Hotel offers WiFi Internet access in public

areas. In-room high-speed Internet access is available
at an additional charge.

The Roosevelt Hotel
Madison Ave. at 45th St.
New York, NY 10017
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Conference

Planner

KEYNOTES: MIKE MILINKOVICH 8:15 a.m. - 9:00 a.m.           MARTIN FOWLER         5:15 p.m. - 6:00 p.m. KEYNOTE: ADAM KOLAWA 8:15 a.m. - 9:00 a.m.

EXHIBITS OPEN 3:00 p.m. - 7:30 p.m. ATTENDEE RECEPTION        230 p.m. - 2:0 P.M.   EXHIBITS OPEN 12:00 p.m. - 4:00 p.m. ATTENDEE LUNCHEON 12:30 p.m. - 2:00 p.m.

MONDAY 
October 31

REGISTRATION OPEN
4:00 p.m. - 7:00 p.m.

22

TUESDAY 
November 1

REGISTRATION OPEN
8:00 a.m. - 7:00 p.m.

9:00 a.m. - 5:00 p.m.

T-1 Delivering Test 
Automation 
Success Through 
People, Methods & 
Tools - Buwalda

T-2 Twenty-One Ways to
Spot—and Fix—
Requirements Errors
Early - Goldsmith

T-3 Testing Quasi-Agile 
Projects: Practical 
Strategies for 
Today’s Iterative 
Development 
Environment - 
Korson

T-4 Testing Techniques: 
Theory and 
Application - 
Rollison

T-5 Using Metrics to 
Improve Software 
Testing - Sorkowitz

T-6 Hands-on Testing 
Patterns: Best 
Practices From the 
Trenches - Young

9:15 a.m. - 10:45 a.m.

101 Fundamental Rules 
of Security Testing -
Dustin

102 Putting the User 
Back in User 
Acceptance Testing 
- Goldsmith

103 How to Optimize 
Your Web Testing 
Strategy - Nguyen

104 Performance Tuning
ASP.NET 
Applications - 
O’Mara

105 How to Turn Your 
Testing Team Into a 
High-Performance 
Organization - 
Hackett

106 Creating Your Own 
Test Automation 
Tool - Valorose

107 Better Web Stress 
Testing - Sabourin

11:00 a.m. - 12:30 p.m.

201 Pinpointing and 
Exploiting Specific 
Performance 
Bottlenecks - Barber

202 Software Endgames: 
How to Finish What 
You’ve Started - 
Galen

203 Seven Low-Overhead 
Software Process 
Improvement
Methods - 
Goldsmith

204 Learning From 
Failures Before They 
Happen: Failure 
Analysis Techniques 
for Software 
Engineering - Young

205 Integrating the 
Testing Team Into 
the Software
Development Life 
Cycle - Dustin

206 Database Security: 
How  Vulnerable Is 
Your Data? - 
Sweeney

207 Load Generation in 
Complex 
Environments - 
Podelko

1:30 p.m. - 3:00 p.m.

301 Just-in-Time Testing 
Techniques and 
Tactics, Part 1 - 
Sabourin

302 Overcoming 
Requirements-Based 
Testing’s Hidden 
Pitfalls - Goldsmith

303 Web Performance 
Testing: Lessons 
Learned - Nguyen

304 Lessons Learned in 
Test Automation, 
Part 1 - Dustin

305 Metrics: How to Track
Things That Matter - 
Chaney

306 Verifying Software 
Robustness - Collard

307 Recruiting, Hiring, 
Motivating and 
Retaining Top Testing
Talent - Feldstein

WEDNESDAY 
November 2

REGISTRATION OPEN 7:30 a.m. - 7:00 p.m.

Register at www.stpcon.com

TECHNICAL CLASSESTUTORIALS

http://www.stpcon.com
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5:15 p.m. - 6:00 p.m. KEYNOTE: ADAM KOLAWA 8:15 a.m. - 9:00 a.m.
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3:30 p.m. - 5:00 p.m.

401 Just-in-Time Testing
Techniques and 
Tactics, Part 2 - 
Sabourin

402 Building 
Collaborative 
Performance Testing
and Tuning Teams - 
Barber

403 Making the ROI 
Business Case for 
Testing Techniques -
Goldsmith

404 Lessons Learned in 
Test Automation, 
Part 2 - Dustin

405 Using Scrum to 
Manage the Testing 
Effort - Galen

406 Exploiting Web 
Application Code: 
The Methodologies 
and Automation of 
SQL Injection - 
Fisher

407 Failure Modes: 
Understanding 
Common Failures in 
Application 
Performance - 
Bodkin

9:15 a.m. - 10:45 a.m.

501 Seven Steps to 
Building a Better 
Bug Workflow 
System - Sabourin

502 Rapid Business-
Driven Testing - 
Chaney

503 Strategies and 
Tactics for Global 
Test Automation, 
Part 1 - Nguyen

504 Testing Tools 
Inside Eclipse - 
Toomey

505 Testing XML -
Harold

506 Performance 
Management 
Throughout the 
Application Life 
Cycle - Bodkin

507 Avoiding the Finger
of Blame: Bringing 
Development and 
Testing Together 
With the Business 
Side - Carty

11:00 a.m. - 12:30 p.m.

601 Designing and 
Utilizing Test 
Matrices - Price

602 Managing Culture 
Shock: A Journey to 
Organizational 
Change - Chaney

603 Strategies and 
Tactics for Global 
Test Automation, 
Part 2 - Nguyen

604 Effective Load 
Testing - Podelko

605 Using Code Metrics 
for Targeted Code 
Refactoring - Glover

606 Automated Database 
Testing: Testing and 
Using Stored 
Procedures - 
Sweeney

607 Model-Based Testing
for Java and Web-
based GUI 
Applications - 
Feldstein

2:00 p.m. - 3:30 p.m.

701 Unit Testing for Agile
Development, Part 1 
- Sabourin

702 Performance Testing 
for Managers - 
Barber

703 Measuring JUnit 
Code Coverage - 
Harold

704 Developing An 
Effective 
Performance Testing 
Strategy - Collard

705 Testing Financial 
Software Systems - 
Berger

706 A Manager’s Guide 
to GUI Test 
Automation - 
Makedonov

707 Developing Web 
Security Testing 
Expertise in Your 
Organization - 
Nguyen

4:00 p.m. - 5:30 p.m.

801 Unit Testing for 
Agile Development,
Part 2 - Sabourin

802 Differential Testing:
A Cost-Effective 
Automated Test 
Approach for 
Large, Complex 
Systems - Hower

803 Accelerate Testing 
Cycles with 
Collaborative 
Performance 
Testing - Cavallaro

804 Planning and 
Managing a Beta 
Test Program - 
Price

805 Worst Testing 
Practices: How to 
Fail at Testing 
Without Even 
Trying - Young

806 Profiling a J2EE 
Application Using 
the Eclipse Test 
and Performance 
Tools Platform - 
Adamo

807 Coding Standards 
and Unit Testing—
Why Bother? - 
Lambert

THURSDAY
November 3

REGISTRATION OPEN 7:30 a.m. - 4:00 p.m.

TECHNICAL CLASSES
6:00 p.m. - 7:30 p.m.

http://www.stpcon.com


REGISTER ONLINE. Register online at www.stpcon.com
and use one of the following payment methods:

CREDIT CARD. You can use the secure online form to pay
via credit card and get immediate confirmation of your
classes. MasterCard, Visa and American Express are accept-
ed cards. You’ll receive a REGISTRATION RECORD and
RECEIPT. Please print out these pages and bring them with
you to the conference. Present them at the Registration Desk
to pick up your badge and any course materials.

CHECK OR P.O. Fill out the online registration form. Print
out the REGISTRATION RECORD and RECEIPT and mail to
BZ Media LLC, 7 High Street, Suite 407, Huntington, NY
11743 with your payment. Online registrations that are
mailed without payment will not be confirmed until pay-
ment is received.

GROUP DISCOUNTS. Registering four or more attendees
from your company? You can receive a $100 discount off the
Full Event Passport, or $50 off Tutorials or Technical
Conference Only, on each registration. Enter the word GROUP
when asked for a code on our online registration form. 

REFUND POLICY. You can receive a full refund, less a $50
registration fee, for cancellations made by October 1, 2005.
Cancellations after this date are non-refundable. Send your
cancellation in writing to registration@bzmedia.com.

Paid Conference/Tutorial Registration Includes:
• Admission to tutorials and/or technical classes.

Please make your class selections when registering.
• Admission to keynotes
• Admission to exhibits
• Conference materials
• Attendee reception Wednesday night
• Continental breakfast, coffee breaks
• Lunch on Thursday

Exhibits-Only Registration Includes:
• Admission to keynotes
• Admission to exhibits
• Attendee reception Wednesday night

Registration Questions 
Contact Donna Esposito at +1-415-785-3419, or e-mail at
desposito@bzmedia.com.

7 High Street
Suite 407

Huntington, NY 11743

extreme Early Bird Super Early Bird Early Bird Full Price
By Aug. 5 By Sept. 9 By Oct. 5 After Oct. 5

Full Event Passport:
Technical Conference $895 $995 $1,195 $1,350
and Tutorials
November 1-3

Two-Day Technical $795 $895 $1,045 $1,180
Conference Only
November 2-3

Tutorials Only $530 $575 $625 $695
November 1

Exhibits Only FREE FREE FREE $50
November 2-3 All prices are in US dollars

Best Value

How to Register

Pricing and

Registration

http://www.stpcon.com



